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z/VSE Connectors - Introduction

— The z/VSE Connectors started as a single function in VSE/ESA 2.5

— Since then, it evolved over time

— Its now more a technology than just a function
« consisting of many different features and functions
* supporting various connector solutions

VSE/ESA 2.5 VSE/ESA 2.6 VSE/ESA2.7 z/VSE 3.1 z/VSE 4.1 z/VSE 4.2 z/VSE4.3 z/VSE5.1 z/VSEb5.2 z/VSE 6.1 z/VSE 6.2
| | | | | | N

Java-based Connector SOAP/Web Services Enhancements for VSAM | Fast Path to Linux on IPv6 support in REST Engine
« VSE Connector Server & support Redirector System z (LFP) connectors SOAP Engine

Client + VSE as Web Service + VSAM Capture Exit « In z/VM environment Stacking Tape supports C&C
« J2C Resource Adapter provider or consumer » New DBHandler Enhancements of Support DBCLI

for WAS VSE Script Connector supports normalization existing Connectors Enhancements

* non-Java access to VSE Added TSM support for IPv6/VSE TCP/IP Remote Debug
programs and data VTAPE Stack Interface
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VSAM Redirector

» Real-time synchronization of

Misc enhancements of

VSAM data with a database

JDBC Driver for VSAM

* SQL based access to VSAM

data

« Part of the Java-based
Connector

VTAPE Support

existing Connectors

SOAP/Web Services security

 Transport Layer Security
* Message Layer Security
LDAP Sign-on support

« Signon using long, corporate

user-id
 Authenticate against an
LFDAP server

Fast Path to Linux on

System z (LFP)

* In LPAR environment

IPv6 support in LFP

z/VSE z/VM IP Assist
(VIA)

Database Connector
(DBCLI)

Channels & Containers
support in CICS TS 2.1

MQ Client Trigger Monitor
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z/VSE Connector & Tools - Downloads

— Connector components

* Delivered as part of the
z/VSE system as WBOOKs
in PRD2.PROD

* Also available on the
z/VSE Homepage
https://www.ibm.com/it-infrastructure/
z/zvse-downloads

— Many ‘as-is’ tools are provided
for download

— Information about the
Connector Components can
be found here:

https://www.ibm.com/support/knowledgecenter/SSB27

H 6.2.0/fa2ws connection possibilities use .html

VM Workshop 2019

Jo

E5: [T Infrastructure Search Q

IBMZ Hardware ™ 0S“  Software Resources

Itinfrastructure > Z >

z/VSE downloads

Explore available downloads for the IBM z/VSE operating
system

Products Downloads Events and education Resources

Latest u pd ates * VSE Connector Client (updated 03/2019 for APAR PH08671)

* VSE Virtual Tape Server (updated 02/2018 for APAR P192815)

* VSAM Redirector Server (updated 12/2017 for z/VSE V6.2 GA)

® z/VSE Database Connector (updated 12/2017 for z/VSE V6.2 GA)
® VSE Script Server (updated 12/2017 for z/VSE V6.2 GA)

® Linux Fast Path Daemon (updated 12/2017 for z/VSE V6.2 GA)

= CICS2WS Toolkit Version 2.8 (updated 12/2017 for z/VSE V6.2 GA)

VSE Connector Client VSAM Redirector Server Database Conr |et’s talk
Connectors

Frnahlaz uni tnowrita Tawa Dadirartzs all arraccac tna Allmnwe 7/VSF annliratinne ta
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Scenario 1: Web- / Mobile-enabling of Applications

- Web-enable z/VSE Applications
- Mobile-enable z/VSE Applications

- Provide RESTful APIs for z/VSE Applications (microservices)
- Modernize User Interface for applications

VM Workshop 2019

e [T

Frontend

|

Edge servers
(Firewall, Load balancing, etc.)

-

Middle-Tier (e.g. Linux on IBM Z)

Portal &
Web
Presentation
Servers

Web

Application
Server

Directory &
Security

\ Services

Mobile
Application
Server

Backend (e.g. z/VSE)

@ N\

Transaction
Servers
(e.g.CICSTS)

Batch Processing
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Scenario 2: Central Database

- Use a central database for all business related applications
- Allow z/VSE applications to work with central database
- Add analytics and business intelligence

Data Warehouse

Business Intelligence
— Business

Applications
ERP, CRM,

[ e T

z/VSE Online

\ VSAM
DL/I
Central . /
Database 1
| z/VSE Batch

C 1

\ f &ﬂ// = U

Cloud . /

\ Services J . TTmTmEmmmmmm s s
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Scenario 3: Modern z/VSE Administration, Operation, Automation

- Use graphical Tools for z/VSE administration
- Add cross-system automation

VSE Navigator

z/VSE
Transaction VSE Health Checker
\ 2/VSEBatch| |  Servers .
(e.g.CICSTS) CLLXY AKX F K

A . VSE
utomation Connector TCP/IP

- Keyman/VSE

1B Keyman/VSE - DAVSECon\samples\TEST *

File Options Actions ~Help
> cEn pEE axcE=E B @
[ raver | Gertificate Item | Length | Type
[ vseKey  2048-bit RSA Key Pair 2048 RSAPrivateKey
“ dhparms 1024-bit DH Params 1024 DHParams
 ecey  256.bitECKeyPair 256 ECPrivateKey
/ 1 | D
B |vseLFps2 |~
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Java-based Connector

— Remote access to z/VSE data and programs from a Java program

Scenario 1: Web-
Mobile-enablement

* Real time access to VSAM, DL/1, LIBR, POWER, Console, Jobs, ... Scenario 3: Cross
« From standalone Java programs

« From web/mobile applications (servlets, JSPs, Mobile Apps etc.)

» Deployable as J2C Resource Adapter or JDBC Data Source into

J2EE web applications servers, such as:
o WebSphere Application Server

o IBM Mobile First Server

- Java platform

Standalone Java
application
Web

» applica- | WAS
tion
Mobile Mobile
App First

z/VSE
Connector
Client

28ac / WYSA

ener

TCP/IP

z/VSE

system Automation

U LR GG software

VSAM Maptool
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Plugin sl
mapping

VSAM DL/I

o
Connector
Serve

rver —»| POWER
—»[Comsole ]
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VSAM Redirector

Scenario 2: Central

— Synchronization of VSAM data with a database Database
— Real-time: VSAM Redirector Client/Server
« Data synchronization (OWNER=VSAM):
o any INSERT, UPDATE or DELETE request is immediately replicated into the database
o Read requests go against the VSAM dataset on z/VSE
« Data migration (OWNER=REDIRECTOR):
o AllVSAM requests are sent to the database.
o No access to the VSAM dataset anymore (except OPEN / CLOSE).
— Near real-time: VSAM Capture Exit
» Data changes are collected in a delta file or MQ queue
« Deltafile is downloaded and applied to database from time to time
Java platform Z/VSE
o VSAM Vendor Exit Application
% Resdirector — TCP/IP VSAM :
= erver  \ Redirector Generic VSAM
1T ] Client Exit
e Redirector S e
| Delt L] - VSAM Config
§ Lozd:r £ Capture -
K- §—_| Torp g Exit r
— S & 4i(IESVSCAP) Delta File
“= | Redirector £ § <—>
% Loader = |
| & ] >
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VSAM Redirector - modes of operation

Data Migration
— EXIT=IESREDIR, OWNER=REDIR

Application

VSAM

— Real time access to data in
database

— All VSAM requests are redirected
to the database

— High performance impact

VM Workshop 2019

Data Synchronization
— EXIT=IESREDIR, OWNER=VSAM

Application

VSAM

— Real time data replication
(one way)

— Only updating VSAM requests
(update, insert, delete) are
redirected to database

— Medium performance impact

10

Capture & Apply
— EXIT=IESVSCAP

Application

VSAM

elta File
(or MQ queue)

— Near real time data replication
(every n minute, etc.)

— Changes to VSAM data are
captured and collected, and then
applied to the database
asynchronously

— Low performance impact
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z/VSE Database Call Level Interface (DBCLI)

— Allows z/VSE applications to access a relational database on

any suitable database server
« IBM DB2, IBM Informix, Oracle, MS SQL Server, MySQL, etc.
—->The database product must provide a JDBC driver that supports JDBC V3.0 or later

— Utilize advanced database functions and use SQL statements provided by modern database

products

Programming L

Languages:
COBOL
PL/1
C
HLASM
REXX (batch)
z/VSE 6.2:
m‘. REXX (CICS)

VM Workshop 2019

z/VSE

Batch or CICS

7 application

DBCLI API

DBCLI
Client

A 4

TCP/IP or
Linux Fast Path

TCP/IP

Java capable

platform
(e.g. Linux on IBM 2)

DBCliServer

A

A 4

TCP/IP

JDBC V3

11

Driver

or local |

Scenario 2: Central

Database

Database Server
(may run on the
same system as
the DBCliServer)

Y
N

Database
(e.g.IBM DB2,
IBM Informix
Oracle,
MS SQL Server,
MySQL, ...)
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z/VSE applications accessing Databases

Scenario 2: Central
Database

DBCLI

/ And others ...
z/VSE /7
CICS d
ICS or
batch 7/ /
Application
7/
DBCLI DBCLI & /
DRDA -
-
-
-
with DB2
Federation
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z/VSE 6.2: Interactive Query Tool for DBCLI

VM Workshop 2019

2] Session B - [43 x 80]

File Edit View Communication

By | 0P|
I

Actions  Window Help

EZA settings (optional)
TGPName:

Connection

Server: M =e06 File

Edit

Port:
DBName :

16178
SAMPLE

User-1D:

Password: DBName

Produc

SSL settings (opticna
SSLType: SSL3
Keyring:
Keyname :
Ciphers

select

Table:

Enter the required co

PF3

Connected to remote server/host boeecvse o

Enter

ADSName :

informat iojamtia e

View Communication

t:

Version:

an

| %% et @

DBT z/VEBE Database Cennector -

Actions

Window Help

Interactive Terminal

| % 2| @l

=z/VSE Database Connector -

SAMPLE
DB2/NT
8QLE9ET?E

SQL statement:

from employee

Stored procedure call (Y/N

For PF4 (TABLES) or PF5 (C
%

- —
You can use wild|

SQL statement and|

ENTER:

] Sessicn B - [42 x 80]

File

Edit

IDBT

select % f

+
EMPNO
CHAR{G)
000010
000020
000030
000050
000060
000070
000090
000100
000110
000120
000130
000140
000150
000160
000170
000180
000190
000200
000210
000220
000230
000240
000250
000260
000270
000280
000290
000300
000310
000320
000330
000340

+

Displaying r

Use PF10/11

FF3

@' |Connected to remote server/host boeecvse using port 23

View Communication

Actions

Window Help

Interactive Terminal

| %% 2 &

employee

FIRSTNME
VARCHAR{12)
CHRISTINE
MICHAEL

THEODORE
VYINCENZO
SEAN
DELORES
HEATHER
BRUCGE
ELIZABETH
MASATOSHI
MARILYN
JAMES
DAVID
WILLIAM
JENNIFER
JAMES
SALVATORE
DANIEL
8¥YBIL
MARIA

z/VEE Database Connector

A LTMXTArTUNILRS INLA DI QOZ0OTODr=

to scroll left/right,

PF4:

PF7:

Interactive Terminal

LASTNAME

VARCHAR(15)

HAAS
THOMPSON
KWAN
GEYER
STERN
PULASKI
HENDERSON
SPENSER
LUCCHESST
O'CONNELL
QUINTANA
NICHOLLS
ADAMSON
PIANKA
YOSHIMURA
SCOUTTEN
WALKER
BROWN
JONES
LUTZ
JEFFERSON
MARINO
SMITH
JOHNSON
PEREZ
SCHNEIDER
PARKER
SMITH
SETRIGHT
MEHTA

LEE
GOUNOT

or PF7/8 to scroll backward/forward.

PFS:

PHONENO
CHAR(4)

WORKDEPT
CHAR(3)

PF1 PF1

Print to Disk - Append

13
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z/VSE 6.2: Batch Query Tool for DBCLI

// JOB RUNDBCLI
// LIBDEF *,SEARCH=(PRD2.CONFIG,PRD1.BASE,PRD2.TCPIPC)

* $$ JOB JNM=RUNDBCLI,DISP=D,CLASS=4 // EXEC IESDBCLB,PARM='SYMBOLS=YES ECHO=ON'
* $$ LST DISP=D,CLASS=Q,PRI=3 1S54I PHASE IESDBCLB IS TO BE FETCHED FROM PRD1.BASE
// JOB RUNDBCLI DBCLI BATCH QUERY TOOL
// LIBDEF
*,SEARCH=(PRD2.CONFIG,PRD1.BASE,PRD2.TCPIPC) CONNECT SERVER= my.database.sexrver.com DBNAME=SAMPLE
// EXEC IESDBCLB,PARM='SYMBOLS=YES ECHO=ON' USER=db2usexr PASSWORD=(PASSWORD SUPPRESSED) ;
INFO: CONNECTED TO SERVER 'my.database.server.com' DBNAME 'SAMPLE'.
CONNECT SERVER=my.database.sexrver.com DBNAME=SAMPLE INFO: DATABASE PRODUCT 'DB2/NT' VERSION 'SQLO9075'
USER=db2user PASSWORD=passwoxd; INFO: LAST RC=0
SELECT EMPNO, FIRSTNME, LASTNAME, SALARY, BONUS SELECT EMPNO,FIRSTNME,LASTNAME,SALARY,BONUS FROM EMPLOYEE;
FROM EMPLOYEE; INFO: STATEMENT HAS BEEN EXECUTED, IT PRODUCED THE FOLLOWING RESULT
SET:
DISCONNECT;
/* EMPNO  FIRSTNME LASTNAME SALARY BONUS
/& CHAR(6) VARCHAR(12) VARCHAR(15) DECIMAL(9,2) DECIMAL(9,2)
000010 CHRISTINE HAAS 152750.00 1000.00
000020 MICHAEL THOMPSON 94250.00 800.00

000030 SALLY KWAN 98250.00 800.00

INFO: ROWCOUNT: 42
INFO: LAST RC=0

DISCONNECT;
INFO: DISCONNECT SUCCESSFULL.
INFO: LAST RC=0

1S55I LAST RETURN CODE WAS 0000
EOJ RUN MAX.RETURN CODE=0000
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z/VSE Script Connector

Scenario 3: Cross
. t Aut ti
— z/VSE Script Connector can be used to: system Aufomation

» Access z/VSE resources from distributed non-Java applications

+ Call/Execute processes on distributed systems from z/VSE applications or Jobs
* Cross-System automation

z/VSE Distributed System (Java) z/VSE
VSE Script
Client [ —1CPTP
(Batch or CICS) \\’ VSE SCI‘ipt > CVSE < TCRIP >
Server UG VSE Connector Server
Client
TCPIP /
\iall/execute
OpenOffice |, Client script

, el Process - - -
(Non- (Windows DLL, CI’I!D (running on
Java App) .Net/C# Class) Repository distributed
system)

VSE Script
Client (Java)
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CICS Connectivity

Scenario 1: Web-

— CICS Web Support is the base of CICS connectivity Mobile-enablement

Scenario 3: Modern
Administration UI

Remote platform z/VSE
CICS 0 S =
TCP/IP + SNA
Application > Transaction e > C;CS- 3'% :>_’
Gateway Application o o 3
g
3270/BMS =
HTTP / TCP/IP /
> Application
T Jr |
2
2 JSON
0 Parser
HTTP / TCP/IP |l 2 /
i (]
= VSE REST cIcs
i Engine [ 5/ lication
g || @/vsee.2) i
RESTful < TCP/IP (HTTP) Y
Web Service XML
/ Parser
Web Service p TCP/IP (SOAP over HTTP) VSE SOAP cics
(SOAP) Engine Application
Web Host Access Telnet 3270 X
B | Transformation ene > generate
rowser Services prox¥ code| -
orrules L — ..
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SOAP / Web Services support

Scenario 1: Web-
Mobile-enablement

— Web Service-enable z/VSE CICS TS applications
* Provide existing CICS applications as Web Service to the outside world
o z/VSE as the SOAP server
» Use/call external Web Services from within z/VSE CICS applications
o z/VSE as the SOAP client
« CICS2WS Tool is used to generate proxy code or mapping rules

— z/VSE 6.2:

» z/VSE SOAP Engine now supports
Channels & Containers

z/VSE
Nl
CICS

- Transaction

Remote platform §_ Server
= XML
w Parser
Q2
(]

SOAP TCP/IP (SOAP over HTTP) i VSE SOAP | | CI_CS )
Web Service | »| 9 Engine Application

o

= %oxy code

orrules— . .
© Copyright IBM Corporation 2019
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z/VSE 6.2: RESTful Web Services support

— Use REST (Representational State Transfer) with CICS applications
* Provide existing CICS applications as RESTful Web Service to the outside world

o z/VSE as the REST server

o Provide an easy to use RESTful API to services for z/VSE services

* Use/call external RESTFul Web Services from within z/VSE CICS applications

o z/VSE as the REST client

o Use external RESTful APIs within z/VSE applications

* Payload can be:

o JSON (JavaScript Object Notation)
o XML
o Plain text, Binary, Form fields, Multipart

VM Workshop 2019

Remote platform

RESTful

Web Service |

z/VSE
CICS

. Transaction :SON
5 Server aISEl;
o
= XML
LA Parser
Q2
()

TCP/IP (HTTP) 5 VSE REST [, CICS
= Engine Application
o

18

Scenario 1: Web-
Mobile-enablement
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What is REST (Representational State Transfer)?

— Representational State Transfer (REST) is a software
architecture style consisting of guidelines and
best practices for creating web services

— REST has gained widespread acceptance across the web as a
simpler alternative to SOAP and WSDL-based web services

— RESTful systems typically communicate over the Hypertext Transfer Protocol (HTTP)
« with the same HTTP verbs (GET, POST, PUT, DELETE, and so on) used by web browsers

— The payload (message) transported by RESTful web services can be of various types (content

types)
« Commonly used is JSON as well as XML, but it can also be plain text, or even binary data

VM Workshop 2019 19 © Copyright IBM Corporation 2019



What is REST (Representational State Transfer)?

— A RESTful web service typically operates on a certain
'object’ on a server

« The object is typically addressed through the URI
(part of the URL)

o http://host:port/resource-uri

— Actions on such resources are typically denoted by the HTTP request types:
 GET would typically read the resource
 PUT would typically update/replace the resource
 POST would typically create the resource
« DELETE would typically delete the resource

— Additional parameters can be supplied via the URL query string
» http://host:port/resource-uri?query-string

VM Workshop 2019 20 © Copyright IBM Corporation 2019



What is REST (Representational State Transfer)?

— RESTful web services are typically stateless

« Each request from any client contains all the information
necessary to service the request
» The session state is therefore held in the client

— RESTful web services may use HTTP specific features
 HTTP headers — to transport additional attributes
» Cookies — to manage state information between requests

- As denoted by the term 'typically' in above descriptions, there is no hard requirement for any
of the described properties

VM Workshop 2019 21 © Copyright IBM Corporation 2019



HTTP basics

Request:

GET /doc/test.html HTTP/1l.1 — > Request Line

Host: www.test101.com

Accept: image/gif, image/jpeg, */*
Accept-Language: en-us
Accept-Encoding: gzip, deflate
User-Agent: Mozilla/4.89
Content-Length: 35

Request Headers

bookId=12345&author=Tan+Ah+Teck

Response:

HTTP/1.1 208 0K
Date: Sun, 88 Feb xxxx ©1:11:12 GMT
Server: Apache/1.3.29 (Win32)
Last-Modified: Sat, @7 Feb xxxx
ETag: "©-23-4824c3a5"
Accept-Ranges: bytes
Content-Length: 35

Connection: close

Content-Type: text/html

Request
Message
Header

A blank line separates header & body
} Request Message Body

— = Status Line A

3
Response
Message
> Response Headers 7 Header

J J

<h1>My Home page</hl>

A blank line separates header & body
} Response Message Body

Taken from: https://www.ntu.edu.sg/home/ehchua/programming/webprogramming/HTTP Basics.html

VM Workshop 2019
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VM Workshop 2019

Example: A RESTful web service

Request a list of books:

Request:
GET /api/vl/books

Response:
1
meta: § %,
data: [3
id: 24,

title: 'Behavior-Driven Development’,
author: 'Viktor Farcic’

[
id: 25,
title: 'Continuous Integration’,
author: 'Viktor Farcic’

]

}

Request a single book:

Request:
GET /api/vl/books/id/24

Response:
1
meta: § %,
data: %
id: 24,

title: 'Behavior-Driven Development’,
author: 'Viktor Farcic’
}
}

Create a book:

Request:
POST /api/vl/books/id/24
]

id: 24,
title: 'Behavior-Driven Development’,
author: 'Viktor Farcic'’

¥

Response:
Status: 201 Created
1
meta: §{ %,
data: %
uri: /api/vl/books/id/24

Delete a book:

Request:
DELETE /api/v1/books
{
id: 24,
?
Response:
Status: 202 Accepted
{
meta: { %,
data: § %
t

Example taken from: https://technologyconversations.com/2014/08/12/rest-api-with-json/
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z/VSE 6.2: z/VSE as a REST Server

CICSTS
XML Parser JSON Parser
HTTP §.
» o REST Server R
vl ge ™ (IESRESTS) —*  (the REST
a | service)
3 REST Parameter
Block (COMMAREA)

Description of the REST Parameter Block:
https://www.ibm.com/support/knowledgecenter/SSB27H 6.2.0/fa2ws how rest control blocks are used.html

VM Workshop 2019 24 © Copyright IBM Corporation 2019



z/VSE 6.2: z/VSE as a REST Server

— The z/VSE REST-Engine...

« Receives the request (via CICS Web Support)

o User program to call from the URL:

Extracts information from the request:

http://host:port/cics/CWBA/IESRESTS/user-program/resource-uri[?query-string]
o URL parameters from the query string (if any)

o HTTP headers

o Cookies (if any)

o Request data (if any)
Calls the user program

Constructs the response:

o HTTP status code

o HTTP headers

o Set-Cookies requests (if any)
o Response data (if any)

Sends the response back to the client

VM Workshop 2019

CICS TS
XML Parser JSON Parser
=
HTTP 8
w2 | REST Server Usg;:;%gsr;‘m
Tl gw "I (IESRESTS) :
2 3 service)
; REST Parameter
Block (COMMAREA)

25
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z/VSE 6.2: z/VSE as a REST Client

CICSTS
XML Parser JSON Parser
§9
User Program . o

(the RESTcliont | . »| REST Client » OF | |10

5 (IESRESTC) o &

program) =

T Z

REST Parameter
Block (COMMAREA)

Description of the REST Parameter Block:
https://www.ibm.com/support/knowledgecenter/SSB27H 6.2.0/fa2ws how rest control blocks are used.html
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z/VSE 6.2: z/VSE as a REST Client

— The z/VSE REST-Engine...

Gets called from the user program

Constructs the request

o Splits the URL into host and port and resource-uri
http://host:port/resource-uri[?query-string]

o Adds URL parameters to the query string (if any)
o HTTP headers

o Cookies (if any)

o Request data (if any)

Sends the request to the server

CICS TS

HTTP Client

(IESHBIRE]

* Receives the response from the server

- Extracts information from the response: HMEFarecr RaONEatect
o HTTP status code "4 l
o HTTP headers
o Set-Cookies requests (if any) User Program e
o Response data (if any) (thepffgsr;rf‘l)'e"t (IESRESTC)

* Returns back to the user program

Block ComaREA
VM Workshop 2019 27
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The REST parameter block

— Contains information about the request
« Request type (GET, PUT, POST, ..

 URL
* Content-Type

« Data-type (XML, JSON, plain text, binary)
* URL parameters from query string (http://.....?2a=b&c=d)

 Form fields
e HTTP headers
e Cookies

« Authentication information

* Response status code

— Copybooks in PRD1.BASE:

IESRESTH.H
« IESRESTL.C
« IESJSONP.P
« IESRESTA.A

VM Workshop 2019

LE/C
COBOL
PL/1
HLASM

)

28

* COMMAREA layout used by the REST Engine to call the user program
* (VSE as REST server) or to get called by the user program
* (VSE as REST client):

*

01 REST-COMMAREA.

02

02 REST-EBCDIC-CODEPAGE

02
02
02

* Request specific fields:

02
02
02
02
02
02
02
02
02
02
02
02
02
02

* Response specific fields:
REST-RESP-HTTP-STATUS-CODE
REST-RESP-HTTP-STATUS-TEXT
REST-RESP-CONTENT-TYPE
REST-RESP-DATA-TYPE

02
02
02
02
02
02
02
02
02
02

REST-VERSION

REST-FLAGS
REST-RETCODE
REST-PRIVATE

REST-REQ-ACTION
REST-REQ-URL

REST-REQ-CONTENT-TYPE

REST-REQ-DATA-TYPE
REST-REQ-DATA-PTR

REST-REQ-DATA-LENGTH
REST-REQ-URL - PARAMS - TSQ
REST-REQ-FORM-FIELDS-TSQ
REST-REQ-HTTP-HEADERS-TSQ
REST-REQ-COOKIES-TSQ

REST-REQ-AUTH-TYPE
REST-REQ-AUTH-USER

REST-REQ-AUTH-PASSWORD

REST-REQ-ACCEPT

REST-RESP-DATA-PTR

REST-RESP-DATA-LENGTH
REST-RESP-FORM-FIELDS-TSQ
REST-RESP-HTTP-HEADERS-TSQ
REST-RESP-COOKIES-TSQ

REST-RESP-LOCATION

PIC 9(9) BINARY.
PIC X(16).

PIC 9(9) BINARY.
PIC 9(9) BINARY.
USAGE IS POINTER.

PIC 9(9) BINARY.
PIC X(2048).

PIC X(128).

PIC 9(9) BINARY.
USAGE IS POINTER.
PIC 9(9) BINARY.
PIC X(8).

PIC X(8).

PIC X(8).

PIC X(8).

PIC 9(9) BINARY.
PIC X(64).

PIC X(64).

PIC X(128).

PIC 9(9) BINARY.
PIC X(128).

PIC X(128).

PIC 9(9) BINARY.
USAGE IS POINTER.
PIC 9(9) BINARY.
PIC X(8).

PIC X(8).

PIC X(8).

PIC X(2048).
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Handling XML and JSON data

The z/VSE REST Engine automatically translates request and response data sooioortion
~ ~7
— XML: Content-Type: text/xml or application/xml )

« XML data is parsed by the XML parser
* An XML tree in memory is passed to the user program

— JSON: Content-Type: text/json or application/json
« JSON data is parsed by the JSON parser
* A JSON tree in memory is passed to the user program

— URL encoded: Content-Type: application/x-www-form-urlencoded
* Form field data is parsed and passed via TS queue entries

— Plain text: Content-Type: text/* (other than xml or json)
» ASCII-EBCDIC converted

— Binary data: anything else

— Multipart data:
« Each part is converted individually based on its content type
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JSON data e

|
rent] [ next |

[ valueType=OBJECT |
|

jsonNodeValue |
<
name=menu | | valueType=OBJECT |
i Cnext 1 jsonNodeValue ]
J
[ name=id | [ valueType=STRING |
. M parent] [ next ]| stringValue=file |
Example: ~—
name=popup | | valueType=OBJECT |
{"menu™: { Dparent] [next 1| jsonNodeValue ]
"id": "file", A/
"popup": { [ name=menuitem | | valueType=ARRAY |
"menuitem": [ [Rarent| [ next || jsonNodeVaiue |
{"value": "Open", "onclick": "OpenDoc()"}, | e I ;ilueType=OBJECT ]
{"value": "Close", "onclick": "CloseDoc()"} parent] [ next | jsonNodeValue |
] \ A/
} name=value \ ] | valueType=STRING |
1 N parent] | nextl\ll stringValue=Open |
[_name=onClick \I [ valueType=STRING |
N_parent next N stringValue=OpenDoc()
The JSON control blocks are defined in N
copybooks in PRD1.BASE: [ name= ]| valueType=OBJECT |
« TIESISONH.H LE/C \parent] [ next ]| jsonNodeValue |
« TESJSONC.C COBOL 4/
« IESISONP.P PL/1 [ _name=value || valueType=STRING |
) M parent] [ next_| stringValue=Close
« IESJSONA.A HLASM \
name=onClick | | — valueType=STRING |
N parent] [ next || stringValue=CloseDoc() |
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XML data

Example:

VM Workshop 2019

<?xmlversion="1.0" encoding="UTF-8"?>
<VSAMmap type="temporary" status="test">
<!-- VSAM map layout -->
<mapname>mapnamel2</mapname>
<field>
<name>str</name>
<type>STRING</type>
</field>
<field>
<name>sign</name>
<type>SIGNED</type>
</field>
</VSAMmap>

The XML control blocks are defined in
copybooks in PRD1.BASE:

+ IESXMLAH.H LE/C
+ IESXMLCB.C COBOL
» IESXMLPL.P PL/1

« IESXMLAS.A HLASM

type=PI | [ data=?xml version="1.0" ?

parent sibling | [ child
o

type=START || — data=VSAMmap |

aren child [afts ]
~—

[ name=type ]

value=temporary

nextatt

>

name=status ]' [

value=test

nextatt

[ type=COMMENT] | data=VSAM map layout
N_parent sibling child

N,

_| type=START || i data=mapname

arent S|bllng child

[ type:DATA\\ | 'data:magname12

H_parent Slbllﬂgl child

[ type=START || data=field
sibling child
‘[ type=START || data=name

[ type=DATA| | data=str

H parent Slbllﬁ‘ g child

N,

[ type=START || data=type

‘1 Rarent sibling | [_child

>

[ type=DATA || data=STRING

r_parent] [sibling ][ child ]

31

© Copyright IBM Corporation 2019



LDAP Sign-on Support |

security solutions

z/VSE Identity Management
- _ Manages Identities
> Authenticate sJser-IDs
CICS Applications | 2 > =Passwords
and Batch Jobs | @ LDAP =Groups
: Di =Access rights
S Irectory | apolicies
/ \ User

Authenticate Authenticate Add, Change,
Delete, ...

User Administrator

User User

© Copyright IBM Corporation 2019
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z/VSE SNMP Monitoring Agent support Scenario 3: Modern

operation &
automation

— 2z/VSE Monitoring Agent enables customers to monitor z/VSE systems using
standard monitoring interfaces (SNMP V1)

* Available since z/VSE V4.3

« Italsoincludes an open interface, which enables customers or vendors to use own programs (plugins)
to collect additional data

— Data collected by the IBM provided plugins contains
« Information about the environment (e.g. Processor, LPAR and z/VM information)
« Number of partitions (static, dynamic, total, maximum)
 Partition priorities
« Number of CPUs (active, stopped, quiced)
« Paging (page ins, page outs) z/VSE
« Performance counters overall and per CPU

SNMP 7+| System Plugin
- CPU address and status SNMP L P
. . L . \ Agent
« CPU time, NP time, spin time, allbound time g —p{ vendor Piugin |
« Number of SVCs and dispatcher cycles = ]
SNMP
. : . o Trap
— Plugin interface allows Vendors to provide additional monitoring data Client
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Rational Developer for IBM Z (RDz)

with z/VSE Development & Debug Plug-in for RDz — from QGroup

VM Workshop 2019

Workstation

IBM Rational Developer

forIBM Z

SQL/CICS
Parser

HLASM Parser

TCP/IP

Scenario 3: Modern
application
development

VSE

Server

A 4

JCL Parser
z/VSE z/VSE
PL1 Parser Development| Connector
Plugin Client
COBOL Parser (Q'GI‘OUD)
LPEX Editor
Local @
COBOL/PL1
Compiler
VSE
Ez)/ebsug Remote
: Debug
Plugin API
(Q-Group)

Eclipse

TCP/IP

_3270 Frontend

Connector

—> LIBR

Console

HLASM

PL1 Compiler

COBOL Compiler

Remote
Debug
Interface

L

VSE
Debug
Tool

Debugged
Program

(Batch or CICS)
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Eile Edit Source Refactor Mavigate Search Project Run  Window Help
Tek: B AE DA AR e
Quick Access ‘ ] | 5 Debug 3? Java ©¥ Java EE [ Database Development [z CVS Repository Exploring
gl z/05 Projects 53 = B ||ced STARTAPP.chl [@ PRINTAPP.chl i ] = 8 || vs.. 2 \ 1§ Re.. = =
S B e
4 = RDZDEMO = Identification Division. - 4 B VSE SYSTEM -
=] vseproperties Programzii (RRINTARR: » W zPDT F
p G BuiIdOutput = e e e a4 lVSEQEMQ
i [0 BuildOutputRemote e Working-Storage Section. 4 Librarian
p 03 jel @1 Work-Parms. i 3 PRD1
5] PRINTAPP.chl 85 In-Len PIC 59(4) BINARY. » C3J PRD2 =
& RDZDEMO.link 85 Char-count Pic 99 Value ZEROS. 4 (= PRIMARY
. ' 85 Out-Name PIC X{108).
@ runjol 2 $3C
] run;jcl.out = Linkage Section. Editor with E (0 sUF
&) rundebug.jc! @1 Recvd-Parms. Svntax Highlighti 3 £ CNSL
fal) STARTAPP.cbl 85 In-name Pic x(3@). yntax Highlighting {7 DBDCCICS —
Project View O3 FORSEC |
allows grouping = Procedure Divisien using Recvd-Parms. 4 = FRAN
i = , A FFSTMA
of program files Move spaces to Out-Name. Access to VSE’s ﬂ i
o= 0.. 2|3 Pr. = = Move @ to Char-count e ﬂ PRINTA I
a | = 5o Inspect Function Rewverse(In-Name)
= 5 STARTA
zl 0L % | & Tallying Char-count For Leading Spaces B 9 PRINTA \
8z Compute In-Len = 3@ - Char-count j
— 7] STARTA
4 PROGMM'F’BINTP.‘P_F. Move ‘Thanks to * to Out-Name (1:18). ﬂ PRINTA
@ Identification Division. Move In-name{l:In-Len) to Out-Name{ll:In-Len) ﬂ STARTA
4 O Data Division. Mnwe ' Far zurcradino! ' ta Mot -Mame (11 4+ Th-leni=1R% i 29 BRFOER I
a B8 Working-5Storage Sect A : 4 1L} ¥ |
[ 01 Work-Parms. - F—
= (x:= Eignkage Section &| Remote Error List E.-_k Problems 23 | &% Tasks ! VSE Console & Progress EP History v =95 M
» T2 01 Recvd-Parms, 0 errors, 182 warnings, 0 others (Filter matched 100 of 182 iterns) 'l
&® Procedure Division Description : Resource Path Location Type |
Outline View > & Warnings (100 of 182 items)
||
shows structure
of program i
< T | 3 i
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Eile Edit Source Refactor Mavigate Search Project Run  Window Help
i = HEE - = g 1A~ P iS~F | A
Quick Access =] | %5 Debug 3? Java ©® JavaEE [[3 Database Development [ CVS Repository Exploring
gl z/05 Projects 53 = B || el *PRINTAPP.chl 5:;\ = B || V5. szzhﬁne... = =
= ST el oSl el Fa el T
4 = RDZDEMO = Identification Division. - B 4 B VSE SYSTEM
=] vseproperties Programziil (RRINTARR: » W zPDT
p G BuiIdOutput = e e e a4 lVSEQEMQ
i [0 BuildOutputRemote e Working-Storage Section. [ Librarian
p 03 je @1 Work-Parms. > | Power
teil PRINTAPP.chl 85 In-Len PIC 59(4) BINARY. i 51 VSAM
& RDZDEMO.link 85 Char-count Pic 99 Value ZEROS. N ICCF
. ' 85 Out-Name PIC X{108). |
@ runjjcl £ ! Console
] run;jcl.out = Linkage Section. » EF Local
&) rundebug.jc! @1 Recvd-Parms. I
gell STARTAPP.chl 85 In-name Pic x(38).
= Procedure Division using Recvd-Parms. I
Move spaces to Out-Name. . R
o Remote Compile shows error
o= 0. 5 | B Pr. = Move @ to Char-count3 in source editor
a | = 5o Inspect Function Rewverse(In-Name)
= [H
zl 0L % | & Tallying Char-count For Leading Spaces
8z Compute In-Len = 3@ - Char-count
4 PROGRAM: PRINTAPP ( - =
(id) Identification Divisicn.
» [ Data Division. &r| Remote Error List 23 E',_l, Problems & Tasks ! VSE Console =5 Progress g History = 0
& Procedure Division - T =
X kL% E
Filter matched 2 of 2 messages
D Message Sev.. Line Location
I IGYOS4027  THE SYSTEM OPTIOM "SYM" IS INTERPRETED AS "MAP" AND MAY OVERRIDE THE COMPL.. 0 -1 PRINTAPP
@ IGYPSA21 "CHAR-COUMTS" WAS NOT DEFINED AS A DATA-MAME, THE STATEMENT WAS DISCAR.., 2 18 PRINTAPP
Compiler Messages after Remote Compile
1| T k

"CHAR-COUNT3" WAS NOT DEFINED AS A DATA-MNAME. THE STATEMENT WAS DISCARDED.
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. VSE - IBM Rational Devel

e - : -

Eile Edit Source Refactor MNavigate Search Project Run  Window Help

g %'\J' - - - v| -
Quick Access ‘ izt | N vsE s Debug S‘aJJava ¢® Java EE [y Database Development [z CVS Repository Exploring
gl 2/08 Projects 57 | = tey PRINTAPP.chl 57 | = O || 3% V5. 52 | 45 Re.. = =
= R e
4 [= RDZDEMO Identification Division. - 4 B VSE SYSTEM
a wseproperties Program-ID. PRINTAPP. % I ZPDT
» [ BuildOutput Data Division. a | VsEDEMO
> [0 BuildOutputRemote Working-Storage Section. s Librarian
> O3 jel @1 Work-Parms. [l Power
tei] PRINTAPP.chl @5 In-Len PIC 59(4) BINARY. . 51 VvsAM
RDZDEMO. link @85 Char-count Pic 99 Value ZEROS. : ICCF
i~ ' 85 Out-Name PIC X(1@@). |
@ runjjcl £ ! Console
_@ run.jcl.out Linkage Section. - Ef Local I
&) rundebug.jc! @1 Recvd-Parms.
gell STARTAPP.chl @5 In-name Pic x(38).
Procedure Division using Recvd-Parms.
Move spaces to Out-Name.
o= 0.. 2 =P = Move @ to Char-count
Inspect Function Rewverse(In-Name)
Tallying Char-count For Leading Spaces
An outline is not available, Compute In-Len = 3@ - Char-count
)
& Remote Error List il Problems ¥ Tasks [! WSE Console &% |3 Progress B History = 08
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il z/0S Projects &2 =

4 1= RDZDEMO
] vseproperties
0 BuildOutput
[ BuildQutputRemote
= jel
cell PRINTAPP.chl

g5 RDZDEMO.link
@ runjjcl

=] runjclout

=] rundebug,jcl
cel] STARTAPP.chl

o= 0.. 2 =P =

An outline is not available.

i, N ¥
| | %.

Eile Edit MNavigate Search Project Run  Window Help

T S

Quick Access

‘ D| N vsE s Debug fﬂ.’]ava ¢® Java EE [y Database Development [z CVS Repository Exploring

Cal B VSEDEMO.hce 53 = B |[#Vvs. 52| §Re. = =
Current host connection profile is: /. TmpVseRemote/HostEmuPro/VSEDEMO.hce
E ONLINE 4 8 VSESYSTEM
ght IEM Corp. 3 and other dates . ZPDT
a [} VSEDEMO
EEEEEEE Librarian
EEEEEEE [l Power
EE A
EEEEEE @ vsam
333333 ICCF
EE
EEEEEEE ! Conscle
EEEEEEE Ef Local
PF1=HELP APFLICATIONS
ORD
HER
Host Properties | Host Connection
&l Remote Error List &2 | 2 Problems &1 Tasks B vSE Console Ef Histor = B
R EZ % A
Filter matched 0 of 0 messages
D Message Sev.. Line Location Host Name  w Date
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File Edit MNavigate Search Project Run Window Help

= T &iw e L2 SRR R0 - ™ PN ey A
| i | M Quick Access ‘ ] | H VSE |35 Debug 3? Java ©¥ Java EE [ Database Development [z CVS Repository Exploring
%5 Debug 53 ‘ 4L Servers = O [|6d=Variables i3 ‘ ©g Breakpoints =i | |
@ B O : | e %l & v 7 || Name Value =
a vse VSE Debug to VSEDEMO [Launch VSE Debugger] 4 @ PROGRAM-PASS-FIELDS 01 STARTAPP:>PROGRAM-PASS-FIELDS
a4 T® VSEVM @ TEMP-MNAME ; ' 3
4 of# Thread[1] 4 4% PROGRAM-OTHER-FIELDS 01 STARTAPP: = PROGRAM-OTHER-FIELDS
= STARTAPP (line: 26) & INPUT-MNAME ! '
% CHAR-COUNT 00 Display Variables
Remote Debugger allows debugging of COBOL programs & @ PROGRAM-FLAGS e Bt Ty e — =
4 ¥ ||
i3] vse2917040307456719476.cbl 53 = B || g Outline 3 l = =
Line 30 Colum 1 Tnsert %| 0L %[ ~
x 4[] PROGRAM: Starthpp |
(id Identification Division. |
- - ey e . B B - S e Aol NS 4 [J Data Division. |
BaBe22 Initialize Pr‘ogram—pass—fi?lds - 4 B Working-Storage Section.
BeBe23 Program-other-fields %s 01P : field
888824 Program-flags. 2 Y nn e
008025 Step through in program source @ 05 Temp-name
B 900826 Perform until Loop-done a T8 01 Program-other-fields.
BeBa27 D:E.splay t . b @ 05Input-name
BRaa28 Display 'Enter a name or Q to quit: ‘E = @ 05 Char-count
2 Baaa29 Move Spaces to Input-name 'ES 01 p A
2 Br@@}@j’@int Accept Input-name = St s
BB8831 IF Input-name = Spaces » T3 05 Loop-flag
Baea32 Move 'Q' to Input-name &® Procedure Division.
Beaas3 End-IF
BEEE34 o
& Console 2] Tasks = Problems 2 \ﬁ Executables = .

0 errors, 182 warnings, 0 others (Filter matched 100 of 182 items)

Description Resource Path Location Type

& Warnings (100 of 182 itemns)

Systern z LPEX Editor Insert 30:1 | :
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z/VSE Script
S/erver P z/VSE 5
Connector S
z/VSE Navigator| Client e
erecd] :«za " | Connect
aptoo S
s erver(” e [FowER ]
z/VSE Health
A : -
— VSAM\D
DB2 Redir¢
Serve!
Summary
L1 |avse
TCP/I The z/VSE Connectors
Config . oM. 9Meng
provide lots of possibilities
Keym to connect z/VSE Vs ale, 2
0 e Y,
' o with the rest of the world. Ty
‘ | Serve
— IDBC DBCL|
)
/ TCPTIP FSNA CICS = &)
» -
hction Web Support Sz o
=9
m = TCP/IP (HTTP/SOAP) Web Service °
Web Service < > (SOAP or REST) =
- (SOAP or REST)
Rational Developer TCP/IP (DRDA)
forIBM Z DB2 Connect | < > | DB2 Server |—> DB2
| WebSphere < TCP/IP » | MQ Server MQ Client
: Mo or Client Trigger Monitor
- - C
o Plug|n| Rem. Dbg API | < TCP/IP » | Remote Dbg. Debug Tool
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Questions?

HANK YO
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Notices and disclaimers

— © 2019 International Business Machines Corporation. No part of

this document may be reproduced or transmitted in any form
without written permission from IBM.

U.S. Government Users Restricted Rights — use, duplication or
disclosure restricted by GSA ADP Schedule Contract with IBM.

Information in these presentations (including information
relating to products that have not yet been announced by IBM)
has been reviewed for accuracy as of the date of

initial publication and could include unintentional technical or
typographical errors. IBM shall have no responsibility to update
this information. This document is distributed “as is” without
any warranty, either express or implied. In no event, shall IBM
be liable for any damage arising from the use of this
information, including but not limited to, loss of data, business
interruption, loss of profit or loss of opportunity.

IBM products and services are warranted per the terms and
conditions of the agreements under which they are provided.

IBM products are manufactured from new parts or new and used
parts.

In some cases, a product may not be new and may have been
previously installed. Regardless, our warranty terms apply.”

Any statements regarding IBM's future direction, intent or
product plans are subject to change or withdrawal without
notice.
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Performance data contained herein was generally obtained in a
controlled, isolated environments. Customer examples are
presented as illustrations of how those

customers have used IBM products and the results they may have
achieved. Actual performance, cost, savings or other results in
other operating environments may vary.

References in this document to IBM products, programs, or
services does not imply that IBM intends to make such products,
programs or services available in all countries in which

IBM operates or does business.

Workshops, sessions and associated materials may have been
prepared by independent session speakers, and do not necessarily
reflect the views of IBM. All materials and discussions are provided
for informational purposes only, and are neither intended to, nor
shall constitute legal or other guidance or advice to any individual
participant or their specific situation.

It is the customer’s responsibility to insure its own compliance
with legal requirements and to obtain advice of competent legal
counsel as to the identification and interpretation of any

relevant laws and regulatory requirements that may affect the
customer’s business and any actions the customer may need to
take to comply with such laws. IBM does not provide legal advice
or represent or warrant that its services or products will ensure that
the customer follows any law.
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Notices and disclaimers continued

— Information concerning non-IBM products was obtained from the suppliers — IBM, the IBM logo, ibm.com and [names of other referenced
of those products, their published announcements or other publicly IBM products and services used in the presentation] are
available sources. IBM has not tested those products about this publication trademarks of International Business Machines Corporation,
and cannot confirm the accuracy of performance, compatibility or any other registered in many jurisdictions worldwide. Other product and
claims related to non-IBM products. Questions on the capabilities of non- service names might be trademarks of IBM or other
IBM products should be addressed to the suppliers of those products. companies. A current list of IBM trademarks is available on
IBM does not warrant the quality of any third-party products, or the ability of the Web at "Copyright and trademark information" at:
any such third-party products to interoperate with IBM’s products. IBM www.ibm.com/legal/copytrade.shtml

expressly disclaims all warranties, expressed or implied, including but
not limited to, the implied warranties of merchantability and fitness for a
purpose.

— The provision of the information contained herein is not intended to, and
does not, grant any right or license under any IBM patents, copyrights,
trademarks or other intellectual property right.
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