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Notices and Disclaimers
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any form without written permission from IBM.

U.S. Government Users Restricted Rights - Use, duplication or disclosure restricted by GSA ADP Schedule Contract with IBM.

Information in these presentations (including information relating to products that have not yet been announced by IBM) has been
reviewed for accuracy as of the date of initial publication and could include unintentional technical or typographical errors. IBM shall have
no responsibility to update this information. THIS DOCUMENT IS DISTRIBUTED "AS IS" WITHOUT ANY WARRANTY, EITHER EXPRESS OR
IMPLIED. IN NO EVENT SHALL IBM BE LIABLE FOR ANY DAMAGE ARISING FROM THE USE OF THIS INFORMATION, INCLUDING BUT NOT
LIMITED TO, LOSS OF DATA, BUSINESS INTERRUPTION, LOSS OF PROFIT OR LOSS OF OPPORTUNITY. IBM products and services are
warranted according to the terms and conditions of the agreements under which they are provided.

Any statements regarding IBM's future direction, intent or product plans are subject to change or withdrawal without notice.

Performance data contained herein was generally obtained in a controlled, isolated environments. Customer examples are presented as
illustrations of how those customers have used IBM products and the results they may have achieved. Actual performance, cost, savings or
other results in other operating environments may vary.

References in this document to IBM products, programs, or services does not imply that IBM intends to make such products, programs or
services available in all countries in which IBM operates or does business.

Workshops, sessions and associated materials may have been prepared by independent session speakers, and do not necessarily reflect the
views of IBM. All materials and discussions are provided for informational purposes only, and are neither intended to, nor shall constitute
legal or other guidance or advice to any individual participant or their specific situation.

It is the customer’s responsibility to insure its own compliance with legal requirements and to obtain advice of competent legal counsel as
to the identification and interpretation of any relevant laws and regulatory requirements that may affect the customer’s business and any
actions the customer may need to take to comply with such laws. IBM does not provide legal advice or represent or warrant that its
services or products will ensure that the customer is in compliance with any law.
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> Introduction to recommended practices and examples
» Qverview of product being used
- IBM Operations Manager for z/VM
» Considerations for z/VM Single System Image
» Recommended practices in detall
- Live demonstrations
> Summary

- Reference information

 Additional demos
- Configuration options and sample code for all demos
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IBM z/VM Management Solutions

> Security
« RACF and zSecure Manager for z/VM
> Performance monitoring
- OMEGAMON XE on z/VM and Linux
- Performance Toolkit for z/VM
> Backup and recovery
- Backup and Restore Manager for z/VM
- Tape Manager for z/VM
- Spectrum Protect (aka Tivoli Storage Manager)
» Automation and operational monitoring

- Operations Manager for z/VM
Including integration with existing monitoring and alert systems
> Interactive provisioning and system resource management

« |IBM Wave for z/\VM

Operational Monitoring and Automation of z/\VM and Linux on z Systems © 2013, 2017 IBM Corporation
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IBM Wave for z/VM and Operations Manager for z/VM

> IBM Wave for z/VM provides an interactive GUI interface for:
«  Provisioning of Linux guests
- Basic performance information
« Monitoring of virtual server resources
- z/VM and Linux administrator tasks
» Operations Manager for z/VM provides operational monitoring & automation
« Inthe background
< Monitoring of console messages for z/VM service machines and Linux guests
- Monitoring “state” information for z/\VM service machines and Linux guests
«  Monitoring spool and page space on the z/VM system

- Automated responses to these monitors when they are triggered

Email

SNMP alerts

Integration with IBM Tivoli Netcool/OMNIbus enterprise alert system

Actions that address the problem immediately in addition to or instead of alert notification
« Interactive when needed

- View and interact with live service machine and Linux guest consoles
- View and manage spool files
» Complementary solutions
- Use Operations Manager to monitor Wave service machines
- Use Operations Manager to automatically initiate tasks in Wave via the Wave CLI

Operational Monitoring and Automation of z/\VM and Linux on z Systems © 2013, 2017 IBM Corporation
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IBM Wave for z/VM and OMEGAMON XE on z/VM and Linux

AN

» IBM Wave for z/VM provides point in time monitoring of virtual server resources
from a single graphical interface

2/VM System Hame (P Utliration

Virtual fo Real Ratio Page Space Uiization Spoa Space Utlization

z/VM CPU Utilization | Virtual to Real Ratio zA/M Page Space Utilization zA'M Spool Space Utilization

zA/M Page Space Utilization

CSLSSI2

> OMEGAMON XE on z/VM and Linux provides
- Deeper level monitoring of z/VM
- Deeper level monitoring of individual Linux guest environments

- Ability to set service level thresholds and generate events when exceeded
- Historical view of monitoring data

» Both OMEGAMON XE on z/VM and Linux and IBM Wave can coexist in customer
environments
> Both gather the data from the Performance Toolkit for z/VM
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Operational Monitoring and Automation

\ Reactive \ Proactive B\ Predictive
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Recommended Practices — Operational Monitoring and A utomation

Monitor consoles of Linux guests and CMS service ma  chines
» Operations staff monitoring multiple consoles or a central console of alerts

» System programmers debugging a problem on a guest or service machine — view and
Issue commands on the console

Generate alerts and/or automatically recover from

» Abend, termination, or error messages

» Service machine disks approaching full

> Critical user IDs or guests being logged off or entering error state
» Spool and/or page space approaching full

Schedule automated system maintenance procedures
» Spool cleanup based on policies
> Minidisk cleanup (from logs), including archiving Keep monitoring
close to the
» Orderly startup and shutdown operating system
» Relocation of critical guests to another SSI member
» Backups of z/VM system and or Linux guests

Operational Monitoring and Automation of z/\VM and Linux on z Systems © 2013, 2017 IBM Corporation
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Automation Demos Available

View consoles of Linux guests, Linux syslog data, and CMS user IDs or service machines

nNoE

Send an e-mail based on a console message

w

Send an alert to Netcool/OMNIbus based on a console message, hold and unhold messages
a. Using POSTZMSG interface to Netcool/OMNIbus
b. Using SNMP interface to Netcool/OMNIbus
Send a message or email if spool approaches full
a. Send a message if spool usage is too high on any member of an SSI Cluster — see how spool files appear in SSI
b.  Send an email if spool usage is too high on a singl e system
View and clean up spool files
Automated spool cleanup
Archiving DIRMAINT’s log files when disk gets full
Process a file of test messages as a console

&

© ® N o o

Process Linux syslog data as a console
10.  Create a central operations console on one z/VM system
11.  Create a central operations console across multiple z/\VM systems
a.  When the systems are in an SSI cluster
b.  When the systems are not in an SSI cluster
12. Monitor service machines for logoff — and autolog them
13.  Send an email if page space approaches full
14.  Monitor SSI connectivity between 2 cluster members
15.  Suppress passwords on Linux consoles
16.  Autolog a Linux guest and send message if doesn't start successfully
17. Monitor Linux file system and send email when approaching full
18.  Send alerts to other tools via syslog
19.  Non-SSI high availability environment: monitor LPAR CPU utilization — if too high, stop a guest and restart on another LPAR

Operational Monitoring and Automation of z/\VM and Linux on z Systems © 2013, 2017 IBM Corporation
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Operations Manager for z/VM

Increase productivity Improve system availability

» Authorized users to view and interact with monitored » Monitor virtual machines and processes
virtual machines without logging onto them

» Multiple users view/interact with a virtual machine
simultaneously

ﬁ)@ I

N\

L
e~

Schedule tasks
P

» Take automated actions based on console messages
» Reduce problems due to operator error

Monitor
page and
spool usage

Respond to system events
(user or system state changes)

Console monitoring

Guest or service
machine being
monitored

Operations Manager Take action

for z/VM Guest or service

il machine being
. | monitored
. * View & interact Console monitorin
== ™ with consoles :

. * View spool files .
Automation I>nt|:et?h‘rifllga?kr(]a action requests from performance monitoring
> rFTi]ci)rl]Jim\ael ggg\:g[[?:ng%rggﬁmore effectively with products (e.g. OMEGAMON XE on z/VM and Linux)
> Sl el e s @ (6 el e 6 [l Er ke » Send alerts to email, central event management systems

(e.g. Netcool/lOMNIbus), etc.
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Features and Functions

» Monitor service machine consoles

> Monitor page space and spool usage
> Monitor system events

> Schedule events/actions

» Take actions automatically based on monitoring results
- Includes taking actions on other z/VM systems with Operations Manager
> View and interact with monitored consoles from authorized user IDs

» Find and view spool files
» Dynamic configuration
» Separation of access control

Operational Monitoring and Automation of z/\VM and Linux on z Systems © 2013, 2017 IBM Corporation
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Dynamic Configuration

» Initial configuration file loaded at startup
- May imbed other configuration files
- Filename can be a substitution variable for the system name
» Most configuration options  can be updated while Operations Manager is running

- Add, delete, or change:
Rules, actions, monitors, schedules, holidays, groups, user authorization

- Suspend or resume rules, monitors, schedules
> Multiple methods
- CMS command interface
- (Re)load a new or updated configuration file
- Commands in action routines
» Sample configuration files provided
- Includes some of the demos in this presentation
- Operations Manager configuration statements
- Sample REXX code

Operational Monitoring and Automation of z/\VM and Linux on z Systems © 2013, 2017 IBM Corporation
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Linux Guests and CMS Service Machines

Generate Alerts and/or Automatically Recover From

Abend Messages
Termination Messages
Error Messages
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Monitor Guest and Service Machine Consoles
syslog data

slog Message 1
slog Message 2
slog Message 3

OPER Message 1 O P E RATO R

OPER Message 2
OPER Message 3

Operations .
Manager - e

[ 7 * \ C Ualc

TEST Message 1
TEST Message 2 TCP Message 1
TCP Message 2

)3 o]0
OPER Message 1
LNX Message 1 OPER Message
slog Message 1 LNX Message 2 essage
slog Message 2 TCP Message 1 SeElyfe
0
0

LNX Message 1 OPER Message 1 slog Message 3 slog Message 1 P Message
OPER Message 2 OPM Message 1 0g Miessage
TEST Message 1 OP essage

Filtered Unfiltered
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View and Interact with Consoles

» Authorized users can view live consoles of monitored service machines & guests
«  Multiple users can view the same console simultaneously
- No need to logon to the user ID to see its console
- No interruption of the user ID
- No need to create and close console files of disjointed data
- Test data and Linux syslog data treated as a “console”
- Views can be defined to look at a group of consoles in one view
- Can specify a date and time range for your view within currently available data
- Can request a copy of the current console data for a user or set of users
- Format of date in the view is based on requestor's CP DATEFORMAT setting
»  Full screen mode
- Scroll up and down to view and search historical data
- Auto scroll (on or off) as new output is displayed on the console
- From command line, issue commands back to the monitored console
»  Amount of data that is visible depends on specified or default data space size
- Or date/time range specified
» Rules/actions may modify the view
« Suppress messages from the console
- Hold or highlight messages  with color, blinking, etc.
> Authorized users can view the log file
- Can also request a copy of the log file from today or a previous day

Operational Monitoring and Automation of z/\VM and Linux on z Systems © 2013, 2017 IBM Corporation
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Monitor Service Machines

» Define rules to

- Scan console messages for text matching
- Includes column, wildcard, and exclusion support
- Optionally restrict to specific user ID(s)

- Take actions based on matches
> Multiple rules can apply to one message
- Rules processed in order of definition in the configuration file

- FINAL option available to indicate no additional rules should be
evaluated

Operational Monitoring and Automation of z/\VM and Linux on z Systems © 2013, 2017 IBM Corporation
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Executing Actions

» Define action(s) to be triggered

- Specify action to take as part of the console rule definition
- Action is taken when match is found

- Types of actions
- Change color, highlight, hold, or suppress a console message
- CP or CMS commands
- REXX EXECs, for example:

=  Send email
= Send SNMP trap
= Clean up a disk

- Write data out on a TCP/IP port
E.g. send data to a syslog daemon/server

Operational Monitoring and Automation of z/\VM and Linux on z Systems © 2013, 2017 IBM Corporation
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Executing Actions

» Dynamically include data about the triggering event
- Available to the action via substitution variables

» Limit the number of times an action is taken in a specified
period of time

- Avoid executing action repeatedly

- Take a different action when the limit is reached
» Take multiple actions based on one message

- Chalin actions together

» Execute the action on another LPAR running Operations
Manager

« Communication is IP-based
- Does not require SSI

Operational Monitoring and Automation of z/\VM and Linux on z Systems © 2013, 2017 IBM Corporation
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Additional Monitoring and Automation Capabillities

» Event monitoring
« User ID run status
- SSI| and network status

» Monitor page and spool space
- Current state and growth rate
» Scheduling
> |dle monitor
- Events/monitors not occurring as expected

Operational Monitoring and Automation of z/\VM and Linux on z Systems © 2013, 2017 IBM Corporation
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Respond to System Events (Guest State Changes)

» Create monitors for z/VM system events (*YMEVENT)

- Class 0, related to user IDs
0 - Logon
1 - Logoff
2 - Failure condition (including CP READ and Disabled Wait )
- 3 - Logoff timeout started
- 4 - Forced sleep started
- 5-Runnable state entered (VM READ)
6 - Free storage limit exceeded
9 - Outbound relocation started
10 - Inbound relocation started
« 11 - Outbound relocation complete
- 12 - Inbound relocation complete
« 13 - Outbound relocation terminated
14 - Inbound relocation terminated
15 — Timebomb exploded

- Optionally restrict to specific user ID(S)

Operational Monitoring and Automation of z/\VM and Linux on z Systems © 2013, 2017 IBM Corporation
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Respond to System Events (System State Changes)

» Class 2 and 3, related to SSI

- 7 — SSI Mode (Stable, Influx, Safe)

- 8 — SSI Member State (Down, Joining, Joined, Leaving, Isolated,
Suspended, Unknown)

» Class 4, related to networking
- 16 — Device activated
- 17 — Additional device activated
- 18 — Device deactivated, connection to hardware still operational
- 19 — Device deactivated, connection to hardware not operational

» Specify the action associated with the event

- Actions specified are the same as those for schedules, console
rules, and other monitors

Operational Monitoring and Automation of z/\VM and Linux on z Systems © 2013, 2017 IBM Corporation
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Spool Space Approaching Full
Page Space Approaching Full

.
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Monitor Page and Spool Usage, View Spool Files

» Create page and spool space monitors to trigger actions when

- Percent of spool usage falls within a specified range

- Percent of spool usage increases at a specified rate

- Percent of page space usage falls within a specified range

- Percent of page space usage increases at a specified rate
> Actions triggered can be the same actions used by console monitoring
> For spool files, authorized users can

- Full screen interface to list of spool files based on one or more
attributes
- Owner
- Size
- Date created
- From the list, the user can
- Sort the list on any of the available columns
- View the contents of an individual spool file
- Purge, transfer, or change a spool file

Operational Monitoring and Automation of z/\VM and Linux on z Systems © 2013, 2017 IBM Corporation




Schedule Automated System Maintenance Procedures

Monitor for Rules, Monitors and Schedules Not Triggered

Spool Cleanup Based on Policies
Backups

Disk Cleanup

Orderly Startup and Shutdown
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Schedule Events and Actions

» Define schedules

Hourly, daily, weekly, monthly, or yearly, nth weekday of the month
Once on specified month, day, year, and time
Based on ISO week definitions (week number; even, odd, first, last week)
At regular intervals
Every x hours and y minutes
Within a specified window of time
Specify start time

Specify conflicting schedules
Specify maximum time to defer this schedule
Within limits
Restrict to specific days of the week: Monday through Sunday plus holidays
Restrict to certain hours of the day

» Specify the action associated with the schedule

Actions specified are the same as those for console rules and all other
monitors

Operational Monitoring and Automation of z/\VM and Linux on z Systems © 2013, 2017 IBM Corporation
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|dle Monitors

» Define idle monitors

- Watch for idle rules, schedules, and monitors

- Rule, schedule, or monitor not triggered n number of times within
specified period of time

» Specify the action associated with the idle monitor

- Actions specified are the same as those for schedules, console
rules, other monitors

Operational Monitoring and Automation of z/\VM and Linux on z Systems © 2013, 2017 IBM Corporation
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Remote system
(Ops Mgr on another LPAR,
email, Netcoo\OMNIbus, etc.)

Existing Linux
Guest

\

Main Server Action Processing
(OPMGRM1) Server (OPMGRSN)

v View and interact with
monitored consoles v’ Captures consoles v 0 to n server instances

v’ Find and view spool files v’ Evaluates rules v’ Processes actions as a result of:

: . v Triggers schedules » Console rule matchin
v Update configuration 99 g

information v Monitors events, page space, > Spool monitors
and spool usage » Event monitors

v' Executes actions or sends > Schedules
them to action processing
servers
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Single Config User

SSI Considerations for Console Monitoring

Multiconfig User

OPERATOR LINUX1 OPERATOR LINUX3 .
Option 1
TCPIP LINUX2 TCPIP LINUX4

Main Server
(OPMGRML1)

ADMIN1

OPERATOR LINUX1 OPERATOR LINUXS
TCPIP LINUX2 TCPIP LINUX4

Main Server Main Server
(OPMGRML1) (OPMGRML1)
C 3

ADMIN1

Option 2

Recommended
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Operations Manager in SSI Cluster - Example Remoite s e
(z/VM, email,
NetcooNOMNIbus, etc.)
Multiconfiguration users: OPMGRM1, OPMGRSn, OPERATOR, MAINT

Single configuration users: RHEL5G, SLES11C, OPERSSI, DEMOADMN

May relocate OPERSSI and DEMOADMN manually (supported) or via VMRELOCATE
(unsupported, but you can make it work)

LINUX1
LINUX1 LINUX2

OPERATOR OPERATOR
OPMGRSN OPMGRSnN

Main Server Main Server

(OPMGRML1) ﬂ (OPMGRML1)
OPERSSI
(central console)
DEMOADMN DEMOADMN

OPERSSI
(central console)
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Relocating OPERSSI and DEMOADMN (CMS Users) ...

» VMRELOCATE for CMS user IDs not officially supported
» Can be done for some CMS users

- Create single configuration user ID for z/VM system disks
«  Copy MAINT 190, 19D, 19E to minidisks owned by this new user ID
Use DDR for 190 since it needs to be IPLable
- Relocateable CMS user must IPL from identical NSS (CMS) or minidisk (190)

- Use SPXTAPE to copy CMS NSS

VMRELOCATE uses checksum of NSS to determine if identical
CMS NSS includes date/time it was loaded

- Or, have relocateable CMS users IPL 190 instead of IPL CMS

OPERSSI DIRECT
USER OPERSSI ... PROFILE EXEC

I* PROFILE EXEC for OPERSSI */
OPTION CHPIDVIRTUALIZATION ONE

‘SET RELPAGE OFF’
IPL 190

LINK CMAINT 0190 0190 RR
LINK CMAINT 019D 019D RR
LINK CMAINT 019E 019E RR

Operational Monitoring and Automation of z/\VM and Linux on z Systems © 2013, 2017 IBM Corporation
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... Relocating OPERSSI and DEMOADMN (CMS Users)

> Beware

It's worth repeating ... VMRELOCATE for CMS user IDs not
officially supported

All members of the cluster must be kept at same z/VM (or at least
CMS) code level

If IPL 190, will use more memory as each user ID will have private
copy of CMS

SET RELPAGE OFF may have a negative impact on overall
system performance

Only works for “basic” CMS users
All relocation rules still apply
E.g. user IDs connecting to VMCEF or IUCV can't relocate

Operational Monitoring and Automation of z/\VM and Linux on z Systems © 2013, 2017 IBM Corporation
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Monitor Service Machines - Considerations

» Consoles received by Operations Manager via SECUSER or OBSERVER
«  Prefer SECUSER
- OBSERVER won’t detect CP and VM READ messages
«  Output of actions on OBSERVEd console may not be viewable in console

- OBSERVER allows Operations Manager to receive console output even if user is logged
on

» SSl allows SECUSER and OBSERVER across members of cluster in some situations
« Content does not contain member name information

- Rules, actions, and users wouldn’t be able to distinguish between IDENTITY users on
multiple members

- Creates single point of failure on one member
» Recommendation for z/VM V6.2 or V6.3 Single System Image environments

- Have all consoles monitored by an Operations Manager server on the same member as
the monitored guest (i.e. all Operations Manager servers are IDENTITY users)

« Requires action processing servers (OPMGRSnN) to be on same member as main server
- Share configuration data on minidisk owned by single configuration user

- For example: VMTOOLS 198

- Master configuration file unique to each member

« Imbed common file(s) used by all members
- Request a copy of the current console of a remote user

- SMSG OPMGRM1 at membername VIEWCON USER(userid), MODE (RDR)

Operational Monitoring and Automation of z/\VM and Linux on z Systems © 2013, 2017 IBM Corporation
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Page Space Monitoring
Spool Space Monitoring
Viewing and Managing Spool Files

.
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SSI Considerations for Spool and Page Space Monitor  ing

Page Space
ZVMA ]
Main Server

(OPMGRM1)

ADMIN1

Main Server
(OPMGRML1)

Page Space
ZVMB

OPERATOR OPERATOR

LINUX1

g LINUX3
TCPIP LINUX2 ;

LINUX4 TCPIP

Percent
full

h‘ -““

Spool Volume
ZVMA

Spool Volume

NG ¢

OPERATORA U OPERATORB
TCPIPA Y TCPIPB

o EEEEEEEEEREENRJ

ADMINIA ) x : ADMIN1B m

‘e, . ’~.. GUEEEEEEmEEN]

LINUX1A ..‘. ".‘ .,_i LINUX1B .

LINuxoA M| [ | el - ]

= IR LINUX2B n
n LINUX3A [ ] [}

n

EEEEEEEEEN

Jesassassaaaal LINUX3B

‘ ™ LINUX4A [ ]
] \ LINUX4B

Single Config User
Multiconfig User

© 2013, 2017 IBM Corporation
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Spool and Page Space Monitoring - Considerations

» Page space is local

- Separate space for each member and only visible to the local
member

- No impact from SSI
» Spool data

- Spool files are placed on spool volumes owned by the member
where the spool file was created

- Users see their own spool data no matter where they are logged
on and where the data was created

Operational Monitoring and Automation of z/\VM and Linux on z Systems © 2013, 2017 IBM Corporation
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Spool and Page Space Monitoring - Considerations

Users and applications (like Operations Manager) who can see all spool files need to be

aware:

* Spool data for multiconfiguration users
e Only spool files owned by the local instance of that user are visible on the

local member

. No visibility to spool files owned by other instances of that user on other

members

* Spool data for single configuration users:

Single configuration
user Status

Spool files created on
this member

Spool files created on
other members

another member

User logged off Visible Not visible

User logged onto this | Visible Visible (but not on
member local spool volumes)
User logged onto Visible Not visible

Operational Monitoring and Automation of z/\VM and Linux on z Systems

© 2013, 2017 IBM Corporation
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Spool and Page Space Monitoring - Considerations

» Recommendation
- Have an Operations Manager server on each member to monitor
spool and page space
- Be aware of spool files visible in Operations Manager but not
resident on this member’s spool volumes
- Indicated with "+” in VIEWSPL

Operational Monitoring and Automation of z/\VM and Linux on z Systems © 2013, 2017 IBM Corporation




SSI Considerations
Managing Configuration Files
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Managing Configuration Files

»  Put all configuration files on a shared disk
Default is 198 disk for OPMGRM1 —in IDENTITY section
Alternatively SFS

»  Create a main configuration file with authorizations and system settings — shared by all members
> All Operations Manager servers on all members load this file

» Create a common configuration file used by all members

> Imbed a unique configuration file based on the system name of this member

OPMGRM1 CONFIG E

COMMON
&SYSNAME COMMON CONFIG E

MEMBERB CONFIG E

MEMBERA CONFIG E

Operational Monitoring and Automation of z/VM and Linux on z Systems © 2013, 2017 IBM Corporation
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Recommended Practices — Operational Management

View and issue commands on consoles of Linux guests and CMS service machines

» Operations staff monitoring multiple consoles or a central console of alerts
» System programmers debugging a problem on a guest or service machine

Generate alerts and/or automatically recover from

» Abend, termination, or error messages

| ine di - Rul
> Service machine disks approaching full HIES

» Critical user IDs or guests being logged off or entering error state

» Spool and/or page space approaching full Spool/Page monitors
4

Schedule automated system maintenance procedures
» Spool cleanup based on policies SFPURGER
Rules, Archive Mgr » Minidisk cleanup (from logs), including archiving

» Orderly startup and shutdown Rules, monitors
> Relocation of critical guests to another SSI member
» Backups of z/VM system Backup Manager

Operational Monitoring and Automation of z/\VM and Linux on z Systems © 2013, 2017 IBM Corporation
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» Use Operations Manager to

Automate daily operations

Integrate your z/VM and Linux on z Systems environment with
existing enterprise monitoring and alerting

Prevent problems rather than react to them

Automate reactions to problems when they can’t be prevented
Improve problem determination  procedures

Increase programmer and operator productivity

Continue to monitor locally with improved management of clusters

> Sometimes several alternatives for monitoring for the same event

Console message (rules)
Scheduled healthchecks (schedules)
User ID status changes (event monitor)

> Actions allow integration with other platforms and products

Operational Monitoring and Automation of z/\VM and Linux on z Systems © 2013, 2017 IBM Corporation
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Complete Solution for administration and management of the
z/VM and Linux on z Systems or LinuxONE environment

IBM Infrastructure Suite for z/VM and Linux

OMEGAMON XE on z/VM and Linux Spectrum Protect (formerly TSM)

File Level backup and recovery for

Performance monitoring of
Linux Virtual Machines

z/VM and Linux guests

IBM Wave for z/VM

Simple, intuitive, graphical z/VM
administration and provisioning tool

_ Backup and Restore Manager
Operations Manager for z/VM for zZIVM

‘Image and file level backup and
restore of z/VM environment
Image level backup and restore
of Linux

Facilitate operational monitoring
and automated operations, take
action based on events

Add Tape Manager for z/VM (5697-J08) for customers b  acking up from z/VM to tape
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Reference Information

> Web sites

- Product page: http://www.ibm.com/software/products/en/operations-manager-for-
zvm

Publications, presentation, white papers
Pre-requisites
Support
> Infrastructure Suite wiki : —
http://ibm.biz/Bd4up3
> e-malil
- Tracy Dean, tldl@us.ibm.com, Offering Manager
» White papers on Operations Manager website (Resources tab)
- Routing Linux syslog data
- Sending alerts from Operations Manager to Netcool/OMNIbus

- Using Shared File System to store Operations Manager configuration files and
automation EXECs

- Automatically logging on a user at Linux system boot time for easier console
management and action execution

- Enabling the FACILITY Class for Use by RACF for z/VM
Mailing list
- http://listserv.uark.edu/archives/ibomvm.html

Y
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Traditional Chinese
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Automation Demos Available

=

View consoles of Linux guests, Linux syslog data, a nd CMS user IDs or service machines
Send an e-mail based on a console message

N

a. Using POSTZMSG interface to Netcool/OMNIbus

Send a message or email if spool approaches full
a. Send a message if spool usage is too high on any member of an SSI Cluster — see how spool files appear in SSI
b.  Send an email if spool usage is too high on a singl e system

View and clean up spool files

Automated spool cleanup

&

Process a file of test messages as a console

Process Linux syslog data as a console

10.  Create a central operations console on one z/VM system

11.  Create a central operations console across multiple z/\VM systems
a.  When the systems are in an SSI cluster
b.  When the systems are not in an SSI cluster

12.  Monitor service machines for logoff — and autolog the m

© ® N o o

13.  Send an email if page space approaches full

14.  Monitor SSI connectivity between 2 cluster members

15.  Suppress passwords on Linux consoles

16.  Autolog a Linux guest and send message if doesn't start successfully

17. Monitor Linux file system and send email when approaching full

18.  Send alerts to other tools via syslog

19.  Non-SSI high availability environment: monitor LPAR CPU utilization — if too high, stop a guest and restart on another LPAR
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Scenario 1: View Live Consoles of Linux Guests, Lin ux
Syslog Data, CMS Service Machines

» Configure user IDs / guests to be monitored by Operations Manager
> Route syslog data from a Linux guest to Operations Manager
» From authorized user, view the live console data of

- OPERATOR

- Issue VM commands
- A Linux guest

- Issue Linux commands
- Linux syslog data

> View combined consoles
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Scenario 1: Detailed Steps

> Review the directory entries for the monitored users

X operator direct
x slesb112 direct

» From an authorized VM user ID, verify OPERATOR and Linux guest
are being monitored by Operations Manager

g secuser operator
g observer slesb112

> View the console of OPERATOR

viewcon operator

» Issue VM commands allowed by OPERATOR
id
> View the console of a Linux guest and issue Linux commands

viewcon slesbl112
free —m

df —h

Ls -al

> View the syslog data from a Linux guest

viewcon Ixsyslog
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2] C - DEMOADMN ATS

Eile Edit Miew Comrmunication  Sctions  Window Help
ol % @ = = %% 2L &2

Host: | 9.82,24.129 Part: | 23 LU Marne: Disconnect |

OPERATOR DIRECT Al V 80O Trunc=80 Si=ze=54 Line=0 Ceol=1 Alt=0

R T T S N - N S . N ST S S

* * ¥ Top of File * * x
IDENTITY OPERATOR XXXXXXXX 3ZHM 32M ABCDEFG
DVHR XV 551 The following records are included from profile: IBMDFLT
PROFILE IBMDFLT
SPO0OL 000C 2540 READER =%
SPOOL 000D 2540 PUNCH A
CONSOLE 009 3215 T OPMGRHM1
e Nt SO —R
MAINT 019D 019D RR
MAINT 019E 019E RR
MAINT 0402 0402 RR
MAINT 0401 0401 RR

kKKK KRR KRR R R KRR KRRk KKk kK kK% %k

*DVHOPT LMKG® LOG1 RCHM1 S5MS50 NPW1 LNGAMENG PWC20141030 CRCX>R
DVHRXY33551I The preceding records are included from profile: IBMDFLT
DVHRXVY33661 The following configurations will be used on 551 nodes.
DVHRXVY33661I The following configuration 0OPERTR-1 will be used on 551
DVHRXV33661 node *x.
SUBCONFIG OPERTR-1

LINK OFP1 191 192 RR

MDISK 191 3390 2924 005 MOIRES MR RKXXXXKAAK XKEXAXRARK XKAXRKAXX

*5UBCONFIG OPERTR-2
* LINK OP1 191 192 RR

ME I

-ﬂ' Connected to rernote server/host 9.82.24.129 using port 23
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#{) C - DEMOADMN ATS

Eile Edit Miew Comrmunication  Sctions  Window Help
ol % @ = = %% 2L &2

Host: | 9.82,24.129 Part: | 23 LU Marne: Disconnect |

SLESB112 DIRECT Al V 80O Trunc=80 Si=ze=47 Line=0 Ceol=1 Alt=0

R T T S N - N S . N ST S S

* ¥ ¥ Top of File * x =
USER SLESB112 XXXXXXXX 2G 4G BG

* IP ADDRESS 9.%2.56.112
* Guest for Mik B

CPU 00 CPUID 000005

*CPU 01 CPUID 100005

IPL CM5 PARM AUTOCR

ITucyvY ANY PRIORITY MSGLIMIT 2000
ITUCY ALLOW

MACHINE ESA 2

XAUTOLOG OMEGACHMD

;::PTTUN-HHTNTEEH-RﬁEﬂTﬁFﬂ-ﬁFPfrDN
CONSOLE 001F 3215 T OPMGRM1

* zZ2/VM Guest LAN

SPECIAL 08B0 QDIO 3 S5YSTEM DELTA
*

SPOOL 000C 2540 READER =*

SPOOL 000D 2540 PUNCH A

SPOOL 0O00OE 1403 A

LINK MAINT 0190 0190 RR

LINK MAINT 019D 019D RR

LINK MAINT 019E 019E RR
MAN e

-ﬂ' Connected to rernote server/host 9.82.24.129 using port 23
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=] C - DEMOADMN ATS

Eile Edit Miew Comtrignication  Actions  Window Help

BB 2% BE @ b & &l
Host: [ 2.62.24.128 Port. [ 23 LU Narrie

PDoodiy- T-n _nd/0 01 172-31-°073
q secuser operator

Secondary
Userid Userid Status
OPERATOR OPMGRM1 disconnected
HI:'::I(_IL.I I — Ly LV L ) L v N i U=
q secuser slesbl11?2

Secondary
Userid Userid Status
SLESB112 OPMGRHM1 disconnected
LA b= B B - T s - o e e o

viewcon operator

RUNNING ZVYMVBR30

MAl  C 317001
zﬂ“‘ |Connected to remote serverfhost 9.82.24.120 using port 23
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2{] C - DEMOADMN ATS
File  Edit Window Help

B 2% BE @ %% &L &

Wiew Communication  Actions

Hast: | 9.82.24.128

Part: | 23

LU Marme:

Disconnect

149
:49:16 = —-
:d49: 16
: 1 26
: 29
.29
129
: 29
102
02
02

09
q names

AUTO LOGON
=z/VHM VB6.3.0
DMSACP723I D (192)
Ready; T=0.01/0.01
DVYHRLY3BB6I Hourly
DVHRLY3B86I files.
DVYHRLY3B8861 Hourly
:02 DVHRLY3886I files.
:00 USER DSC

L & & 4

LOGOFF AS

RDR FILE 0029 S5ENT FROM OPERATOR CON WAS 0029 RECS 4836 CPY

OPERATOR USERS =

2015-02-18 10:21

RO
11:51:29
processing started;

processing started;

SLESB10o4 JEERS =

14 o
08 ) *

:08)id
: 08
: 08

I_USUI‘I

I I N e P o T 1 T

OPERATOR AT ZYMVBR30 VIA *

Operations Manager VIEWCON session from DEMOADMN entered the foll

001 T NOH
63

BY OPMGRS4
with 0 log
with 0 log

62 AFTER SIGHAL

Operations Manager VIEWCON session from DEMOADMN entered the foll

b B SRR B SN & =

12/09/16 12:32:08 EDT

T3 Er—rrrriTes

FRIDAY

PFO1=
PFO7=

SCROLL PFOoZ-=

UF PFOB8= DOWN

PFO3=
PFO9=

END PFO4=

PF10=

LEFT

PFO5=
PF11=

HOLD
RIGHT

PFO6=
PF1Z=

FORMAT
RECALL

Operational Monitoring and Automation of z/\VM and Linux on z Systems
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#{) C - DEMOADMN ATS

Eile  Edit  Miew Comrmunication  Aections  Window  Help
DR A% BE @ (% 2 &l

Host: [9.62.24,129 Part: [ 23 LU Matme:

Ready; T=0.01/0.01 12:32:39

viewcon slesb112

RUNNING ZVMVBR30

J1/001
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=] C - DEMOADMM ATS L\\_"

Eile Edit Miew Cormunication  Sctions  Window Help

|| 2% B8] @ % &L &
Host: | 9.82.24.129 Part: | 23 LU Marme: |

:33:47 root root 5205 Dec 8 11:27 .wiminfo

:33:47 druxr-—xr—x root root 4096 Oct 2014 . wnc

:33:47 druxr-—xr-—x root root 4096 Oct 2014 . =ypp

33 gl o P Rl e e root root 48020 Jan 2012 autoinst.xml
druxr—-xr—-x root root 4096 May 2010 bin
druxr—-xr—-x root root 4096 0Oct 2014 hasled3d?
druwxr-—xr—x root root 4096 Oct 2014 inst-sys
“FWXEF—XIr—X roct root 71 Mar 2012 run_lgiall_http.sh
el o P Rl e e root root 1714238 HMar 2012 urlload. log

o o o o i i dvnehideiioti SEATES e

hasl112:™ #
#* —— Operations Manager WVWIEWCON session from DEMOADMN entered the foll
df -h
df -h
Filesystem Si=ze Used Awvail Use¥% Mounted on
fdev/mapper/System—-root 6.8G 3.9G 2.6G 60% /
udew 1001HM 104K 1001HM 1% /sdew
tmpfs 1001H 0 1001H 0% /fdev/shm
fdev/dasdbl 68HM 26H J9HM 40% /boot

SR B B R N N

buffers
2001 31
-f/+ buffersfcache:
: ; Swap: 0]
12:34: hasl112: ™ #
PFG1= SCROLL PFoa2zZ-= PFO3= PFo4= PF85= HOLD PFOG6= FORMAT
up PFOEB= DOWN PFO9= PF10= LEFT PF11= RIGHT PF12= RECALL

SLESB112-2VMVG6R30 (Scroll)
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(] C - DEMOATMN ATS

File Edit Niew Communication

| %] B(=| w|

Sctiony  Window  Help

28| @2

o

Host: | 9.62,24.129

LU Marmea:

Part: | 23

Disconnect

Ready;

T=0.02/0.02 12:34:27

viewcon users operator,slesbll?2 daterng '2016/12/01-00:00 2916!12!@9—13:QB'|
= 30

ME

z_‘_;’PJ |Cannected to rermote server/host 9,82.24.139 ysing port 23
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=] C - DEMOADMN ATS

| B

File  Edit Wiew Cormmunication  Action:  Window Help

B B B @ % & @ ¢

Host: [ 9.62.24.128 Part: [ 23 LU Marmie: |
12:03:46 S5LESB112? Skipped services in runlevel 5: [80C[43Dnfs smbfs irq_balance
12:03:46 SLESB112 Welcome to SUSE Linux Enterprise Server 11 5SP3 (s390x) - Ker
12:03:46 SLESB112 hasl112 login:
19:38:20 SLESB112 Dec 8 18:38:20 hasl11?2 sshd[5596]: error: PAM: Authenticatio
19:39:29 SLESB112? Dec 8 18:39:29 hasll11? sshd[5596]: error: PAM: Authenticatio
19:39:32 SLESB112 Dec 8 18:39:32 hasll11? sshd[5596]: error: PAM: Authenticatio
00:00:00 SLESB112 HCPMIDGOO1I TIME IS 00:00:00 EDT FRIDAY 12/09/716
11:49: 09 OPERATOR
11:49:16 OPERATOR * -- Operations Manager VIEWCON session from DEMOADMMN entered
11:49:16 OPERATOR q names
11:51:26 OPERATOR RDR FILE 0029 SENT FROM OPERATOR CON WAS 0029 RECS 4836 CPY
11:51:29 OPERATOR AUTO LOGON * % K OPERATOR USERS = 63 BY OPMGRS4
11:51:29 OPERATOR =/YM V6.3.0 2015-02-183 10:21
11:51:29 OPERATOR DMSACP723I D (192) R/O0
11:51:29 OPERATOR Ready; T=0.01/0.01 11:51:29
12:01:02 OPERATOR DVHRLY3886I Hourly processing started; with 0 log
12:01:02 OPERATOR DVYHRLY3886I files.
1Z2:01:02 OPERATOR DVHRLY38861I Hourly processing started; with 0 log
12:01:02 OPERATOR DVYHRLY38B86I files.
12:24:00 OPERATOR USER DSC LOGOFF AS SLESB104 USERS = 62 AFTER SIGNAL
12: 24 : 14 LLREROTOD Ol Ll O O] aleletc e e ] =L S Rl .4 e ot o B
12:32:08) OPERATOR * -- Operations Manager VIEWCON session from DEMOADMN entered
12:32: 08 OPERATOR id
12:32: 08B OPERATOR OPERATOR AT ZVYMVYBR30 VIA =*x 12709716 12:32:08 EDT
12:32:08] OPERATOR Ready; T=0.01/0.01 12:32:08
12:33:07)| SLESB112 % -- Operations Manager VIEWCOMN session from DEMOADMN entered
12:33: 07| SLESB112 df -h
12:33:07 f _-h
PFo1= SCROLL PFO2= PF03= END PFod4-= PFo5= HOLD PFo6= FORMAT
PFo7= UP PFoB8= DOWN PFe9= PF1o= LEFT PF11= RIGHT PF12= RECALL

$THMPOOO1-ZVMVER30

:_’P Connected to rermote server/host 982,244,129 using port 23
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=] C - DEMOADMM ATS

Eile  Edit Miew Communication  Sctions  Window  Help
B % B = =@ % & @l

Host: [9.82.24.129 Port: [23 LU Narne:

Ready; T=0.01/0.01 12:35:55

viewcon slesbl112 %

RUNNING

!ﬂ‘]. Connected to rermote server/host 9.82.24.129 using port 23

MAR G
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=] A - ATS Demao System
¥

File  Edit Miew Comrmunication  Sctions  Window Help

BB 2R BE = % &P @
Host: [9.82.24.129 Part: [23 EL R
id

MAINTG630 AT ZYMVYGER30 VIA =* 12709416 12:29:25 EDT FRIDAY
Ready; T=0.01/0.01 12:29:25

cp signal shutdown slesbl11? within 90
| B Tiﬁ e T T A I | 1').':!“7

=

RUNNING ZYMYBR30

|Cannected to remote serverfhost 9.82.24.129 ysing part 23
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2{] C - DEMOADMN ATS

Eile Edit Miew Comrmunication  Sctions  Window Help
ol % @ = = %% 2L &2

Host: [9.62.24,129 Part: [ 23 LU Matme:

:33:47 —ruwxr-xr-x 1 root root 71 Mar 23 2012 run_lgiall_http.sh

47 -rw-r-—r-- 1 root root 1714238 HMar 23 2012 urlload. log

47 -rw-r-—r-- 1 root root 126 HMar 23 2012 urlload _lgiall_http.prope

4?7 hasl112: ™ #

:58 * -- Operations Manager VIEWCOMN session from DEMOADMN entered the foll

:58 df -h

:58 df -h

:58 Filesystem Si=ze Used Awvail Use¥ Mounted on

:58 fdevimapperf{System-root 6.8G 3.9G 2.60G 60% f

158 udew 1001HM 104K 1001H 1% /sdew

:58 tmpfs 1001HM 0 1001H 0% J/sdewv/shm

:58 fdewvifdasdbl 6GBH 26HM J9HM 40% /fboot

:58 hasl112:™ 1

:00 * -- Operations Manager VIEWCOM session from DEMOADMN entered the foll

:00 free -m

:00 free -m

:00 total used free shared buffers

:080 Mem: 2001 J14 1687 o 31

:080 —-f+ buffersfcache: 13 1928

100 Swap: Q 0 0

100 bacl 112 -~ i

:57] Broadcast message from root {(console) (Fri Dec 9 11:36:57 2016):

57 The system is going down for reboot HNOW!

B INIT: Switching to runlevel: B

D) INIT: SEhd@ng processes the TERM signal

:01) INIT: Sending processes the KILL signal

:02) Boot logging started on /fdev/ttyS0{({no tty)) at Fri Dec 9 11:37:02 20
12:37:02] Master Resource Control: previous runlevel: 5, switching to runlevel:
PFol1l= 5 = H

L. HFE 2= PR U d= FEDD = UL L HFFoObB=
PFO7= UP PFo8= DOWN PFO9= PF1ie= LEFT PFi1i1= RIGHT PF12= RECALL

SLESB112-ZVMVER30 (%croll)
)

ﬁ“ Connected to rernote server/host 9.82.24.129 using port 23

Operational Monitoring and Automation of z/\VM and Linux on z Systems © 2013, 2017 IBM Corporation




=] C - DEMOADMMN ATS

Eile Edit Miew Cormunication  Sctions  Window Help
Bl 2 @ @ % & & ¢
Host: | 9.82.24.129 Part: | 23 LU Marme: |

:37:26 . .done
:37:26 Turning off swap files
:37:26 Unleoading AppArmor profiles audit_printk_skb: 21 callbacks suppressed
:37:26 type1400 audit(1481301446.784:19): apparmor="STATUS" operation="profi
: type?1400 audit(1481301446.784:20): apparmor="5TATUS" operation="profi
type=1400 audit(1481301446.784:21): apparmor="5STATUS" operation="profi
type=1400 audit(14813014d46.784:22): apparmor="5TATUS" operation="profi
type=1400 audit(1481301446.784:23): apparmor="5STATUS" operation="profi
type=1400 audit{1481301446.784:24): apparmor="5STATUS" operation="profi
type=1400 audit(1481301446.784:25): apparmor="5TATUS" operation="profi
type=1400 audit(1481301446.784:26): apparmor="5STATUS" operation="profi
type=1400 audit(14813014d46.784:27): apparmor="5TATUS" operation="profi
type=1400 audit(1481301446.784:28): apparmor="5STATUS" operation="profi
.done
Unmounting file systems
fdev/dasdbl has been unmounted
.done Can't deactivate wvolume group "System"” with 1 open logical wvol
.done
Net shutting down MD RAID - reboot/halt scripts do this.. . .missing
Sendlng all processes the TERHM signal.
e I done

.done
Sending all processes the KILL signal. ..
.done
Please stand by while rebooting the system. ..
HCPGIR450W CP entered; disabled wait PSW 000XZ0001 0000000 0000Q0000 0O
CONNECT= 24:34:31 VIRTCPU= 001:02.31 TOTCPU= 001:03.78
: LOGOFF AT 12:37:28 EDT FRIDAY 12/09/716 AFTER SIGHNAL
F"FEII— SCRULL FrRul= Frua= EMND Frudg4= Fruoa= HOLD Prob- FroRMAl
PFo7= UP PFoB8= DOWN PF09-= PF10= LEFT PF11= RIGHT PF12= RECALL

SLESB112-ZVMVGER30 (%croll)
) O

ﬁ' Connected to rermote server/host 9.82.24.129 using port 23
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=] A - ATS Demo System

M
File Edit  Wiew Qummllﬁf'uicatiu:un Sctions  Window Help

|| || B ] %) Y[c?| @)
Host; [2.62.24.120 Port: [ 23 LU Narne: | [ Disconnect |
id

MAINT630 AT ZYMVYGBR30 VIA =x 12709416 12:29:25 EDT FRIDAY
Ready; T=0.01/0.01 12:29:25
cp signal shutdown slesbl11? within 90

——— e D S
HCP51IG21131 User SLESB112 has reported successful termination
USER DSC LOGOFF AS SLESB112 USERS = 62 AFTER SIGHNAL

xautolog slesbl1l12

RUNNING  ZVMVG6R3O
31/018

!": . H
':ﬂ— |Connected to remote server/host 9.82.24.129 using port 23
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2{] C - DEMOADMMN ATS

File Edit  Wiews Qmmunicatiun'gctiuns Wiridowe Help
B 2% E@E = % 2 @
Host: 88224128 Part: [ 23 LU Natme:

126 . .done
126 Unmounting file systems
:26 /fdevidasdbl has been unmounted
:26 . .done Can't deactivate wvolume group "System" with 1 open logical wvol
126 . .done
126 Not shutting down MD RAID - reboot/halt scripts do this...missing
126 S5ending all processes the TERM signal. ..
126 Stopping udewvd: . .done
126 . .done
126 S5ending all processes the KILL signal. ..
126 . .done
127 Please stand by while rebooting the system. ..
HCPGIR45%0W CP entered; disabled wait PSKW 00020001 0000000 00000000 00
CONMECT= 24:34:31 VIRTCPU= 001:02.31 TOTCPU= 001:03.78
LDGOFF ﬁT 12:37:28 EDT FRIDQY 12/09/16 ﬁFTER SIGHAL

ZIUM UE 3. 0 2915 02 18 1@ 21
DMSACPY23I X (592) R/O0O
DASD 2000 DEFINED
DASD 029F DEFINED
DASD 029F 9336 {(VDSK) R/W 102400 BLK ON DASD VDSK SUBCHANNEL =
zIPL +1.15.0-0.136.13 interactive boot menu
0. default (5LES11_5P3)
1. SLES11_5P3
2. Failsafe_1
3. ipl
Note: VM users please use "#cp vi vmsg <number? <{(kernel-parameters:’
: : Please choose default will boot in 10 seconds :
F'FGI— P M L) g = HOLLD
PFO7= UP PFGB— DOWN PFO9= PF10= LEFT PF11— RIGHT PF12= RECALL

SLESB112-ZVMVBR30) (Scroll)
e

zﬂ]- Connected to remote server/host 9.82.24.129 using port 23
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=] C - DEMOADMMN ATS

Eile Edit Miew Cormunication  Sctions  Window Help

B % B = =@ % & @l

Host: [9.82.24.129 Port: [23 LU Narne:

:38:34 Starting sysleog serwvices. .done
:38:34 Starting auditd
:38:34 . .done
:38:34 Starting haveged daemon
: . .done

Starting rpcbind ..done

Not starting NFS client services - no NFS found in /fetcffstab: . .unused
Mount CIFS File Systems . .unused

Starting irgbalance . .unused

Setting up (remotefs) network interfaces:

Setting up service (remotefs) network

Starting S5H daemon. .done

Starting cupsd

. .done

Starting Name Serwvice Cache Daemon. .done

Startingemadl o Lo ki)
. .done

Starting service gdm

. .done

Starting CRON daemon. .done
Starting smartd . .unused
Starting INET services. (xinetd)

. .done

Master Resource Control:

runlevel 5 has been reached

Skipped services in runlevel 5: [BOC[43Dnfs smbfs irq_balancer splash
: : lWelcome to SUSE Linux Enterprise Server 11 5SP3 (s390x) - Kernel 3.0.7
12:38: hasl112?2 login:

PF01= SCHULL FFDR.I= Frua= EMND Frudg4= Fruoa= HOLD Prob- FroRMAl
PFo7= UP PFoB8= DOWN PF09-= PF10= LEFT PF11= RIGHT PF12= RECALL

SLESB112-ZVMVGER30 (%croll)
) O

ﬁ' Connected to rermote server/host 9.82.24.129 using port 23
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=] C - DEMOADMM ATS

.
File  Edit  Wiew Qu:umrrlm?nicatiu:un Sctions Window  Help
B % B = =@ % & @l

Host: [9.82.24.129 Port: [23 LU Narne:

Ready; T=0.06/0.07 12:39:22

viewcon lxsyslog RUNNING ZVHMVER30

Maly  C 317017
!:ﬂ—.‘]. Connected to rermote server/host 9.82.24.129 using port 23
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Eﬂ C - DEMOADMMN ATS
File
B SR @ =

Host: | 9.82.24.129

Edit  Miew Cormrmunication  Actions  Windeow Help

B 2 @
Part: | 23

LU Mame: |

Disconnect

;38 :
368
38 :
: 38 :

a5
a5
d5
a5

<31>Dec
$31:Dec
<31*Dec
<31>Dec
+31>Dec
<31>Dec
$31:Dec
<31>Dec
<31>Dec
$31:Dec
<31>Dec
<31>Dec
<31>Dec

11:
11:
11:
11:
11:
11:
11:
11:
11:
11:
11:
11:
11:

38:35
38:35
d8:35
38:35
d8:35
38:35
38:35
d8:35
38:35
38:35
38:35
38:35
d8:35

hasl112
hasl112
hasl112
hasl112
hasl112
hasl112
hasl112
hasl112
hasl112
hasl112
hasl112
hasl11?2
hasl112

xinetdy2655
xinetd¥y 2655 :
xinetdy2655":
xinetdy2655
xinetdy2655":
xinetdy2655":
xinetd¥y 2655 :
xinetdvy2655":
xinetdy2655
xinetdy 2655 :
xinetdy2655":
xinetdvy2655
xinetdvy2655":

Reading
Reading
Reading
Reading
Reading
Reading
Reading
Reading
Reading
Reading
Reading
Reading
Reading

included
included
included
included
included
included
included
included
included
included
included
included
included

configurati
configurati
configurati
configurati
configurati
configurati
configurati
configurati
configurati
configurati
configurati
configurati
configurati

xinetd¥y2655":
xinetdy 2655 :
LI

klogd 1.4.
type=1400
type=1400
type=1400
type=1400
type=1400
type=1400
type=1400

<29>Dec
$29:Dec
«37»Dec
tbrDec
+H*Dec
<5 *Dec
¢Hr»Dec
<5 *Dec
<5 *Dec
+H*Dec
<5 *Dec
¢Hr»Dec
<5 *Dec

11:
11:

38:35
38:35
11:38: 3@
11:38:39
11:38:39
11:38:39
11:38:39
11:38:39
11:38:39
11:38:39
11:38:39
11:38:39
11:38:39

: : <7Tr»Dec 11:38:42
12:38: <37 *»Dec 9 11:38:4
PF01= SCROLL PFo2=
PFO7= UP PFOg-=

hasl112
hasl112

2
LI R = == g o oy

hasl112

hasl112

hasl112

hasl112

hasl112

hasl112

hasl112

hasl1112

hasl112

hasl112

hasl112

mLLLL
PFO3= END
PFO9-=

xinetd Version 2.3.14 starte
Started working: 2 awvailable

(Y= V=R u RV Y N R Y RV N R R R R R Y

== L

kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:

=1

L = = — L= B = G =g g g =

1, log source fprocikm
audit(1481301509.494:2):
audit{1481301589.514 :
audit{1481301509.584
audit(1481301589.654
audit{1481301509.684
audit(1481301509 ., 744
audit(14813015089.814
type=1400 audit(1481301509.874
type=1400 audit({1481301509.894:1
ethd: no IPvE6 routers present.
e J !UmULE.
HOLD PFO6=
RIGHT PF12=

13
-
L
' b
7
: B
:9

)
)
)
)
3
3
)
2]

)

[Yu Vn Rt Un [ n [ Uu U R U [ U U

LLy
PFO4=
PF10=

oy r
PFO5=
PF11=

FORMAT

DOWN LEFT RECALL

LXSYS5LOG-ZVMVER30 {Scroll)

':_:’F]. Connected to rermote server/host 9.82.24.129 using port 23
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I ;.
E# 9.82,56.112 - PuTTY

login as: root

Tzing kevbhoard-interactive authentication.
Password:

La=st login: Fri Dec 9 11:33:35 2016

hasllilZ:~ # logger here iz & critical test message from Linux guest application
hasll11zZ:~ # I
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2{] C - DEMOADMN ATS

File  Edit

Wiew!  Communication

Host:

Actiors

Wiridow Help

|| B @ E| =] %%

Lt

2|t @@

| 5.82.24.129

Part: | 23

LU Marmea:

Disconnect

:38:

35

135
135
;35
: 35
135
135
;35
135
135
135
;35
: 36
: 39
: 39
.39
: 39
: 39
: 39
: 39
: 39
: 39
: 39
1 42
46
00
R

<31:Dec
<31:>Dec
<31>Dec
$31*Dec
$31:Dec
<31:>Dec
<31>Dec
$31*Dec
+31:>Dec
<31:>Dec
<29>Dec
$29Dec
+37:Dec
tcbrDec
<5 rDec
(O r»Dec
<5 *Dec
<5 rDec
<5 rDec
(B r»Dec
<5 *Dec
<5 rDec
<5 *Dec
¢rr»Dec
«37:Dec
«38>Dec
<13>*Dec

9
9
9
9
9
9
9
9
9
9
9

{4 [ N I W N W W W I W N RV N

I R N I g Sy Sy SRy B
AREC N I O O

b ok ok ok ok ok ok ok o

11:
11:
11:
11:
11:
11:
11:
11:
11:

: 39
: 39
: 39
: 39
: 39
: 39
: 39
: 39

: 35 hasl1112
135 hasl112
135 hasl112
: 35 hasl11?2
: 35 hasl112
135 hasl112
135 hasl112
: 35 hasl11?2
135 hasl112
135 hasl112
135 hasl112
35 hasl11?2
36 hasl112
hasl1112
hasl1112
hasl1112
hasl1112
hasl1112
hasl1112
hasl1112
hasl1112
hasl1112

xinetdy2655° " :
¥xinetdy2655":
xinetdy2655°7
xinetdy2655
xinetdy2655":
xinetdy2655":
xinetdy2655°7
xinetdy2655
xinetd¥y2655" :
xinetdy2655":
xinetdy2655°7
xinetdy2655":
Su:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:

I |

gmasizslopil)

klogd 1.4.
type=1400
type=1400
type=1400
type=1400
type=1400
type=1400
type=1400
type=1400
type=1400

Reading
Reading
Reading
Reading
Reading
Reading
Reading
Reading
Reading
Reading

included
included
included
included
included
included
included
included
included
included

configurati
configurati
configurati
configurati
configurati
configurati
configurati
configurati
configurati
configurati

xinetd Version 2.3.14 starte
Started working:

1,

alaleglsy

46 hasl112
00 hasl112
23 hasl112

- -
Su:

sshdvy3765"7
root: here

?2 awvailable

{to root) root on fdev/iconsole.
log source
audit{1481361569
audit{14813015069 .
audit{14813015069,
audit{14813015069,
audit{1481361569
audit{1481301509
audit{14813015069,
audit{14813015069,
audit{1481361569

= fproc/fkms
494 :2):
514:3):
584: :
654 :
684 :
F44:
814:

8674 : :
8§94:10):

e e e e e e e S e —

{to root) root on fdev/console.
Accepted keyboard-interactive/
is a critical test message from

: e
PFGI—
PFO7=

* —- Opera
SCROLL PFO2=
UpP PFoB=

10h LALLUL
PFO4=
PF10=

sSsChedule
PFO5=
PF11=

OoF execuUurion
HOLD PFo6=
RIGHT PF12=

(o] [
PFO3= END
PFO9=

FORMAT

DOWN LEFT RECALL

LXSYS5LOG-ZVMVER30 Scroll)

Connected to rernote server/host 9.82.24.129 using port 23

L
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Scenario 1: How Do You Do That?

» For console data

- Make OPMGRML1 the secondary user of OPERATOR and SLESB112
- Via CONSOLE statement in CP directory entry (recommended), or
- Via SET SECUSER command
> For Linux syslog data
Set up TCP/IP listener for syslog data

*

DEFTCPA NAME LNXSYSLG +
TCPUSER TCPIP +
TCPAPPL GOMRSYL +
TCPADDR 000.000.000.000 +
TCPPORT 00514 +
PARM LXSYSLOGO03330417UTF8
- Update TCP/IP configuration to allow Operations Manager to listen for UDP

traffic on the specified port(s)
- Port 514 used here

- Update the Linux guest to send its syslog data to the IP address and port of
your z/VM system

- Refer to white paper on Operations Manager web site for details
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Scenario 2:
Send an Emall if Abend or Fatal Message Occurs

» Watch all monitored consoles for an error message that
Includes the word “fatal” or “abend”

- Message must also contain the word “mail” (for demo purposes
only)
» Send an emaill if one of the words appears on a console
» Dynamically include in the email
- Host name of z/VM system where the error occurred
- User ID that received the error message
- Indicator of whether the word was fatal or abend
- Full text of the error message
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Scenario 2: Detailed Steps

» From any VM user ID:

tell slesb119 this is an abend message from Tracy. S end an e-mail, please.
» From an authorized VM user ID, view the console of
SLESB119:

viewcon slesb119

» Check the inbox of “zvmtools” to see the e-mall
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=] A - DEMOADMN ATS

Fite  Edit Eieu_u Cormmunication

o3 &% ==

éctinn.T ﬂadc-'un' Help :
= %% 2 @

Disconnect

Haost: |9-32-24-125| Part; | 23 LU Mame;
Mug, rM—w.uJgilsu. ol LU 7. Tk
tell sleshk119 this is an abend message from Tracy. Send an e-mail, please
REEdH; T=0.01/0.01 10:36: 04
viewcon slesbl19
RUNNING Z¥YMVER30

ﬁﬂ [Connected to remote server/host 9.62.24,129 usiﬁg pu:ur‘t-ﬂ
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Z{] A - DEMOADMN ATS

File  Edit Miew Commmunication  Actions ﬂ?ndow ﬂel.p
| | 2% BB b 'h|%| &8 @@
Host: [3.82.24.128 port: [23 LU Marme:

10:35: 42 drwxr-xr-x 25 root root 4096 Mar 15 19:30 ..
:35:42 root root 0 0ct 24 2014 .Hauthority
10: 35: 42 root root 9519 Jul 29 06:05 _bash_history
142 druwxr-xr-x root root 4096 Feb 1 2812 .config
42 -rw-r--r-- root root 1332 Nov 23 2005 .exrc
142 root root 4096 0ct 6 2014 _gnupg
' root root 4096 Jul 28 2012 .ssh
142 root root 407624 S5ep 1 22:55 .suse_register. log
142 root root 4096 Jul 31 2012 .swdis
142 root root 4711 Jul 19 19:19 _viminfo
142 druwxr-xr-x root root 4096 0Oct 6 2014 .wvnc
142 druwxr-xr-x root root 4096 O0ct 6 2014 .zypp
42 druwxr-xr-x root root 4096 Jul 31 2012 InstallShield
42 -rw-r--r-- root root 84618 Oct 2014 autoinst.xml
142 druwxr-xr-x root root 4096 May 2010 bin
142 druwxr-xr-x root root 4096 Oct 2014 inst-sys
:4d2 You have new mail in /fvar/mailfroot
:43 hasl119:™ #
:653 * -- Operations Manager VIEWCON session from DEMOADMN entered the foll
free -m
free -m

[y e o I B B S T S T e R

total used free shared buffers
Mem: 2001 686 1315 o 147
-/+ buffersfcache: 259 1742
Swap: o 0] 0
SEWREA =S = B TSR R R R e ERLA
10:36: 04 * MSG FROM DEMOADMN: this is an abend message from Tracy. Send an e-m
10:36: 04 % -- Operations Manager Action EMAIL scheduled for execution -- =
FFRUI= SCRULL FFUZ= Proas ERD Prad= FPruo= HULLD ProG= TURNH]
FPFO7= UP PFOB= DOWRN PFO9= PF10= LEFT PF11= RIGHT PF12= RECALL

SLESB119-ZYMYG6R30 (Scroll)

-ﬁ [Connected to rermote serverfhost 9.62,24.124 using port 23
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Inbox
Abend message on user SLESB11% on

OPMGRM1@GDP4. 9:47 AM

-

OPMGEM1EG0P4.GDPSPLEXWSCLAB WASHINGTON.IBM.ICOFR
SdzAM . (D

IV MTOOL S@ S OH CCOM

Abend message on use. L

Abend message on user SLESB112 on ZVMYAREID : * M5G FECM
DEMOADMMN: this (s an abend message from Tracy, Send an e-mail, please

DO MWOT REPLY - This email was generated by an automated service machine,

Eeply Eeply All Forward Edit as newr
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Scenario 2: How Do You Do That?

Rules in Operations Manager:

*

* Send an e-mail to someone if | see a message cont aining the word

* "fatal" on any monitored console.

* Leave &u and &t as-is. These represent the user | D that had the

* "fatal" message and the text of the message. The se will be included in

* the text of the e-mail.

DEFRULE NAME FATLMAIL +
MATCH *FATAL*mail* +
ACTION EMAIL +
PARM ‘FATAL &u &t’

*

* Send an e-mail to someone if | see a message cont aining the word

* "abend" on any monitored console

DEFRULE NAME ABNDMAIL +
MATCH *ABEND*mail*’ +
ACTION EMAIL +
PARM ‘ABEND &u &t’
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Scenario 2: How Do You Do That?

Action in Operations Manager:
* Sample EXEC provided on 5697J10F 2C2 disk
* Replace “zvmtools at zoho.com" with the e-mail add ress of the user that

* should receive the e-malil.

* Leave &sysname and &p as-is. These represent the n ame of the local
* zIVM system and the parameter passed from the rul e via the PARM
* operand. These will be included in the text of t he e-mail.

DEFACTN NAME EMAIL +
COMMAND ‘EXEC SMTPMSG zvmtools at zoho.com &sysname & p’'+
ENV LVM
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Scenario 3a:
Send an Alert to OMNIbus — Using POSTZMSG

» Watch all monitored consoles for an error message that includes the
word “fatal” or “abend”

- Message must also contain the word “omni” (for demo purposes

only)
» Send an alert to OMNIbus if one of the words appears on a console

- Use POSTZMSG, running on Linux guest
- Do not trigger the action if the message is on this guest
» Dynamically include in the alert
- User ID that received the error message
- Indicator of whether the word was fatal or abend
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Scenario 3a: Detalled Steps

> View “All Events” in OMNIbus
» From any VM user ID:

tell opmgrcl this user is abending at SHARE. Tell OM NIBUS.
» From an authorized VM user ID, view the console of
OPMGRC1:

viewcon user opmgrcl

» From an authorized VM user ID, view the console of the Linux
guest that runs POSTZMSG:

viewcon esmtsl12

> View the OMNIbus console to see the alert

Operational Monitoring and Automation of z/\VM and Linux on z Systems © 2013, 2017 IBM Corporation
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=iA - ATS Demo
File Edit \Miew Communication Ackions  window  Help

By | (% CIRALA R EINETRE ]

Ready; T=0.01/0.01 20:10:47

tell opmgrcl thiz user is abending at ZSHARE. Tell OMHIBUES.
Ready; T=0.01/0.01 20:10:52

[ RUNNING ZVMVERZO
427001

MA =
Hﬁ |Connected ta remate serverjhost 9.62.24.129 using port 23
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=101

File Edit Wiew Communication Actions ‘Window Help

_| %Ill @Fl!@l = w6 etk & 8] @

H hasl1l12: fworkloads . fpostzmsg . CRITICAL -m guest_i=_ab
..:55:16 has1112: fworkloads
00:55:41 cd fworkloads
00:55:41 has1l112: fworkloads
00:56:25% cd fworklocads
0:56:25 hasl112: /workloads

56:27 hasl1112: fworkloads
:58:05 cd Ffuworkloads
:58:05 hasl112: fworkloads
:58:06 haslli12: fworkloads
:91:47 cd fuworkloads
:91:47 hasl112: fworkloads
:01:48 hasli12: /workloads
:02:36 cd fworkloads
102:36 has1l112: fworkloads
102:36 has1l112: fworkloads
:03:32 cd fworkloads
'103:32 hasl112: fuorkloads
:903:32 hasl1112: fworkloads
:94:01 cd fworkloads
:04:01 haslii12: /workloads
1:04:01 hasl1l112: fworkloads
:91:16 cd fworkloads
:@1:17 hasl112: /fworkloads
:01:17 haslii12: fworkloads
105 :33 cd fuworkloads
05 :33 hasl1112: fworkloads
:05:34 haslli112: fworkloads
0700 cd fworkloads
107:00 hasl112: fworkloads
:07:01 hasl112: fworkloads
:07:59 X MEG FROM SINE : test fatal error for omnibus
:12:40 cd fworkloads
:12:40 hasl112: fworkloads
:112:40 hasl112: fworkloads
:13:43 cd fworkloads
:13:43 hasl1l112: fuorkloads
o = R A = e
:10:51 cd fworkloads
:10:51 haslii12: fworkloads
:10:57 hasllil?: Jworkloads

fpostzmsg .cont HWARNING guest_i=_abe

fpostzmsg .cont WARNING guest__i=_abe

. fpostzmsg .cont WARNING guest__is_abe

. fpostzmsg .cont WARNING guest__is_abe

Ffpostamsg .cont WARNING fatal_error_

fpostzmsg eZo.cont CRITICAL -m gue=st_i=_ab

Sfpostzmsg eZo.contT WARNING -m fatal_error_

.fpostzmsg - f eZo.conf CRITICAL -m guest_i=_ ab

.fpostzmsg - f eZo.conf r WARNING -m fatal_error_

i
#
i
#
i
H
#
i
#
i
i
kS
i
#
kS
H
#
i
#
i
i

.fpostzmsg - f eZo.conf r CRITICAL -m guest_i=s_ ab

A postamsg -Ff eo.contT r WARNING -m fatal_error_

EH HH

LB N N (N N O (A N L (W N .

fpostzmseg - eZo.conftT r CRITICAL -m gue=st_i=_ab

N I B HE e b e e b e b b e ek b b e () T

ole
=

ESMTS112 (Scroll)
M.A a 42/001
=3 [Connected to remote serverfhost 9,82,24,129 using port 23 4
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! |§| HetcoolfOMHMIbus Event List : Filter="All Events", View="Default"

File Edit View Alerts Tools

I_I_I_I_‘ ] | All Events 1 | |®, |Default — o2 g = r Top [OFF] % |

mwhtﬁ1 Mmlmstratur Attempt to login as root from host mwhbt61 failed IDEIZI]I]!] 06:19:91 P
hasin2 TEST_EVENT Test message from hasll2 AZrZ2009 02:15:45 P
hasl12 MWETEST Test Messaage f05/2009 05:36:58 P
hasle332 Unix Event List 209522621 @09522621:1.0 process ecz09522621 E09522621:1.0 running on ha| 242009 03:06:55 P

East ATS_A SrvGroup Serverl experiencing problems f20£2009 07:23:37 P
Unix Event List mnibusEventConnector process running on has connected as usemame | A19/2009 09:13:16 P
hasll12 TEST_EVENT Test message from haslll 2 AZf2009 02:19:52 P
RAD:Impact A RAD:Impact process running on has connected as usemame root AZf2009 09:24:32 A
hasle332 JJELD A .LELD process running on hasle332 has connected as usemame root f05/2009 10:44:58 A
RAD:Impact A RAD:Impact process running on has connected as usemame root f05/2009 10:44:19 A
hasl2a TESTEIF test_message from_eif 2 fA3/2008 03:30:51 P

) /

Fl

| 027242009 08:11:30 PM | root | NHCOMS[PRI]

Ho rows selected.
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Scenario 3a: How Do You Do That?

Rules in Operations Manager:

*

* Send an alert to OMNIBUS for fatal errors on cons oles
DEFRULE NAME FATLOMNI +

MATCH “*fatal*omni*’ +

EXUSER ESMTS112 +

ACTION ALRTOMNI +

PARM FATAL
*
* Send an alert to OMNIBUS for abends on consoles
DEFRULE NAME ABNDOMNI +

MATCH “*abend*omni*’ +

EXUSER ESMTS112 +

ACTION ALRTOMNI +

PARM ABEND
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Scenario 3a: How Did You Do That?

Action in Operations Manager:

*

* Call POSTZMSG on a Linux guest to send alert to O MNIBUS
DEFACTN NAME ALRTOMNI +

COMMAND ‘EXEC POSTZMSG &u &p’ +

ENVLVM
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Scenario 3a: How Did You Do That?

POSTZMSG EXEC (excerpts)

[* *

Address Command

Parse arg baduser errtype

if errtype = 'ABEND' then

do

zerrtype = 'CRITICAL'
cmdpart2 = '-m guest_is_abending hostname='baduser
cmdpart4 = 'sub_origin=tcp SCARY_EVENT OpsMgr"'

end
else
do
zerrtype = '"WARNING'
cmdpart2 = '-m fatal_error_on_guest hostname='badus er
cmdpart4 = 'sub_origin=tcp WARN_EVENT OpsMgr'
end

cmdpartl ="./postzmsg -f e20.conf -r' zerrtype

cmdpart3 = 'sub_source=postzmsg origin="baduser

'CP SEND ESMTS112 cd /workloads'

'CP SEND ESMTS112' cmdpartl cmdpart2 cmdpart3 cmdpa rt4
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Scenario 3b:
Send an Alert to OMNIbus — Using SNMP

» Watch all monitored consoles for an error message that includes the word
“abend”

- Message must also contain the word “snmp” (for demo purposes only)
> If this word appears on a console

- Change the message to red and hold it

- Send an alert to OMNIbus, using SNMPTRAP command on z/VM

- Automatically unhold the message after 4 minutes
> Dynamically include in the alert

- |P address of the z/VM system where the error occurred
- User ID that received the error message
- Text of the abend message
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Scenario 3b: Detalled Steps

> View “All Events” in OMNIbus

» From any VM user ID:

tell slesb109 this user is abending. Alert Netcool v la SNMP

» From an authorized VM user ID, view the console of SLESB109 (a
Linux guest):

viewcon slesb109

> Issue some Linux commands so the held message moves to the top

of the screen

df —h
free -m

> View the OMNIbus console to see the alert

> After 4 minutes, view the console of SLESB109 again and notice the
held message has moved off the screen

viewcon slesb109
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=] A - DEMCADMN AI_ .

."Eile Edit _‘-jif.-m-' Cormtridnication  Sctions ﬂindm_u .ﬂelp
B 2% B = (% 2 @
Host: | 9.62.24.129 Port: | 23

e

LU Mame:

Disconnect

id
DEMOADHMN AT ZVHVBR30 V¥IA =*
Poac . T 0 04 /0 a1 40. 40. A8

=

10/

06716 19:48:45 EDT THURSDAY

itell slesbl09 this user is abending.
Ready; T=0.01/0.01 19:49:22

Alert netcool wvia snmp, please.

‘wiewcon slesb109

RUNNING ZVMVBR30

(Connected to rermote sewer;‘.l.'uus;t.g.é 274129 usi.r_'u_g_!_ pa it 23

93
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Z{] A - DEMOADMM ATS

File Echit E!.Et'u'l.-' Qcmmunic.ati:un Actiors ﬂinu{!uw .ﬂelp .
[ 2% B @ % &P &
Host: |9-92-24-129 Part; |23 LU Marme;

19:41:48 Mem: 2001 1061 940 144

19:41:48B -/+ buffers/cache: 261 1740

19:41: 48 Swap: o) 0] o

19:41:48 hasli109:™ #

19:41:51 * -- Operations Manager VIEWCOMN session from DEMOADMMN entered the foll

19:41:51 df -h

19:41:51 df -h

19:41:51 Filesystem Size Used Avail Use® Mounted on

119:41:51 fdev/mapper/System-system 166G 126 4.0G 74% 7

19:41:51 udev 1001M 136K 1001HM 1% /dew

19:41:51 tmpfs 1001HM 0 1061M 0% /sdev/shm

19:41:51 /dev/dasddl 68HM 26HM 394 40% /boot

19:41:51 hasl1109:™ #

19:41:52 * -- Operations Manager VIEWCON session from DEMOADMN entered the foll

19:41:52 free -m

19:41:52 free -m

19:41:52 total used free shared buffers

19:41:52 HMem: 2001 1061 940 o 144

19:41:52 -/+ buffers/cache: 261 1740

19:41: 52 Swap: o) 0] o

19:41:52 hasli109:™ #

19:46:18 * -- Operations Manager VIEWCOMWN session from DEMOADMMN entered the foll

19:46: 18 netstat -an grep 50000

19:46: 18 netstat -an grep 50000

e e 2o o T AT P

19:49:22 =x* M5G FROM DEMOADMM: this user is abending. Alert netcool wvia snmp. |p
- - *l

19:49:25 % -- Operations Manager Action SHMPALRT scheduled for execution
T O, o g peEr gt IanG manager netIon onNnoCy L= oa B b= e L - e ) e - b e
PFO1= SCROLL PFO2= PFO3= END PFO4= PFO5= HOLD PFO6= FORMAT
FPFO7= UFP FFOB8= DOWHN PFO9= FF1B= LEFT FF11= RIGHT FPF12= RECALL

SLESB108-ZVMVBER30 (Scroll) l
J1/001

[Connected to remate server/hast 9,52.24,129 using port 23
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=] A - DEMOADMN ATS = [E\| =&

Eile Edit Miew Cormmunication  Actions  Window Help

| (%] @M w %% & @O

Host: | 9.82.24,129 Port: | 23 LU Marne: | Disconnect
19:49:22 =x M5G FROM DEMOADMN: this user is abending. Alert netcool via snmp, p
19:49: 25 * -- Operations Manager Action UNHOLD scheduled for execution -- =

T oo l0 o gpergrione manager YICHCON sooolion Trom DEMORDN. entereg e ftorte
19:53:16 free -m

19:53:16 free -m

19:53: 16 total used free shared butfers cac
19:53:16 HMem: 2001 1061 940 0 144
19:53:16 -/+ buffersfcache: 261 1740
19:53: 16 Swap: 4] 4] 0
]5 53 16 hasl169:~ #

:21 * -- Operations Manager VIEWCON session from DEMOADMH entered the foll

19:53:21 df -h
19:53:21 df -h

19:53:21 Filesystem Size Used Avail UseX Mounted on

19:53:21 fdev/mapper{System-system 166G 126 4.06 7F4% /

19:53:21 udev 1001M 136K 1001M 1% fdew

19:53:21 tmpfs 1001M 0 1001M 0% /dev/ishm

19:53:21 /fdewv/dasddl 68HM 26HM 39M 40% /boot

19:53:21 hasli109:™ #

19:53:26 * -- Operations Manager VYIEWCON session trom DEMOADMN entered the ftoll

19:53:26 df -h
19:53:26 df -h

19:53:26 Filesystem Size Used Avail UseX Mounted on

19:653: 26 Ffdev/mapper/{System-system 166G 126G 4.0G 7F4% /

19:53: 26 udev 10601M 136K 1001M 1% /fdevw

19:53:26 tmpfs 1001M 0 1001M 0% /dev/ishm

19:53: 26 /dewv/dasddl 68HM 26HM 39M 40% /boot

19:53:26 hasl109:™ #

PFOl1l= SCROLL PFO2= PFO3= END PFO4= PFo5= HOLD PFo6= FORMAT
PFOT= UFP PFo8= DOWN PFO9= PF10= LEFT PF11= RIGHT PF12= RECALL

SLESB109-Z¥YMYER30 (Scroll)
Hie

:i-m Connected to remote server/host 9.82.24,129 usi.ﬁg pur‘f23
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hasle327 ( 0.82.38.28 } - service mode o= (Bl | =
B 5 e gon At B % H Y |
iy, Nek:onlﬂ}r-iﬂlhus Event List : Alter="all Events", View="Defauft" = Iﬁ’ Iﬂ -+
File Edit View Alerts Tools Help | |
S8 1B S| # A Events || @ |Defaut ~|| & @ 1| F|TeplOFF] [0 | @
Mode Alert Group Surmrmary Lazt Decurrence
'35.’82'24'.1 29 ZNM SNMF‘ Usend SLESE'I EIE! this uger is abending. Alert neteool via snmp, please, 'I'Da"E.-"EEI'I__Er -?: 48:5;1
Azl 04 FROBLEM EVEM Problem haz occuired 005, ; Frablem
ST_ESEH 13 SCARY_EWENT “auest_iz_abending BJ4H2EI'TEEI !14 EIQ .~'1'«M 1 ‘Problem
aBz24129 Genernic Cold Start - TABA20TE6 12644 P 8 | TepeMot5et
193876 | Generic | Egp Meighbour Lass | BA/2MEI0T288M | 5 | TepeMot3et | |
EI 82 24 129 | Genenz __[ Authentication | F".-‘2EI;"2EI‘I 5 12 57 3EI 2 | Twpe Mot Set |_|
__[ljyyser -EVEM]T | quest_1z nnrmﬁl | A | Problem 1|
| hasle327 [ ish ANT istE2009260000000326 process: funning on hasle327 has connected s usetha.... 1| Problem
hiasle327 Wﬁmﬂa Event List CENT Ev@q} Lish@2009260000000326 process mmrg on hasled27 has connected as usenam.. | 10/5/201 E’I o: ’&'? o 1 Problem:
8224129 Generic Link Up F52ME4E250.. | 4 | TypeMotSet
ESMTS108 WARM _EVEMNT ftal_ern:ur_u:un_guest : 8.»'5.-"2015 3.00:47 ... _ b Prablem : 2
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Scenario 3b: How Do You Do That?

Rule and actions in Operations Manager:

*

* Send an alert to OMNIbus using SNMP for abend msgs o n consoles
DEFRULE NAME ABNDSNMP +
MATCH “*abend*snmp*’ +
ACTION SNMPALRT
*
DEFACTN NAME SNMPALRT +
COMMAND ‘EXEC SNMP20OMN &U &T’ +
INPUT CPI,HLD +
ENV SVM +
NEXTACTN UNHOLD +
NEXTDELY 03:30
*
DEFACTN NAME UNHOLD +
COMMAND ‘ALTRCON USER &U MATCH “*abend*snmp*” ELA  PSED 180 HLD N’ +
ENV GOM

Operational Monitoring and Automation of z/\VM and Linux on z Systems © 2013, 2017 IBM Corporation
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Scenario 3b: How Did You Do That?

SNMP20OMN EXEC

/* SNMP2OMN action routine for Operations Mgr */
Trace Off

Address Command

Parse Arg user junk ":" msgtext

msgtext2 = "Userid' user': ' msgtext "

[* Send message */
'SNMPTRAP TRAPE 1.1 number 30 1.2 text "UXZVMO001" 1.3 text’ msgtext2 'ent 1.3.6.1.4.1.9545.6'

Exit rc

Operational Monitoring and Automation of z/\VM and Linux on z Systems © 2013, 2017 IBM Corporation
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Scenario 3b: Additional Steps Required on z/VM

» SNMPD user ID configured and running

» Update files on TCPMAINT 198 disk
- Add OMNIbus IP address to SNMPTRAP DEST file
- Open SNMPD and SNMPQE ports in PROFILE TCPIP
- Update SNMPMIBX TEXT section of MIB_EXIT DATA

» Give OPMGRM1 and OPMGRSnN access to SNMPTRAP
command

- On TCPMAINT 592 disk

Operational Monitoring and Automation of z/\VM and Linux on z Systems © 2013, 2017 IBM Corporation
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Scenario 3b: Additional Steps Required on OMNIbus

» Install the IBM Tivoli Netcool/OMNIbus SNMP Probe
- Install it on same platform as target OMNIbus server
» Customize operational information in the probe properties
(mttrapd.props)
- Listening port, heartbeat interval, mibs and mibs locations, etc.
» Customize the probe rules (mttrapd.rules)

- Map variables created by the probe (from data extracted from the
SNMP trap) into the desired OMNIbus event fields
- Default mappings for the SNMP generic traps (trap types 0-5)
- Enterprise-specific traps (trap type 6) require customization
» Documentation for installation and customization

- IBM Tivoli Netcool/OMNIbus SNMP Probe Reference Guide
(SC23-6003-04)
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Scenarios 3a and 3b — POSTZMSG vs SNMP

» Using POSTZMSG
- Can direct the alert to only the IP address(es) you specify

- Need a Linux guest running and logged on that can run POSTZMSG and
must be on the same z/VM system

Can be overcome by using a socket interface to send POSTZMSG command
to the guest

 Limit of 160 characters on POSTZMSG command sent to Linux guest
(using CP SEND)

Can't always send full text of message

Can be overcome by using a socket interface to send POSTZMSG command
to the guest

» Using SNMP
« No requirement for a Linux guest. SNMP runs on z/VM.
« No limit on message size
- All SNMP alerts on z/VM go the same set of IP addresses

Operational Monitoring and Automation of z/\VM and Linux on z Systems © 2013, 2017 IBM Corporation




IBM z Systems

Scenario 4a: Send a Message if Spool Usage is Too H igh on Any
Member in an SSI Cluster

» Operations Manager monitors the spool usage (percent full) on each member of a
cluster

- For demo purposes, spool monitor is currently suspended
- We’'ll dynamically resume (re-activate) the spool monitor
Must reactivate on each member of a cluster

- Demo monitor requires spool to only be 5% full

Usage exceeds the specified limit

Automatically send a message to a central console for the entire cluster
- Send a maximum of 3 messages per hour
» Message includes the member name and % full

For demo purposes, suspend (de-activate) the spool monitor on each member when
complete

Demonstrate which spool files are visible on each member, including sorting and
purging files.

\74

\74

\74

\74
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Scenario 4a: Detalled Steps

> From a user ID with Operations Manager privileges on member 1.

gomcmd opmgrml resume spool spflimsg
smsg opmgrml at tivip32 resume spool spflimsg

> View the list of spool files, including sorting, viewing, and purging
files:

viewspl

> View the central console for the cluster to see warning messages
from each member:

viewcon operdemo

> From a user ID with Operations Manager privileges:

gomcmd opmgrml suspend spool spflimsg
smsg opmgrml at tivip32 suspend spool spflimsg

Operational Monitoring and Automation of z/\VM and Linux on z Systems © 2013, 2017 IBM Corporation




IBM z Systems

Scenario 4a: Detalled Steps

» From member 1, send a spool file to a single configuration
and a multiconfiguration user:

sendfile test3 file a demoadmn operator

» From member 1, send a spool file to a multiconfiguration user
on member 2:

sendfile test32 file a operator at tivip32

» From a user ID with Operations Manager privileges on
member 1, view spool files for that member:

viewspl

» From a user ID with Operations Manager privileges on
member 2, view spool files on that member:

viewspl
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={] A - TIVLP2 Pak - [43 x 80]

Eil_e E_"-fi_it Ei.ex.rt_r Qm_"m.'r.u_mica_t.i_an _E_\cticnrls ﬂir.lqﬂm-f I_jelp_
B 2% BB E %% 2l &

129.33,196,112 Port: | 23 Disconnect |

Ready; T=0.01-606.062 19:638:55

gomcmd opmgrml resume spool spfllmsg

Ready; T=0.01,-606.61 19:69:05

smsg opmgrml at tiv1ip32 resume spool spfllimsg
Ready; T=0.01-606.61 19:69:14

RUNMNING

5 A
!ﬂ_“ ?Cﬂnected thiu_!:__;_h TLEL.0 to secure rermote serverfhost 129,33,196.112 usin_g_ part 22
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2] A - TIVLP3 Pok - [43 x 80)

File  Edit iew Windous

B3 2% BE| @ %% 2 &
Hast: | 129.33.196.112 ot (20

Suystem: TIVLP3 S50% Used
6.9G6

Communication  Sctions Heip

LU Marme

[iscopmect !

Rl o 5

8% U=sed
1655640

Files: 563

Max:

Spool:
Max :

Cmd

Qwner

BKRADMI
BKRADMI
BKRADMI
BKRADMI
BKRADMI
BKRADMI
BKRADMI
BKRADMI
BKRADMI
BKRADMI
BKRADMI
BKRADMI
BKRADMI
BKRADMI
BKRADMI
BKRADMI
BKRADMI
BKRADMI
BKRADMI
BKRADMI
BKRADMI
BKRADMI
BKRADMI
BKRADMI
BKRADMI
BKRADMI
BKRADMI
BKRADMI
BKRADMI
BKRADMI
BKRADMI
BKRADMI
BKRADMI
BKRADMI
BKRADMI
BKRADMI
BKRADMI

Z2ZZZZZZZZZZIZZZZZZIZIZIZZZZIZZIZIZZZZZIZIZIZIZZZ

File
Gea5
Geo9
G113
o017
0021
0625
029
0633
Be37
0041
G645
0049
0053
0657
0661
06665
o9
G673
G777
0081
0085
06689
0693
0a97
G101
G105
G169
0113
0117
0121
0125
0129
3133
8137
G141
0145
0149

il

A A A A A A A A A A A A A A A AT DD DA A A A A A A A A A A A==

QUE
RDR
RDR
RDR
RDR
RDR
RDR
RDR
RDR
RDR
RDR
RDR
RDR
RDR
RDR
RDR
RDR
RDR
RDR
RDR
RDR
RDR
RDR
RDR
RDR
RDR
RDR
RDR
RDR
RDR
RDR
RDR
RDR
RDR
RDR
RDR
RDR
RDR

TYP
CON
CON
CON
CON
CON
CON
CON
CON
CON
CON
CON
CON
CON
CON
CON
CON
CON
CON
CON
CON
CON
CON
CON
CON
CON
CON
CON
CON
CON
CON
CON
CON
CON
CON
CON
CON
CON

Size
iHM
ZOK
24K
4K
12K
24K
4K
24K
4K
24K
4K
24K
20K
4K
24K
4K
4K
4K
4K
4K
24K
4K
24K
4K
24K
4K
24K
4K
24K
4K
24K
4K
24K
4K
24K
4K
24K

Hold
MOMNE
MONE
MONE
HONE
HONE
HONE
HMONE
NHONE
MOMNE
MONE
MONE
HONE
HONE
HONE
HMONE
NHONE
MOMNE
MONE
MONE
HONE
HONE
HONE
HMONE
NHONE
MOMNE
MONE
MONE
HONE
HONE
HONE
HMONE
NHONE
MOMNE
MONE
MONE
HONE
HONE

Date
GF 04
G914
G9-14
G914
G915
G915
G915
69,15
G9-15
G9-15
G9-15
G915
G915
69,15
@916
G916
G9-16
G9-16
G9-s16
G916
G917
G9-,17
@918
G9.-18
G9-18
G9-18
G9-s19
G9-s19
G920
69,20
e9s,21
9,21
G9r22
G9r22
G9r-23
G923 7
09,241

B T T T T T T T W N

1
1
1
1
1
1
i
i
1
1
1
1
1
1
i
i
1
1
1
1
1
1
i
i
1
1
1
1
1
i
i
i
1
1
1
1

OO OOOOOOOOOOOOOOOOOOO OGN

Name

TESTBKUP
TESTBKUP
WORKER
TESTBKUP
WKLYBKEUP
WORKER
WKLYBEKUP
WORKER
WKLYFULL
WORKER
WKLYFULL
DALY IMCR
WORKER
WKLYFULL
WORKER
WORKER
WORKER
WORKER
WORKER
DALY IMCR
WORKER
WKLYFULL
WORKER
DALY INCR
WORKER
DALY INCR
WORKER
DALY IMCR
WORKER
DALY IMCR
WORKER
DALY INCR
WORKER
DALY INCR
WORKER
DALY IMCR

Type

20166914
20166914
OQUTFUT
20160914
20160915
OUTPUT
20160915
QUTPRPUT
20166915
QUTPRPUT
20160915
20160915
OUTPUT
20160916
OUTPUT
QUTPRPUT
QUTPUT
QUTPUT
OQUTFUT
20160917
OUTPUT
20160918
OUTPUT
20166918
QUTPRPUT
20166919
OQUTFUT
20160920
OUTPUT
20160921
OUTPUT
201660922
QUTPRPUT
20166923
OQUTFUT
20160924

PFO1i= HELP
PFO7= UP

5750

PFO2=
PFOE=

YIEW
DOWN

PFO3=
PFO9=

END PFO4=

PFi0=

SORTA PFOG=
RIGHT PF12=

SORTD
|=EFT

05/, 001
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2] A - TIVLP3 Pok - [43 x 80]

File:  Edit AMisw Communication  Actions  Window  Help
B B 2% BlE = ) & e

Host: | 12833195112 Port | 22 LU Marre:

Syuystem: TIVYLFP3 Spool: SO% Files: 0% Used 1 oFf 563
Max: B . Max: 1655640

Cmd Owner File C
WAYEWRKS XOH52
TCPIP *¥0001
S5LO00001 0001
PERFSVYHM 0112
PERFSVYHM 0114
PERFSVYHM 0115
PERFSVYM 2116
PERFSYHM 0117
PERFSYHM o697
PERFSVYHM 0113
PERFSVYHM 0118
PERFSVYHM 0098
PERFSVYHM 0110
PERFSVYHM 0111
PERFSYHM 0163
PERFSYHM 0104
PERFSVY¥HM 0165
PERFSVYHM 0107
PERFSVYHM 0169
PERFSVYHM 0101
PERFSVYHM 0106
PERFSVYHM 0108
PERFSYHM 0160
PERFSYHM o699
PERFSVYHM 0162
PERFSVYHM 0696
PERFSVYHM 0e95
PERFSVYHM 0091
PERFSVYHM 0094
PERFSVYHM Qo090
PERFSYHM 0693
PERFSYHM o692
PERFSVYHM 0689
PERFSVYHM 06e82

]

QUE TYP Hold Date Time

PRT COHN NOME ©7-28/-16 08:.:42

PRT COMN NOME O7..04/-°16 12:32

PRT COMN MOME O7..04/°16 12:32

PRT PRT MONE 1070116 00:01 FCOMMOM
PRT PRT HMONE 100316 00:01 FCONMON
PRT PRT NONE 1070416 00:01 FCONMOMN
PRT PRT MONE 1005716 Q@001 FCOMNMMONM
PRT PRT NOMNME 1006716 0001 FCONMMON
PRT PRT NOMNME 99716716 00 .01 FCONMMON
PRT PRT MONE 10702716 00:01 FCOMMOM
PRT PRT MONE 10707716 00:01 FCOMMOM
PRT FPRT HNONE 0909717716 00:01 FCONMOMN
PRT PRT HMONE 09729716 00:01 FCONMON
PRT PRT NONE 0973016 00:01 FCONMOMN
PRT PRT NONE 09722716 00 .01 FCONMMON
PRT PRT NOMNME 09723716 00:01 FCONMMON
PRT PRT MONE 092416 00:0601 FCOMMOM
PRT PRT MONE ©9/°26/716 00:01 FCOMMOM
PRT PRT MONE ©9/°28/716 00:01 FCOMMOM
PRT PRT NONE 0972016 00:01 FCONMOMN
PRT PRT HMONE 09725716 00:01 FCONMON
PRT PRT NONE 09727716 00:01 FCONMOMN
PRT PRT NOHNE 09719716 00 .01 FCONMMON
PRT PRT NOME 09718716 0001 FCONMMON
PRT PRT MONE 909721716 00:01 FCOMMOM
PRT PRT MONE ©9/°15/°16 00:01 FCOMMOM
PRT PRT MONE 09714716 00:01 FCOMMOM
PRT PRT HNONE 0971016 00:01 FCONMOMN
PRT PRT HMONE 0909713716 00:01 FCONMON
PRT PRT HNONE ©099/709/7°16 Q0:01 FCOMNMOM
PRT PRT NOMNE 09712716 00 .01 FCONMMON
PRT PRT NOMNME 09711716 0001 FCONMMON
PRT PRT MONE ©9/7°08/°16 00:01 FCOMMOM
PRT PRT MONE ©9/7°01/°16 00:01 FCOMMOM
PERFSVYHM 0683 PRT PRT MONE ©9/°02/716 00:01 FCOMMOM
PERFSVYHM 0086 PRT PRT NONE 09705716 00:01 FCONMOMN

PERFSYHM o7 PRT PRT NOME ©98-25/16 00:01 FCONON .
PF@1= HELP PFGZ= YIEW PFO3= PFO4= PFOS= S0RTA PFGB= &
_PFO7= UP PEF@B= DOWN PFG9= PF1G= LEFT PF1ii= RIGHT = =

n
Wb
Qe
=

-
e
T
m

ettt et sl ol e o o ettt sttt sl ol ol el o
LA nnnnnnAunnnunnnnnnnem
e e e e e
e o o B e B R B R e B e e e e B e R e e e e S N
ZZZZZZZZZZIZZZIZIZZIZIZZZZIZZZZZIZZZIZIZZ
ooOnooooOoooOnooOoooOOooOOoooOnOoonn

o o R e e . e R e o - e e s e e v e e o e o v e e o e e o R R e F
=
o

P e e el i ke e el el ol e e i ek b e

ol el e W el R el el R G el R el el S N e R el el T R e e el e
ZIIIIIZTIIIIIZIZIIZIIIIIIZIIIIIIIIZIIIX

m
s
o
a
-
=

256

Operational Monitoring and Automation of z/\VM and Linux on z Systems © 2013, 2017 IBM Corporation




IBM z Systems

=] A - TIVLP3 Pok - [43 x 80]

File Edit Miew Cofnmunication  Sctions Window  Help

o S B E @ s 2 @

Host: | 120.33.106.112 Port | 22 LU Marme:

Syustem: TIYLP3 Spool: 50% U=sed Files: 0% Used 1 af 563
Max: 6.9G Max: 1655640

]

Cmd Owner
OPERATHNS
OPERATHNS
OPERATOR
DTCYSW1
DTCVYSWZ2
¥YSMGUARD
TCPIP
ISPYHM
SSLDCSSHM
S5L00001
S5LO0002
SS5LO00O3
S5LO0O0O4
SS5LO00OS
YSMWORK1
YSMUWORK?2
YSEMUWORK3

QUE TYP Size Hold Date Time Hame Tuype

RDR 0K NONH ©7-04-/16] 12 :32 HCPDUMP

RDR DHMP 0K NOMH ©7-04-16] 12 :372 CPDUMP CPDUMP

PRT CON 812K HNONE =g 12:32

PRT COHN 24K MNONE ©7-04-16 12:32

PRT COHN 44K NONE ©7-04/16 12:3%2

PRT COHN 28K MNONE ©7/04-16 12:3%

PRT COMN 38M MONE ©7./04-16 12 :3%

PRT COHN ZOK MNONE ®©7-04-16 12:32

PRT COHN 20K NONE ©7-04/16 12:3%2

PRT COHN 25M NONE ©7-04-16 12:3%2

PRT COM iM NOME ©7-04-/16 12 :3°%2

PRT COHN 528K NONE ©7-04-16 12:3°2

PRT COHN S6K NONE ©7-04-16 12:32

PRT COHN 28K NONE ©7-04-16 12:3%2

PRT COM BOK MNONE ©7/04-16 12:33

PRT COHN 28K MNOMNE ©7-04-16 12:33

PRT COHN 24K MNONE ©7-04/16 12:33

PRT COHN 190K HNONE ©7-04-16 12:33

PRT COM 24K MONE ©7/04-16 12:33

RDR COHN iM NOME ©7/04/16 12 :33

PRT COHN ZOK MNONE ©7-04/16 12:33

PRT COHN 20K NONE ©7-04-16 12:33

PRT COHN 20K MONE ©7./04-16 12:33

PRT COMN 20K MNONE ©7-04-16 12:33

PRT COHN 24K MNONE ©7-04/16 12:33

PRT COHN 124K HONE ©7-15-16 07:06

PRT CON 543M NONE ©7-28-16 08:4%2

PRT COMN 11iM MONE ©7/2B-16 08:4%

PRT COHN 11M HONE ©7-/28/16 08:42

PRT COHN 32K NONE ©7-29-16 14:1%2

PRT COHN 32K NONE ©7-29-/16 14:1%2

PRT COMN 36K MONE ©7-29-16 14:13

RDR COHN 8K NOME ©7.-29/16 14:13

RDR COHN 8K NONME 0729716 14:14

RDR COHN 20K NONE ©7-29-/16 14:14
ICO9LO1 PRT COHN 32K MNONE ©7.29/16 14:14
ICO6LO1 *¥0001 PRT CON 36K NONE 072916 TH 10 @ om—

PF@1= HELP PFO2= YIEW PF@3= END PFO4= PF®5= SORTA|] PFOG6= SORTD

PFO@7= UP PFOS8= DOWN PFO@O= PF10= LEFT P ———— PE1Z=

ol i : — _ I _ _ 24,/006
4256 |Connected through TLE1.0to secure rernote server/host 129,33,196,112 using port 22

DTCSMAPI
purgeBKRADMIN
¥YSMREQIN
YSMREOQOIG

21U
¥YSMEVSRY
ZHCP
SMTP
WAYEWRKS
WAYEWRKC
WAYEWREKL
ICisLe1
ICioLO1
ICO7LO1
MAINTG3Q
MAINTG63Q
MAINTGE3 O

B L o I I o Bt B e e e e e e e P Y Y =
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Z[ A - TIVLP3 Pok - [43 x 80]

File 'Edit  Wiew Qnmrr.unir._a-‘.ian Actions ﬂin_du'_w Help
B 2% B = %k & e
Host: [120.33.105 112 port: [ 22 LU Narme:

Sustem: TIYLP3 Spool: 5% U=sed Files: 0% U=sed 1 of 562
Max: 6.9G Max: 1655640

Cmd Owner File C
OPERATHS XQOO01
OPERATHS xX0002
OPERATOR *x0001
DTCVYSW1 *¥0O01
DTCVYSWZ *¥0O01
YSHGUARD X0001
TCPIP XQOO1
ISPVHM *¥0001
SS5LDCSSHM *x0001
SS5LO00e1 *¥0O01
SS5LOGOOG2Z *¥0O01
SS5LOGOOG3 *X0001
SSLOOOGY XQOO1
S5LO0065 *¥0001
YSMWORK1 *x0001
YSHWORK?Z2 *¥0OO1

]

QUE TYP Size Hold Date Time Hame Tupe
RDR OK HNONE 0704716 12 .32 HCPDUMP
RDR DHMP OK HNONE 070416 12 CPDUMP CPDUMP
PRT COMN B12K HNONME O7/704/°16 12
PRT CON Z4K NONE 9770416 12
PRT COHN 44K NONE ©7-04/-16 12
PRT COHN ZBK NONE 0770416 12
PRT COMN 38M NONE 0704716 12:
PRT COM Z0K MNOMNME 0704716 12:
PRT COMN 20K MNMOMNME 0704716 12:
PRT CON Z25M NONE 9770416 12
PRT COHN iM NONE ©7-.04/-16 12
PRT COHN 528BK HNHONE 07-04/16 12
PRT COMN S6K NONE 0704716 12:
PRT COM Z2BK MNOMNE 0704716 12:
PRT COMN 860K NOMNE 070416 12:
PRT COHN ZBK NONE ©7-04/-16 12
PRT COHN 24K NONE ©7-04/-16 12
PRT COHN 100K NONE O7-04,-16 12 :
PRT COMN 24K NONE 0704716 12:
PRT COM 20K NMOMNE 070416 12:
PRT COMN 20K MNMOMNME 0704716 12:
PRT COHN ZO0K NONE 070416 12
PRT COHN ZOK NONE ©7-04/-16 12
PRT COMN 24K NONE 0704716 12:
PRT COMN 124K HONE O©7-715716 07
PRT COM 543M MONE O7/728B-16 08.:
PRT COMN i1iM MNOME ©7/28-16 08:
PRT COHN iiM NONE ©7-28-16 08:
PRT COHN 32K NONE ©7-/29/716 14
PRT COMN 32K NONE 0729716 14:
PRT COMN 36K NONE 0729716 14:
RDR COM BK MONE 0729716 14.
RDR CON BK HNONE ©7/-29716 14
RDR CON ZOK NONE ©7/29/-16 14
PRT COHN 32K NONE ©7-/29/-16 t

ICOELO1 xX0001 PRT COMN FJ6K HNONE 077297106

PATRICIA xX0009 PRT CON 28K HNONE 087017106
PF&i1i= HELP PFO2= ¥YIEW PFG3= EHND PFGO4=

up PFO8= DOWN PFO9= PF1i9= LEFT

5]
]

FTPSERYE *0001
DTCSMAPI *0001
¥YSMREQIN *¥*0oo1
¥YSMREQIG *0oeo1i
W

WU WOUULWWLWLWWL
WWWWLWWRMMMBMMRRRMRR R

YSMEYSRY *0001
ZHCP o1
SMTP *0031
WAYEWRKS *0R52
WAYEWRKC *0e44
WAYEWREKL *0135
ICi18LO1 *0001
IC10LO1 *0001
ICo7LO1 *0001
MAINTG630 0569
MAINTG630Q 0565
MAINTGE30Q 0537
ICesLe1l *0001

HA A A A A A A A A A A A A A A A A A A A A A A A A A A4 T O
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2 A - TIVLP3 Pok - [43 x 80] = | = L

File:  Edit Miew Communication  Actions Window  Help

DD 2 BE = % 2| @/

5| &

Host: | 120.33.196.112 Part: | 22 LU Marre:
15:59:00 Ready; T=0.901/90.01 185:59:00
19:08:18 * -- Operations Manager ¥IEWCON =session from DEMOADMN entered the foll
19:e8:18 id
19:608:18 OPERDEMO AT TIVLFP3 YIifAa * 1007716 19:08:18 EDT FRIDAY
19:908:18 Ready; T=0.091,9.01 19:08:18
19:08: 20 % -- Operations Manager YIEWCON smession from DEMOADMM entered the foll
19:08:!20 g names
1908209 TDLHXGOZ - 85I , TDLHXO1 - 5855I , DIRMSATZ - 551 , DATAMOYZ - 551
1960820 WAYET - DSC , DOCKER1 - DSC , TS5HM1 - DSC , WAYE - DSC
19:608:29 DASH - DSC , RHEL3 - DSC , RHELZ - DSC , RHEL1 - DSC
190829 LOHCOST - DSC , ¥SMEYSRY - DSC , ¥SMREQIU - DSC , ¥SMREQI6&e - DSC
19:6068:29 ¥SMREQIN - DSC , DTCSHMAPI - DSC , BKRSYSFS - DSC , FTPSERYE - DSC
19:08: 2090 ¥SMWORK3 - DSC , ¥SMWORKZ - DSC , ¥SMWORK1 - DSC , S5Lo0eO5 - DSC
1968209 55Le0004 - DSC , S5Lee063 - DSC , SS5Lee0EZ - DSC , S5LOoee61 - DSC
19:608:29 SSLDCSSM - DSC , ISPYH - DSC , DATAMOYE - DSC , TCPIP - DSC
19:08:209 GCS - DSC , ¥SMGUARD - DSC , DIRMAINT - DSC , DTCY¥SW?Z2 - DSC
19608 .29 DTCYSW1 - DSC , ¥HMSERYP - DSC , ¥YMSERYR - DSC , ¥MSERYU - DSC
19:08:29 YMSERYS - DSC , OPERSYMP - DSC , DISKACHT - DSC , EREP - DSC
19:8:29 OPERATOR - DSC , DEMOADHMH -LOOGG4, BKRCATLG - DSC , BKRBKUP - DSC
19606829 OPMGRS3 - DSC , OPMGRSZ - DSC , OPMGRS1 - DSC , OPHMGREM1 - DSC
19:608:29 OPSS¥S5FS - DSC , RMSHMASTR - DSC , TCLM1 - DSC , TCDMH - DSC
190829 TCTHH - DSC , THMLMiCAT - DSC , THMDMMCAT - DSC , PATCLONME - DSC
19:68:20 RHELS - DSC , ICOZLO1 - DSC , ICO3LO1 - DSC , ICo5Le1 - DSC
19:608:209 1C04LO1 - DSC , ICO1iLO1 - DSC , IC20OLO1 - DSC , IC11iLo1 - DSC
190829 I1C19LO01 - DSC , ICi5L0e1 - DSC , ICOBLO1 - DSC , IC1i6L¢91 - DSC
1906820 IC13LO1 - DSC , IC1ZL01 - DSC , ICi14L0G1 - DSC , ICi7Lo1 - DSC
19:08:29 PATRICIA - DSC , ICo6LO1 - DSC , ICOI9LOe1 - DSC , ICO7Le1 - DSC
1908209 ICi1oLOe1 - DSC , ICi8LO1 - DSC , WAYEWRKL - D5C , WAYEWRKC - DSC
19:6068:29 WAYEWRKS - DSC , RHELA4 - DSC , SHTP - DSC , RACFDEMO - DSC
19:08:29 PERFSWYHM - DSC , LHXTEST - DSC , TCPDEMO - DSC , DIRMDEMO - DSC
19:68:2¢ OPERDEMO - DS3C
19:08:29 Ready; T=0.901/90.01 19:08:20
19:08:21 * -- Operations Manager ¥YIEWCON =ses=sion from DEMOADMN entered the foll
19:98:21 id

| B TIim . 10067716 19:08:21 EDT FRIDAY

19:908:21 Ready; T=60.01,090.01 19:08:21

19:10:00 Spool is 57% full on TIVLP32
19:10:00 Spool is 56% full on TIVLP3

e

PF&1= HELP PFG@2= SCROLL PF93= END PFO4= PFG5= HOLD PF@6= FORMAT
PFe7= UP PFOGB= DOWN PFR9= PF1G= LEFT PR11="RIGHT PP12=_RECALL
OPERDEMO-TIYLFE3 [(Scroll])

(5256 [Connected fhraugh TLS1.0 to secure remate server/host 129,33,196,112 using pa&éi
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2] A - TIVLP3 Pok - [43 x 80]

File Edit- Wiew Communications Actions Mindowe Help

B DR 2% BE =@ b 2 el

Host; [ 120.33.186 112 Part: | 22 LU Harne;

id
DEMOADMHN AT TIVYLFPF3 ¥IA R3CS 19018716 21:12:47 EDT

o e o e g Fw Ao - —

sendfile test3 file a demoadmn operator

File TEST3 FILE Ai =s=ent to DEMOADMH at TIY¥LP3 on 1e-18-1
File TEST3 FILE Ai1 =ent to OPERATOR at TIVYVLP3 on 161871
2 files have been sent

zsendfile test32 file a operator at tivlip3Zz
File TEST3Z FILE Al sent to OPERATOR at TIYLP3Z on 1018716 21:14:46
Ready; T=0.01/0.01 21:14:46

From TIY¥LP32: DMTAXM1041 File (0006) spooled to OPERATOR -- origin TIYLP3(DEMO
ADMM]) 1018716 21:14:45 EDT

viewspl

g N HLERG i LA

Ml
256
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=] A - TIVLP3 Pok - [43 x 80]

Fite  Edit Miew Communications Actions Window Help

B P B @ %% 2 @

Haost:

129,33.196.112

Part: | 22

LUNmmﬂ

Disconnect

Cmd

System:

Quner

BKRADHMI
BKRADHMI
BEKRADHMI
BEKRADMI
EKRADHMI
BEKRADHMI
BKRADHMI
BKRADHMI
BEKRADHMI
BEKRADHMI
EKRADHMI
BKRADHMI
BKRADHMI
BKRADHMI
BEKRADMI
BEKRADHMI
EKRADHMI
BKRADHMI
BEKRADMI
BKRADHMI
BEKRADHMI
BEKRADHMI
BKRADHMI
BKRADHMI
BEKRADHMI
BEKRADMI
EKRADHMI
BEKRADHMI
BKRADHMI
BKRADHMI
BEKRADHMI
BEKRADHMI
EKRADHMI
BKRADHMI
BKRADHMI
BKRADHMI
EKRADMI

ZZZZZZZZZZZZZZZZZZZI L ZZZZZIZZZZZZZZIZZZZ

TI¥YLP3

File C
oQe9
0013
217
o021
0025
0029
033
37
2041
0045
o049
053
057
2061
6065
0069
0073
QO77
o081
e85
o089
0093
97
0101
2165
6169
0113
0117
0121
2125
@129
0133
0137
0141
0145
2149
6153

n

A A A A A A A A A A A A A A A DA A A A A A A A A A A A A=

Spool
Max:

55% Used
6.94G

Size
20K
24K

4K
12K
24K
4K
24K
aK
Z2 4K
4K
24K
20K
q4K
24K
4K
4K
4K
a4K
aK
24K
4K
24K
a4K
24K
4K
249K
4K
24K
a4K

TYP
CON
CON
CON
CON
CON
CON
CON
CON
CON
CON
CON
CON
CON
CON
CON
CON
CON
CON
CON
CON
CON
CON
CON
CON
CON
CON
CON
CON
CON
CON
CON
CON
CON
CON
CON

QUE
RDR
RDR
RDR
RDR
RDR
RDR
RDR
RDR
RDR
RDR
RDR
RDR
RDR
RDR
RDR
RDR
RDR
RDR
RDR
RDR
RDR
RDR
RDR
RDR
RDR
RDR
RDR
RDR
RDR
RDR
RDR
RDR
RDR
RDR
RDR
RDR COM
RDR CON

Hold
HOME
HOME
MONE
HONE
HOME
HOME
HOME
HOME
MONE
HOME
HOME
HOME
HOME
MONE
HONE
HOMNE
HOME
HOME
HOME
MONE
HOME
HOMNE
HOME
HOME
MONE
HONE
HOME
HOME
HOME
HOME
MONE
HOME
HOME
HOME
HOME
MONE
HONE

Files:
Max.

09 48 1 6

09,1416
69714716
89715716
0915716
09715716
0915716
0915716
09715716
0915716
0915716
0915716
0915716
69716716
691616
0916716
0916716
09,1616
091616
09717716
0917716
0918716
0918716
09,1816
69718716
69,1916
0919716
09-20/716
09207106
09,2116
09721716
0922716
0922716
9-23/716
09,23 716
09/24-16
692416

0% Used
1655640

-
=
3
o

2
2
2
2
2
2
2
2
2
2
2
2
2
1
i
i
i
1

l=foRoRololclalolcielololoRolololo)
WU WWOOWWWRWWNMWW

03

NMONA L LR
=OMmUNMMM

LALALAUWCCOOQEOOOQORRPR
QO oRAUN
lelololofololololofololololoRololeRhiRal]

-
£

3 D e e e [ iy LD
WRNOmeSnm

fele]

1

Name
TESTBKUP
TESTBKUP
WORKER
TESTEKUP
WKLYBKUP
WORKER
WKLYBKUP
WORKER
WKLYFULL
WORKER
WKLYFULL
DALY INCR
WORKER
WKLYFULL
WORKER
WORKER
WORKER
WORKER
WORKER
DALY INCR
WORKER
WKLYFULL
WORKER
DALY INCR
WORKER
DALY INCR
WORKER
DALY INCR
WORKER
DALY INCR
WORKER
DALY INCR
WORKER
DALY INCR
WORKER
DALY INCR
WORK

of 672

Tupe
201606914
201606914
CUTPUT
2166914
20166915
oUTPUT
20166915
oUTPUT
20166915
oUTPUT
20166915
201606915
oUTPUT
201606916
oUTPUT
oUTPUT
oUTPUT
oUTPUT
CUTPUT
20166917
oUTPUT
2016060918
oUTPUT
2016060918
CUTPUT
20166910
oUTPUT
201660920
oUTPUT
2016060921
CUTPUT
201660922
oUTPUT
2016060923
oUTPUT
20166924

PFO1= HELP
PFO7= UP

PFO2 =
PFOBE=

¥YIEW
DOWN

PFO3=
PFO9=

PFOA4=
PFi@=

PFOS=
PF11=

SORTHA
RIGHT

PFGO6= SORTD

|\ =) i
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2 A - TIVLP3 Pok - [43 x 80]

File Edit  Wiew Qnr‘nmunic.a-‘.icun Sctions Window: Help
e 2% Bl @ b 2 ele)
Hast: |129.33.1'36.11}.' Part: | 22 LU Marne:

System: TIVLP3 Spool: 55% Used File=s: 0% Used i of 672
Max: 6.9G Max: 1655640

Cmd Qwner File CLS QUE TY¥YP Size Hold Date Time Hame Type
OPERATOR Geo4q RDR FPUH 4K HNOHE 16/~ 21:14 TEST3 FILE
DEMOADMHN G113 RDR FPUH 4K HOHE 106 ?21:14 TEST3 FILE
ajiglpiall
BEKRADMIN Q577
BKERADMIHN 6573
BKRADMIN 0569
DATAMOYE 72641
DIRMAINT 7569
PERFSYM 0129
TCTHMHM 0177
DEMOADMHN Qe97
BKRADMIHN 6565
BEKRADMIN 0561
BKRADMIN 0557
DIRMSATZ *+4358
DATAMOYZ X+1378
DATAMOYE 2637
DIRMAINT 7085
PERFSYHM G128
TCTHMHM 0169
BERADMIHN 2553
BEKERADMIHN 6549
BKRADMIN 0545
BKRADMIN 0541
BEKRADMIHN 86537
DIRMSAT2 *x+1706
DATAMOYE 2633
DATAMOYZ *Xx+1374
DIRMAINT 6601
PERFSYM 0127
TCTHHM 0165
BEKERADMIHN 8533
BKRADMIN 0529
BEKRADMIN 0525
DATAMOYZ2 Xx+1370Q

D
.

[T
mu i}
NN
mplln |

RDR CON 4K NONE
RDR CON 28K MNONE
RDR COHN 16K HNONE
PRT COHN 132K USER
PRT CON 968K USER
PRT FPRT Z21M HNONE
RDR PRT 4K MNONE
RDR PRT 4K MNONE
RDR CON 4K NONE
RDR COHN ZOK HNONE
RDR COHN 16K HNONE
PRT CON 324K USER
PRT COHN 144K USER
PRT COHN 148K USER
PRT CON iM USER
PRT PRT Z21M MONE
RDR FPRT 4K MNONE
RDR CON 4K NONE
RDR CON 20K HMNONE
RDR COHN 16K HNONE
RDR CON 660K MNONE
RDR CON 16K HMNONE
PRT CON 324K USER
PRT COHN 144K USER
PRT CON 144K USER
PRT CON iM USER
PRT PRT Z21M HNONE
RDR PRT 4K MNONE
RDR CON 4K NONE
RDR COHN Z0OK HNONE

@3 :00 WORKER OUTPUT

G3:00 DALYSSI 20161018

0300 DALYLP3 20161018

o001

@01

GO0l FCOMNMON LISTING

21100

190:19

G300 WORKER OUTPUT

0300 DALYSSI 20161017

03 :00 DALYLP3 20161017

G011

GOI01

o001

G001

G001 FCONMON LISTING

2100

03 :00 WORKER OUTPUT

@3 :00 DALYSSI 20161016

0300 DALYLP3 20161016

0Z 00 WKLYSS5I Z0161016

G200 WKLYLP3 20161016

o001

o Io1

Q01

G011

GOI01 FCONMON LISTING

Z21:00

@3 :00 WORKER OUTPUT

0300 DALYSSI 20161015

RDR COHN 16K HNONE 0300 DALYLP3 20161015

PRT CON 144K USER ee:01
DIRMAINT 6117 PRT CON iM USER 10-15-16 00 :01
DATAMOYE *¥2629 PRT COHN 144K USER 1015716 0001

PFG1= HELP PFOZ= VYIEW PFO3= END PFO4= PFO5=

_PFo7=_UP PFGEH= DOWN PFO9= PF1G= LEFT PF11=

P e e e o e e b e e e e e b e ek
lolofolofolololololololofolofofololololoolofololofololololololol
B 0 . Wl e " W, e O S, S O W, e, W " W, S, e W e, W, W O, S S O W,
P el ol e e o i e el o e e ol ol e
AR Ry Ry ey ey g ey e e e i B R R NN R N R N Rt R Fwaf ni R ]
i W W " . W W " W W " W " " W " e Y W, W e e e T W
By gy iy gy Ry oy Ry e |

NNN— =D DrrRrre === D000 ==DDDO O~~~
~
¥y
i
~
[y
m

05,001
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2] B - TIVLP32 Pok - [43 x 80]

File  Edit Eieu_u Communication  Actions  MWindow  Help ) -

SR LIEECTES 2| @e|
Hast: | TIWLP32 centersiahost.com Port | 22 LU Marme:
id

DEMOADMM AT TIYLP3Z2 ¥Y¥IA R3CS 101816 21 :21:49 EDT TUESDAY
Ready; T=0.01-0.01 21:21:49

] B

viewspl

RUNNING TI¥YLP32

[55256  [Connected ihraugh TLSL0 to secure remote server/host TILP32.centers.ihast.cam usihg part-22

Operational Monitoring and Automation of z/\VM and Linux on z Systems

© 2013, 2017 IBM Corporation



IBM z Systems

2] B - TIVLP32 Pok - [43 x 80]

Fite

Edit

By | %

Wigny

Communication

®| w6 8%

Artiars

Mifiryd e

Help

2! || @&

Hast: ]TTVLP3lcentethnstccw.

Part:

22

LU Marme:

Disconnect I

Syuystem:

Cmd

Owner

BKRADM
BKRADM
BKRADM
BKRADM
BKRADM
BKRADM
BKRADM
BKRADM
BKRADM
BKRADM
BKRADM
BEKRADM
BKRADM
BKRADM
BKRADM
BKRADM
BKRADM
BKRADM
BKRADM
BKRADM
BKRADM
BKRADM
BKRADM
BKRADM
BKRADM
BKRADM
BKRADM
BKRADM
BKRADM
BEKRADM
BKRADM
BKRADM
BKRADM
BKRADM
BKRADM
BKRADM
BKRADM

IM
IN
IM
IMN
IM
IMN
IM
IM
IMN
IM
IMN
IM
IMN
IM
IMN
IMN
IMN
IMN
IM
IN
IM
IMN
IM
IMN
IM
IMN
IM
IM
IMN
IM
IMN
IM
IMN
IM
IMN
IMN
IMN

TI¥LP3Z2

File
Q002
0o06
0010
6ai14
0618
QozZz2
Q026
2030
0034
0038
0Ga42
0046
0e56
0654
oe58
Qo652
oe66
Q0a70
Qe7F4
0a78
0082
0o86
Q090
e94g
0098
0162
0106
2110
0114
2118
G122
0126
61306
0134
8138
0142
8146

Spool:
Max:

C

A

QUE
RDR
RDR
RDR
RDR
RDR
RDR
RDR
RDR
RDR
RDR
RDR
RDR
RDR
RDR
RDR
RDR
RDR
RDR
RDR
RDR
RDR
RDR
RDR
RDR
RDR
RDR
RDR
RDR
RDR
RDR
RDR
RDR
RDR
RDR
RDR
RDR
RDR

A A A A A A A A A A A A A A A A A A AAAAAAAA A A A A A A A A A

68% Used

TYP
CON
CON
CON
CON
COMN
CON
CON
CON
CON
CON
CON
CON
CON
COMN
CON
CON
CON
CON
CON
CON
CON
CON
CON
CON
COMN
CON
CON
CON
CON
CON
CON
CON
CON
COMN
CON
CON
CON

B.9G

Size
Z2BK
ZOK
Z2OK
ZOK

4K
32K
4K
144K
20K
4K
ZOK
4K
ZOK
4K
24K

Hold
NOME
NONE
NONE
NONE
NOMNE
NONE
NONE
NOMNE
NONE
NOMNE
NONE
NOMNE
NONE
NONE
NONE
NONE
NONE
NONE
NOMNE
NONE
NOMNE
NONE
NONE
NONE
NOMNE
NONE
NONE
NOMNE
NONE
NOMNE
NONE
NONE
NONE
NONE
NONE
NONE
NONE

Files:
Max: 16
Date
091516
09,1516
09,1516
0915716
091516
092516
09,2516
092516
09,2616
092616
09, 27/-16
09 27,716
09,2816
09,2816
09,2971 6
09,2916
09,2916
09,2916
10602716
16702716
10702716
16702716
1900316
1070416
10,0516
09,1516
100616
1070616
0915716
10707716
1670716
100716
10670716
100716
1070716
100716
1070716

0% Used
55640

13:01

i

Hame |

WORKER
WKLYFULL
WORKER
DALY INCR
DALY INCR
WORKER
DALY INCR
WORKER
DALY INCR
WORKER
DALY INCR
WORKER
WKLYLP32
WORKER
WKLYLP32
WKLYSSI
WORKER
DALYSSI
DALYSSI
DALYSSI

DALY SSI
WORKER

DALYSSI

of 662

OUTPUT
20160925
OQUTPUT
20160925
201609206
QUTPUT
20160927
QUTPUT
20160928
QUTPUT
20160929
OUTPUT
20160929
OUTPUT
20161002
20161002
QUTPUT
20161002
20161003
20161004

20161006
QUTPUT

201610065

PFOS=
PF11=

PFO®1= HELP
uUpP

PFO2=
PFOS=

¥YIEW
DOWN

PFO3=
PFO9=

PFO4=
PF10=

WoR 5 il
SORTA PFOG6= SORTD
RIGHT = =

04,064

LEE T
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ErﬂB—TI".-'L?BZ Pok - [43 x 80]

File __E_dit }{iew_Qammunir_atiun Sctions  Windons  Help :
B SR BE @ bk 2 el
ports [22

68% Used
B.9G

Haost: | TOLPA2 centersihost.com LU Marme:

Disconnect

38 of 662

TIVLP3Z2 Files:

Max .

0% Used
1655640

System: Spool:

Max .

Cmd Owner File CLS QUE TYP Size Hold Date Tupe

|~ = parapa=an

OPERATOR
DEMOADMN

TDLHX G2
TDLHXGZ
BKRADMIN
BKRADMIN
TDLHXG1
DIRMAINT
DEMOADMN
MAINTG630
FERFSYHM
FERFSYHM
FERFSYHM
FERFSYM
FERFSYHM
FERFSYHM
FERFSYHM
PERFSYHM
FERFSYHM
FERFSYM
PERFSYHM
FERFSYHM
FERFSYHM
PERFSYHM
FERFSYHM
FERFSYHM
PERFSYHM
FERFSYHM
FERFSYHM
PERFSYM
FERFSYHM
FERFSYHM
PERFSYHM
FERFSYHM
FERFSYHM

hT T oy

jofe ol

+113

+00069
+0013

0z218
Q230

+R0005
**+5629

Q026
0422
Q33
Q0034
035
0036
Q37
o038
Q39
Q40
o041
Q42
2043
o044
045
Q046
ooay
o048
0049
Q050
0051
Q52
0053
0054
0055
2056
57

™ LAR =8 b

RDR
RDR

T

RDR
RDR
RDR
RDR
RDR
PUN
RDR
RDR
FRT
FRT
FRT
FRT
FRT
FRT
FRT
PRT
FRT
FRT
PRT
FRT
FRT
PRT
FRT
FRT
PRT
FRT
FRT
PRT
FRT
FRT
FPRT
FRT
FRT

T IIDIDIIDIITITITIIDIDDOLDSHID

LI b |

PUN
PUN

PUN
PUN
COM
CON
PUN
PUNM
CON
PUN
FRT
PRT
FRT
FRT
FRT
FPRT
FRT
PRT
FRT
FRT
PRT
FRT
FRT
PRT
FRT
FRT
PRT
FRT
FRT
PRT
FRT
FRT
PRT
FRT
FRT

F

aK
aK

a4k

aK
12K
12K

aK

4K
12K

aK
3I5M
3IoM
3I5M
3I5M
3oM
3I5M
35M
35M
34aM
3I5M
35M
3I5M
35M
35M
34M
34aM
40M
57HM
57M
57M
57M
57M
57M
57M
57M

T

NONE
NOMNE

NONE
NOMNE
NOME
NOMNE
NONE
USER
NOMNE
NONE
NOMNE
NOMNE
NOMNE
NOMNE
NOMNE
NONE
NOMNE
NOMNE
NOMNE
NOMNE
NOME
NONE
NOMNE
NOMNE
NONE
NOMNE
NOMNE
NONE
NOMNE
NOMNE
NONE
NOMNE
NOME
NONE
NOMNE

P

1018716
1018716

0973016
1013716
1014716
1014716
0973016
1014716
101416
1010716
0809716
0871016
08711716
0812716
08713716
081416
0815716
08-16-16
08717716
08-18-16
08,1916
0872016
0821716
08,2216
08-23-16
08,2416
08,2516
08726716
08,2716
08,2816
08729716
08-30-°16
0831716
09/7,01/-16
0970216

TDLHXOZ2
TDLHXOGZ2
TDLHXO1
TDLHNXO1
TDLHXOG1
R5CS
RESTORE
OMEGACHMD
FCONMON
FCONMON
FCONMON
FCONMON
FCONMON
FCONMON
FCONMON
FCONMOMN
FCONMON
FCONMON
FCONMON
FCONMON
FCONMON
FCONMOMN
FCONMON
FCONMON
FCONMON
FCONMON
FCONMON
FCONMON
FCONMON
FCONMON
FCONMON
FCONMON
FCONMON

Zorrosrorrn

FILE

PF©1= HELP
_PFO7=_UP
5]
Connected through TLELD to secure remote server/host TIWVLP 32 centers.ihost.com using port 22

PFO2= ¥YIEW
PFO8= DOWN

PF@3= END
PFE9=

PFO4=
PF10= LEFT

L T ot ot s ot s o o ol o il = B e B =B R

il =Iolololalolofolofolofolololololniolofolofofol
TR T o e T T T e P e e S Ty W T

SORTA PFO
RIGHT BEEAL

iyt
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Scenario 4a: How Do You Do That?

Rule and action in Operations Managetr:

*

* Send an alert to OPERDEMO console if spool too fu Il
DEFSMON NAME SPFLLMSG +
USAGE 005-100 +
INTERVAL 1 +
LIMIT 3,000-01:00:00 +
ACTION SPLPGMSG
*
DEFACTN NAME SPLPGMSG +
COMMAND ‘EXEC MSG20PER junk junk &0 &sysname &4 &3’ +
ENV LVM

*

SUSPEND SPOOL SPFLLMSG

Operational Monitoring and Automation of z/\VM and Linux on z Systems © 2013, 2017 IBM Corporation
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Scenario 4a: How Do You Do That?

MSG20PER EXEC

/* Send a message to a central console OPERDEMO fo r SSl cluster */
Trace Off

Address Command

Parse Arg useridorevent userid event sourcesys msgtext

If useridorevent ='_GOMEMON' Then
Do
If event =9 Then
msgtext = 'Outbound relocation for' userid 'on' sourc esys 'started'
Else
msgtext = 'Inbound relocation for' userid 'on' source sys 'started'
'CP MSGNOH OPERDEMO AT ALL From' sourcesys "' msgte xt
End
Else
If event = 'SPOOL' Then
Do
Parse var msgtext howfull .
'CP MSGNOH OPERDEMO AT ALL Spool is' msgtext'% full on' sourcesys
End
Else
If event = 'PAGE' Then
Do
Parse Var msgtext howfull .
'CP MSGNOH OPERDEMO AT ALL Page space is' msgtest'% full on' sourcesys
End
Else
'CP MSGNOH OPERDEMO AT ALL From' userid 'on' sources ys "' msgtext

Exitrc

Operational Monitoring and Automation of z/\VM and Linux on z Systems © 2013, 2017 IBM Corporation
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Scenario 4b:
Send an Email if Spool Usage is Too High

» QOperations Manager monitors the spool usage (percent full)
- For demo purposes, spool monitor is currently suspended
- We’'ll dynamically resume (re-activate) the spool monitor
- Demo monitor requires spool to only be 5% full or higher
> Usage exceeds the specified limit

> Automatically send an e-mail to someone who can evaluate and
take action

» For demo purposes, suspend (de-activate) the spool monitor when
complete

Operational Monitoring and Automation of z/\VM and Linux on z Systems © 2013, 2017 IBM Corporation
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Scenario 4b: Detalled Steps

» From an authorized VM user ID, see the spool usage:

viewspl

» From a user ID with Operations Manager privileges:

gomcmd opmgrml resume spool spldemo

» Check the Operations Manager log to see the spool monitor
triggered:

viewlog

» Check the inbox of the appropriate person to see the e-mail
» From a user ID with Operations Manager privileges:

gomcmd opmgrm1 suspend spool spldemo

Operational Monitoring and Automation of z/\VM and Linux on z Systems © 2013, 2017 IBM Corporation




2] B - TIVLP3 Pok - [43 x 80]

Fite  Edit  Wiew Communication  Actions: Window Help

o 2% 2(E @ 0% 2 &
Host | 129.33,195.112 Port: | 22 Disconnect |

gomcmd opmgrml resume spool spldemo
Ready; T=-6¢.061-6.061 21:602:55

view=spl

RUNNING TI¥LP3 |
MH. =] 42 /7,008

©256  [Connected through TLSLI to secure remate server/host 120.33.106.113 using port 22

Operational Monitoring and Automation of z/\VM and Linux on z Systems
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Operational Monitoring and Automation of z/\VM and Linux on z Systems

2] B - TIVLP3 Pok - [43 x 80] o | B &
File Edit: Nisw Communication Actiohs Mindew Help
B B s @2E = 5 2L &
Host: [ 129.33.196.112 pos [ LU Mame:
System: TIVLP3 Spool: 50% Used File=s: 0% U=sed i of 552
Max: 6.9G Max:. 1655640
Cmd Owner File CLS QUE TYP Size Hold Date Time Hame Type
BKRADMIN 0001 T RDR COHN iM HOHE 07704716 12 .33
BKRADHMIN 0005 T RDR COHN iM HOHNE 07704716 12 :.:33
BKRADMIN 009 T RDR COH 20K HOHWHE 0971416 21 .36 TESTBKUP 20160914
BKRADHMIN 013 T RDR COH 24K HOHWHE ©9/714/16 21 .40 TESTBKUP 20160914
BEKRADMIN 017 T RDR COHN 4K HOMNME 095714716 21 :406 WORKER OUTPUT
BEKRADMIN 021 T RDR COH 12K HOHE 09515716 20:.16 TESTBKEUP 20160914
BEKRADMIN 025 T RDR COHN 244K HOHWE 09715716 20:.16 WEKLYBEKUP 20160915
BKRADMIN oEzZ9 T RDR COH 4K NHONE 095715716 20:18 WORKER OUTPUT
BKRADMIN o33 T RDR COH 24K HMNONE 09515716 2022 WKLYBKUP 20160915
BKRADMIN 37 T RDR COH 4K HNHONE 0975715716 20:23 WORKER OUTPUT
BKRADMIN o041 T RDR COHN 24K HMNONE 09515716 20:42 WKLYFULL 20160915
BKRADMIN o045 T RDR COHN 4K HNONE 09515716 20:42 WORKER OUTPUT
BKRADMIN 0049 T RDR COHN 24K HOHE 09715716 20.45 WKLYFULL 20160915
BKRADMIN 0653 T RDR COHN 20K HOHNHE 095715716 206.45 DALY INCR 20160915
BKRADMIN 0657 T RDR COHN 4K HOHE 09715716 Z20:.46 WORKER OUTPRPUT
BKRADHMIN 0061 T RDR COHN 24K HOHE 9716716 13 .58 WKLYFULL 20160916
BKRADMIN 0065 T RDR COHN 4K HOHE 09716716 13 .59 WORKER OUTPUT
BKRADHMIN 0069 R RDR COH 4K HOMNME 0975716716 14:21 WORKER ouUTPUT
BKRADMIN 073 R RDR COH 4K HOME 095716716 14:26 WORKER OUTPUT
BKRADHMIN 0e77 R RDR COH 4K HOMNME 0975716716 14:.:30 WORKER ouUTPUT
BEKRADMIN 0681 R RDR COHN 4K HOMNME 095716716 14:45 WORKER OUTPUT
BEKRADMIN 0685 T RDR COH 24K HOHWE 0971716 003 .0606 DALY INCR 20160917
BKRADMIN o889 T RDR COH 4K HNHONE 0975717716 03 .00 WORKER OUTPUT
BKRADMIN o093 T RDR COH 24K HMNONE 0918716 0200 WKLYFULL 20160918
BKRADMIN o977 T RDR COH 4K HNHONE 095718716 02 .00 WORKER OUTPUT
BKRADMIN o161 T RDR COHN 24K HMNONE 09518716 03 .00 DALY INCR 20160918
BKRADMIN 01605 T RDR COHN 4K HNHONE 097518716 03 :00 WORKER OUTPUT
BKRADMIN 0169 T RDR COHN 244K HOHNHE 09719716 003 .00 DALY INHCR 20160919
BKRADMIN 0113 T RDR COHN 4K HOHE 09719716 03 .00 WORKER OUTRPUT
BKRADMIN 0117 T RDR COHN 244K HOHNHE 0972016 03 .00 DALY INCR Z0160920
BKRADMIN 0121 T RDR COHN 4K HOHE 09/720/7°16 03 .00 WORKER OUTRPUT
BKRADHMIN 0125 T RDR COHN 24K HOHE 09721716 03 .00 DALY IHCR 20160921
BKRADMIN 0129 T RDR COH 4K HOME 095721716 03 .00 WORKER OUTPUT
BKRADHMIN 0133 T RDR COH 24K HOHWE ©9/722/16 03 .00 DALY IHCR 20160922
BKRADMIN 0137 T RDR COH 4K HOMNME 09/5°22/716 03 .00 WORKER OUTPUT
BEKRADMIN 2141 T RDR COH 24K HOHWE ©9/723-16 003 .60 DALY IHNCR 20160923
BEKRADMIN 0145 T RDR COHN 4K HOMNME 09723716 03 .00 WORKER OUTPUT
PFG6i1= HELP PFGZ= ¥YVIEW PFG3= EHND PF&G4= PFG5= S0ORTA PFoe= SORTD
PFO7/= UP PFo8= DOWHN PFO9= PF1G= LEFT PF11= RIGHT PF12=
o 2 2
(4256 Connected through TLEL0 to secure remote server/host 129,33,196,112 using port 22
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2{] B - DEMOADMN ATS

File Edit VYiew Cemmunication Actions Window Help
i o2 BlE @ s & @l

Host: [2.82.24129 Port: [ 23 LU Name;

03/,°26-,2013 21 :12:14 GOMCHMDOZI1G6L BEKRBKUP "BKRBAKB8510I 932613 21:12:14 WAKEUP
037262013 :12:14 GOMCHMDOZIi6L BKREKUP "BKRBAKB85121 The stack contains 0 ent
03,726,201 3 17:147 GOMCHMDOZI16L AMYARKIY " " YID=-%MSG SRC=MASIUCY CL5=8

03/°26-2013 ;17:17 GOMCHMDOZI1G6L AMYARKIY "03-26-13 21:17:17 WAKEUP exited on _a
¢ 2 H . i E StdcC contailns o 1Nes. Ere ar
03/°26-2013 17:26 GOMCHMDOZOI1L DEMOADMM "YIEWSPL" YID=DEMOADMHN SRC=MASIUCY C

0372672013
0372672013
03-26,-,2013
032672013
03262013
037262013
03/°26-2013
037262013

:18:58 GOMCHMDOEZOEI1L DEMOADMN "RESUME SPOOL(SPLFULL)" ¥YID=DEMOADMHN
19102 GOMSMOGE4031 SPOOL ALERT: MONITOR SPLFULL USAGE COMDITI
19102 GOMSMOG4011 SPOOL USE! MONITOR SPLFULL SPACE 43 FPERCENT,

19102 GOMSMOOG402 1 SPOOL CHG:!: MOMNMITOR SPLFULL SPACE @ PERCENT, F
1902 GOMACTOEZ60I1 SPOOL SPLFULL ACTION SPLEMAIL TRIGGERED BY _G
11902 GOMACTOZ62I1 ACTION SPLEMAIL BEGIN FOR _GOMSMOM SERYER OPMG
11902 GOMACTOZ269L COMMANMD "EXEC SMTPSPL TLD1 AT US.IBM.COM 437

11902 GOMCHMDOZOI1L OPMGRM1 "STATUS DETAIL(SPOOLUSR) " VYID=0PMGRH

03/,°26-2013 11902 GOMCHMDOES9?YOI USER PERFS5YHM SPOOL FILE ID 1293 1 USING 2128
0372672013 11902 GOMCHMDOESYOI USER FPERFSYM SPOOL FILE ID 1295 1 USING 2128
03-°26-,2013 11902 GOMCHMDOES9SYOI USER FPERFSYHM SPOOL FILE ID 1296 1 USING 2128
037262013 11902 GOMCHMDOESFOI USER FPERFSYM SPOOL FILE ID 1297 1 USING 2128
0372672013 11902 GOMCHMDOESYFOI USER FPERF3YM SPOOL FILE ID 1275 1 USING 2127
037262013 11902 GOMCHMDOESFOI USER FPERF3YM SPOOL FILE ID 1276 1 USING 2127
037262013 :19:02 GOMCHMDESYFOI USER PERFS5VYHM SPOOL FILE ID 1277 1 USING 2127
03-/°26-2013 :19:02 GOMCHMDESYFOI USER PERFS5VYHM SPOOL FILE ID 1278 1 USING 2127
03262013 :19:02 GOMCHMDOESYFOI USER PERFSVYHM SPOOL FILE ID 1279 I USING 2127
037262013 (19102 GOMCHMDOES YOI USER PERFSVYHM SPOOL FILE ID 12809 I USING 2127

03-726,-,2013 19102 GOMCMDOES9 Y711 USER LISTGEN HAS 174 SPO0OL FILES ING 174 5P

=AU unuunnynnnm

s
03,726,201 3 1902 GOMCHMDOES9 /11 USER MAINT HAS 97 SPO0OL FILES USING 389 5PO
03/°26-2013 11902 GOMCHMDOES9S 711 USER BEKRADMIN HAS 87 SPOOL FILES USING 2666 SP
03,726,201 3 1902 GOMCHMDOS9S71I1 USER OPMGRM1 HAS 49 S5PO0OL FILES USING 126 5PO
03/,°26-2013 11902 GOMCHMDOES9S71I1 USER PERFS5YHM HAS 43 SPOOL FILES USINHG 91465 5
03/°26-,2013 1902 GOMCHMDOS/1I1 USER OPERATOR HAS 24 SPOOL FILES USING 467 5PO
037262013 11902 GOMCHMDOES9S71I USER HARRISJO HAS 15 SPOOL FILES USINHG 21 5PO0OO
037262013 11902 GOMCHMDOES9S71I USER TCPMAINT HAS 13 SPOOL FILES USING 158 5P0O
0372672013 119:02 GOMCHMDOESF1I USER DEMOADMHM HAS 10 SPOOL FILES USING 11 S5PO0OO
037262013 11902 GOMCHMDOES9SF1I USER SIHNHE HAS 6 3S3PO0OL FILES USIMG 540 S5P0OO

0372672013
03-726,7,2013
0372672013
032672013

19162 GOMCHMDZS999I1 STATUS DETAIL COMPLETE

1902 GOMACTOEZ 7OL DMSX5US87YI XEDIT:

191602 GOMACTOZ7OL MOTE OPMGRM1 MOTE A1 sent to TLD1 at US.IBM.CO
19102 GOMACTOZ67I ACTION SPLEMAIL END RC=0 SERYER OPMGREM1

[l e M B B o B e B B e e e B B B e B B e B e B e B e B RS RS R R o (Gl e
I e e e e e o S T e T T T T e e A T T

PF21= SCRO PFOZ= PFR3= END PFG4= PFG5= HOLD PFOQB=
PFe@7= UP PFe8= DOWN PFG9-= PF1iG@= LEFT PF11-= LGHT BEE1Z - RECALL
_GOMALOG

d@ |Connected to remote server/host 2.82.24.179 using port 23
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o
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Scenario 4b: How Do You Do That?

Spool monitor and action in Operations Manager:

*

*

DEFSMON NAME(SPLFULL),+
USAGE(025-100), +
INTERVAL(1),+
LIMIT(3,3600),_
ACTION(SPLEMAIL)
R
DEFACTN NAME(SPLEMAIL), +
COMMAND(EXEC SMTPSPL tid1 at us.ibm.com &4),+
ENV(LVM)

Operational Monitoring and Automation of z/\VM and Linux on z Systems © 2013, 2017 IBM Corporation
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Scenario 4b: How Do You Do That?

SMTPSPL EXEC (excerpts)

[* *
Parse arg mail_user dummyat mail_node spoolpct

errtext = 'Spool is' spoolpct'% full on z/VM system'
[* Get TCP hostname and domain from Ops Mgr global variables */

line.1 ='OPTIONS: NOACK LOG SHORT NONOTEBOOK ALL CLASS A’
line.2 = 'Date: ' Date() ', Time()

line.8 = errtext 'on' fgqdomain_name

line9=""

line.10 = 'Following are the top ten largest spool files and the top ten u
ith the most spool files.'

'PIPE stem line. | > TEMP NOTE A’

'PIPE command GOMCMD OPMGRM1 STATUS DETAIL(SPOOLUSR) | specs words 4-* 1 |
spooldata.’

spooldata.0 = 20

'PIPE stem spooldata. | >> TEMP NOTE A’

'EXEC SENDFILE TEMP NOTE A (NOTE SMTP"

Operational Monitoring and Automation of z/\VM and Linux on z Systems © 2013, 2017 IBM Corporation
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Scenario 5:
Find and View Spool Files — Clean up the Spool

» Authorized user specifies spool search criteria
- By userID
- By date
- By file size
» Result list presented
- Sort
- Openl/view a specific spool file
- Purge, modify metadata, or transfer a file

Operational Monitoring and Automation of z/\VM and Linux on z Systems © 2013, 2017 IBM Corporation
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Scenario 5: Detailed Steps

» Send a new spool file to another user ID:

sendfile profile exec a maint

» From an authorized VM user ID, view the recent spool files for

that user:
Viewspl maint date 2016/09/01

» Sort by date
- Put cursor on date column header and hit F6

» Find the spool file just sent and type PURGE next to it

Operational Monitoring and Automation of z/\VM and Linux on z Systems © 2013, 2017 IBM Corporation
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2] A - TIVLP3 Pok - [43 x 80]

Eile  Edit Migw Cormmunication Actions  Window Help

|| S2T] B(M| @ % & @@
Host: | 129.33,186,112 Port: | 22 Disconnect |
L= B = & - ErE m v

i L L s LaF

zendfile profile exec a maint

File PROFILE EXEC Al sent to MAINT at TIY¥LP3 on 160716 19:17:28
Ready: T=-0.01-0.01 19:1/:.25

viewspl maint date 2016709701

RUNMMNINMNG TIVLP3

42 /001

Operational Monitoring and Automation of z/\VM and Linux on z Systems
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2] A - TIVLP3 Pok - [43 x 80]

Eile Edit Wiew Cormfrutication  Sctions  Window Help

) A B2 =@ % 2 @)
Host: [ 120.33.196.112 " ]| LU Marme:

System: TIYLP3 Spool: 568% Used Files: 0% Uzed
Max: B5.9G Max: 1655640

]

Cmd Owner C
MAINT
MAINT
MAINT
MAINT
MAINT
MAINT
MAINT
MAINT
MAINT
MAINT
MAINT

QUE TYP Size Date Time Mame
RDR PUN 4K 0990816 09:.44 XCAT
RDR PUHN 4K 0960816 09:45 XCAT-1
RDR CON 12K 090816 32

RDR COM S6K 09,0816 56

RDR PUHN 4K 091516 58 RMSMASTR
RDR CON 8K 91516 12

RDR COMN 4K 0915716 124

RDR CON 4K 09,2316 09

RDR CON 4K 93016 39

RDR COHN 4K 10,0716 108

RDR PUN 4K 100716 17 PROFILE

D= == D= DD

PFO2Z= ¥YIEW PFO3= END PFO4
2]

PFGE5
PFO8= DOWN PFO9= e 1

= SORTA
= LEFT PE1 R

IGHT

05001
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2 A - TIVLP3 Pok - [43 x 80]

File:  Edit Wiew Corrmunication Sctions  Window Help

DD A% B8 @ 5% 2 el
Hast: [120.33.195.112 Porty [ 22

Sustem: TIYLP3 Spool: 50% Used U
Max: 6.9G

n

Cmd Owner
purge AINT

QUE TYP Size Date i MHame
RDR PUHN 4K 100716 = PROFILE
RDR CON aK 170716 :

RDR COHN aK 6936016

RDR COHN 4K 692316

RDR COHN a4K 291516 :

RDR PUHN 291516 i RMSMASTR
RDR COHN G9-15-16 Z

RDR COHN G9/08/-16 :

RDR PUHN 29,9816 : XCAT-1
RDR PUN 090816 i XCAT
RDR COHN 69 -08-16 5

—SDDA =D ===

D5/, 007

PF@1= HELP PFO2= ¥YIEW PFO3= END PFO5= SORTHI PF@6= SORTD
up PFO8= DOWHN PFE9= PF1i1i= RIGHT —
-

Operational Monitoring and Automation of z/\VM and Linux on z Systems © 2013, 2017 IBM Corporation
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=] A - TIVLP3 Pok - [43 x 80]

Eile: Edit  Miewr l_?a_mmuniu:ati:.‘-n Scticns  Window  Help
e 2 2B @ % 2 &

Hist: | 128:23:196,112 Port: ] 22 LU Mame:

Syustem: TIYLP3 Spool: 50% Used Files: 0% Used 1 of 10
I BT 6.9G Max: 1655640

QUE ¥YP i Date Time Tuype
RDR oM 10097716 1908
RDR OHN 693016 18:39
RDR OH 69 /23716 19:069

oM 091516 11:24
RDR PUHN 291516 99:.58 RMSMASTR DIRECT
RDR COH 691516 69:12
RDR CON 09,0816 23:56
RDR PUH 09,0816 99:45 XKCAT-1
RDR PUH 690816 09:44 XKCAT
RDR CON 090816 08B:3°2

Cmd Owner L
MAINT
MAINT
MAINT
m 11
MAINT
MAINT
MAINT
MAINT
MAINT
MAINT

4

ECT
ECT

DIR
DIR

DD =D A==

SORTD

PF@1= HELP PFGZ= YIEW PF®3= END PFG5
i

ORTHA PFG6
up PF@8= DOWN PFEG9= ol A i

= 5
= RIGHT PFE1

onnected through TLEL0 to secuirematle_sewerlhus'i.: 9,33,196,112 Lising pl:nH:.El;
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Scenario 6: Automated Spool Clean Up

> Use z/VM SFPURGER utility to manage spool files based on
criteria, e.g.
- User ID
- Days in spool
- Class
- Number of records

» Automate SFPURGER execution

- Regularly scheduled using Operations Manager
- Triggered by Operations Manager spool monitor

Operational Monitoring and Automation of z/\VM and Linux on z Systems © 2013, 2017 IBM Corporation
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Scenario 6: Detailed Steps

» From an authorized VM user ID, view the spool files for a specific
user:
viewspl userl6

» Send a file to this user as class Z
sendfile profile exec a userl6 (class z

> View spool files for this user again to see the new file
viewspl userl6

» Run the SFPURGER action defined in Operations Manager

- It will purge any files of class Z
gomcmd opmgrm1 run action sfpurger

> View spool files for this user again to see the new file is gone
viewspl userl6

Operational Monitoring and Automation of z/\VM and Linux on z Systems © 2013, 2017 IBM Corporation




={] C - DEMOADMN TIVLP3 - [43 x 80]

File  Edit  Wiew Communication Sctions Mindow  Help

B 2% EE =6 %% &0 @

Haost: ]129.33.195.112 Part |22 LU Matrie:
Ready; T=0.01/0.01

id

viewspl useri6__

[lat L

19:51:05

DEMOADMN AT TIYLFP3 ¥IA R3CS 05709717 19:51:07 EDT TUESDAY
Ready; T=0.01/0.01 19:51 07

RUNNING

TIVLP3

@ESE |[Connected through TLEL.0 to secure rermote serverfhost 129.33.196.112 using port 22

427,015

Operational Monitoring and Automation of z/\VM and Linux on z Systems
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2{] C - DEMOADMN TIVLPS - [43 x 80]
[,

File Edit Wiew Communication !giticuns Window Help
ol 2% BE @ %% 22 &

Host: [123.37.186.112 Port: [ 22 e R

System: TIVYLP3 Spool: 33% Used Files: 2% Used 1 of
e el PRISE I iR D

Cmd Owner File CLS QUE TYP Size Hold Date Time Mame Tup
USER1G6 o065 A RDR PUHN 4K HONE 6050917 19:51 TIVLP3Z Z01
USER16 o9 A RDR PUHN K HONE 0509517 19:51 TEST3 FIL

PFei= HELP PFO2= ¥IEW PF@3= EHND PFGe4= ORTH PFOG6= SORTD
_BPEOF=_UP PFGE8= DOWHN FFEG9= PE1G= LEFT IGHT PFE12=

C

[Connected through TLEL0 to secure rernote serverfhost 129.33.196.112 using port 22

Operational Monitoring and Automation of z/\VM and Linux on z Systems © 2013, 2017 IBM Corporation




=] C - DEMOADMN TIVLP3 - [43 x 80]

File  Edit  Wiew Comrmunication  Actions  Window Help

B Bh A% B w6 b & @
ui!ruumﬁﬁﬂ nﬂll'r'—

z=endfile profile exec a userlg (class =
File PROFILE EXEC Al =sent to USER16 at TIY¥LP3 on 950917 19:51:53

Ready; T=0.010.01 19:51:53

viewspl useri6_
RUNMNING TIVLP3

|Connected through TLEL.0 to secure remote serverfhost 129,33.196.112 wsing port 22
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={] C - DEMOADMN TIVLP3 - [43 x 80]

File  Edit  Wiew Comrmunication  Actions  Window Help

B BRE A B @ % o @

Host: 1129.33.196.112 Part: | 22 LU Marme:

System: TI¥YLP3 Spool; 33% Used Files: 0% Used 1 e
i ool PRSI i - R

Cmd Owner CLS QUE TY¥P Size Date Time Mame Tupe
L USER16 RDR FPUHN a4K 509717 19:51 TIVLP3Z2 2160714
USER16 RDR PUH a4K 50917 19:51 TEST3 FILE
USER16 RDR FPUHN aqK 5 09717 1951 PROFILE EXEC

ORTHA PFO6= SORTD
IGHT PF1Z2=

PF@1i= HELP PFOZ= VIEW PF@3= END PFO4= PFOS
PFOS8= DOWN PFO9= PFi19= LEFT PF11

=
R

Operational Monitoring and Automation of z/\VM and Linux on z Systems © 2013, 2017 IBM Corporation
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={] C - DEMOADMN TIVLP3 - [43 x 80]

File  Edit  Wiew Comrmunication  Actions  Window Help
B Bl 2% BE =@ % & &

Hast: ] 129,33.196.112 Part: | 22 LU Marme:

Ready; T=9.01-606.01 19:52 37
gomcmd opmgrml run action sfpurger
Ready; T=90.01-0.01 19:52:46

viewlog_
RUNMNING TIVLP3

|Connected through TLEL.0 to secure remote serverfhost 129,33.196.112 wsing port 22
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={] C - DEMOADMN TIVLP3 - [43 x 80]
Eile  Edit

B bR 2w 2= =@

Host: [ 129.33.196.112

Wiew Comrnunication  Actions Mdindow  Help

| @l
Port: | 22

e

LU Mame:

5,709 7°17
es5-/09-17
5,709,717
es5-/09-17
5709717
es5-/09-17
05,7091 7
es5-,09- 17
05,7091 7
5,09 17
05,7091 7
ess/09-717
05/,09-17
ess/09-717
05/,09-17
ess/09-717

19:
152
152
152
152
152
152
152
152
152
152
Hi-=
152
Hi-=
152
Hi-=

e
a

52

146

a6

146

a6

146

a6

146

a6

146

a6

146

46

146

46

146

46

GOMIUCG18338L
GOMCHMDOZO1L
GOMACTRZ2601
GOMACTOZ2621
GOMACTRZG69L
GOMCHMDOEZ21

GOMIUCEe13

GOMCHMDOZ16L
GOMCHMDOReZ16L
GOMCHMDOZ16L
GOMCHMDOReZ16L
GOMCHMDOZ16L
GOMCHMDOZ16L
GOMCHMDOZ16L
GOMCHMDOZ16L
GOMCHMDOZ16L

.
IUCY SYSTEM AND USER SET SYS=TI¥LP3
"RUM ACTIOM SFPURGER"
SCHEDULE #*0000001 ACTION SFPURGER TRIGGERED BY
ACTION SFPURGER BEGIHW FOR
"EXEC SFPURGER FORCE"™
Operations Manager Action SFPURGE

COMMAND
_GOMSCHD

™,

IUCY DISCOMHNECTINMG S3YS3=TIYLP3

OPERATOR

OPERATOR
OPERATOR
OPERATOR
OPERATOR
OPERATOR
OPERATOR
OPERATOR

"OPHMGRS4 :
"OPMGRS4 :
"OPHMGRS4 :
"OPMGRS4:
"OPHMGRS4 :
"OPMGRS4:
"OPHMGRS4 :

"OPHMGRS4 :

DMSCY¥S52452 1

DMSCY¥S524561
DM3CY524591
DMSCY 524621
DMSCYS524631
DMSCY 524851
DMSCYS524861
DMSCYS524661

SYS=TIYLP3
_GOMSCHD SERYER OPMGRS

Disconnect

¥Y¥ID=DEMOAD
¥YID=DEMOADMHN

YID=DEMOADMHN ALI
SFPURGER starting

Erasing old outpu
Examining output

Spool file s=canni
1 of the 541 spoo
© of the 541 spoo
0 of the 541 spoo
Run terminating -

B = % B S v b B e s e v b e e E s e g e v o n v b e
DMSCYSZ24691 SFPURGER OPTIONS file prDCESSEd i 3
DHMSCY¥ 524521 SFPURGER Startlng at 19:52:46 on g M
HCPMFS0571 OPERATOR not receiving; disconnected
DMSCY¥524531 Running in FORCE mode - RUN17129.
HCPMFSA05F1I OPERATOR not receiwving; disconnected
DMSCY¥524701 Using SFPURGER MODULE with SFPDEMO C
DMSCYS524561 Erasing old output files till Z@17iz
HCPMFS50571 OPERATOR not receiving; disconnected

05-/7/09-17
5,009,717
05-/09-17
5,009,717
05/,09-17
ess,/09,717
e5-/09-17
ess /09,717
e5-/09-17
ess /09,717
e5-,09-17
ess, 09,717
e5-,09-17
ess, 09,717
e5-,09-17
5,009,177
5,709,717
e5/,09-17
5,709,717
e5/,09-17
e5/-709-°17

152 :46
15246
152 :46
15246
152 :46
15246
15246
15246
15246
15246
152 :46
152146
152 :46
152146
152 :46
152 :46
15246
152 :46
15246
152 :46
19246

GOMCHMDOZ16L
GOMACTOZ 701
GOMACTOZ270I1
GOMACTOZ 701
GOMACTOZ270I1
GOMACTOROZ70OI1
GOMACTOZ270I1
GOMACTOROZ70OI1
GOMACTOZ270I1
GOMACTOROZ70OI1
GOMACTOZ270I1
GOMACTORZ 701
GOMACTOZ270I1
GOMACTORZ 701
GOMACTOZ270I1
GOMACTOZ2 701
GOMACTOZ270I1
GOMACTOZ270I1
GOMACTOZ270I1
GOMACTOZ270I1
GOMACTOZ270I1
5,009,177 :52:46 GOMACTOZ7OI
05709717 19:52 46 GOMACTOZ7OI
PF&1i= HELPFP PFO2= SCROLL PFO3=
PFG@7Ff= UP PF@8= DOWH PFOQ9=

DHMS5SCY¥524961 Control card scan complete.
DHMSCYS524591
HCPMFSO57I
DHMSCYS24621

Examining output file 5
OPERATOR not receiving; disconnected
Spool file scanning begins 5

HCPMFSO571 OPERATOR not receiwving; disconnected
DMSCY¥S524821 Executing: CP PURGE USER16 RDR 0013

OOO0e1 FILE PURGED
e T Ay I ™ N e oo™ rrIter Yy peen e
OPERATOR not receiving; disconnected

HCPHMFS50571

DMSCYS524851I @ of the 541 =pool files HAYE been c©

HCPMFS0571 OPERATOR not receiving; disconnected

DMSCYS24861 0 of the 541 =pool files HAYE been h

EHD PFo4= PF®5= HOLD PFOG=
PF1G= PF1i1= RIGHT PF12=

T g ey
[Ia i RYuRVaRVa Vs Qi i RYa R aRiaRia Qi Qi RiaRia Vs RiaQia Qi RiaRVaQia Qi Qi Qia R a N iaQinQiaginQiaRiafia Qi }is]

LEET RECALL

_GOMALOG-TIY¥LP3

24256

Connected through TL31.0 to secure rermote serverfhost 129,33,196.112 using port 22
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={] C - DEMOADMN TIVLP3 - [43 x 80]

File  Edit  Wiew Comrmunication  Actions  Window Help
B Bl 2% BE =@ % & &

Host: 1129.33.196.112 Part: | 22 LU Marme:

Ready; T=0.01-0.02 19:54:34

viewspl useri6_

RUNMNING TIYLP3

|Connected through TLEL.0 to secure remote serverfhost 129,33.196.112 wsing port 22
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2{] C - DEMOADMN TIVLP3 - [43 x 80]

File  Edit Miew Cormmunication  Actions Window Help
|| || B[ | %a|%| | @[€)
Host: [128.33.196.112 Port; [22 LU Narme:

Suyzstem: TIVLP3 Spool: 33% U=sed File=s: 0% U=sed 1 of
Max: 6.9G Max: 1655640

Cmd Owner File CLS QUE TYP Size Hold Date
USER16 Lelolola A RDR PUHN 4K NOHNE 095/09-1
USER16 Qo069 A RDR PUHN 4K HOHE 056091

m Hame Ty
51 TI¥YLP3Z 20 o714
151 TEST3 F1I

Ti
19
i9

i
ri

ORTH

PF2i1i= HELP PFO2= YIEW PFO3= EHND PFQO5
1 IGHT

= 5
PFo7= UP PFO8= DOWN PFOO= PF1ii1i= R

|Connected through TLSL.0 to secure rermote serverfhost 129,33.196.112 using port 22
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Scenario 6: How Do You Do That?

Action in Operations Manager to call z/VM’'s SFPURGER EXEC

DEFACTN NAME SFPURGER +
COMMAND ‘EXEC SFPURGER FORCE’ +
ENV SVM

SFPURGER OPTIONS file

* Send console log to user ID DEMOADMN at demo node

CONSOLE DEMOADMN TIVLP3

* Erase LOG and RUN files that are more than 3 days old

KEEPDAY 21

* Set prime shift start and end times

PRIMSHFT 07:30:00 16:30:00

* Use defaults for the following:

* MSGTYPE SORTMOD SFPCNTL SOSCNTL SFPMOD APPEND
SFPCNTL SFPTRACY

Operational Monitoring and Automation of z/\VM and Linux on z Systems © 2013, 2017 IBM Corporation
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Scenario 6: How Do You Do That?

SFPTRACY CONTROL
* Ignore any spool files found in the NSS queue (pr Ivilege class E)
QUEUE NSS A CTION IGNORE

*

* Purge any spool files found in class Z
CLASS Z A CTION PURGE

Make sure OPMGRML1 (or the action processing server that will run
SFPURGER) links and accesses MAINT 193 disk for access to SFPURGER
functions

Make sure OPMGRML1 (or the action processing server that will run
SFPURGER) has privilege classes B, D, G, and E.

Operational Monitoring and Automation of z/\VM and Linux on z Systems © 2013, 2017 IBM Corporation
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Scenario 7:
Detecting Disk Full Conditions of Logging IDs

» Operations Manager monitors the console of a user ID that does logging
- DIRMAINT, for example

» Disk full or early warning message triggers a rule/action in Operations
Manager

« Quiesce or shut down DIRMAINT

- Send the log files to a separate service machine
- Erase the log files from DIRMAINT’s logging disk
- Restart DIRMAINT

- Separately, other service machine automatically archives all files it
receives (in Archive Manager for z/VM)

- Log files are safely archived in Archive Manager and DIRMAINT is running
with a clean log disk

» Get a copy of the console for further review/debugging

Operational Monitoring and Automation of z/\VM and Linux on z Systems © 2013, 2017 IBM Corporation




IBM z Systems

Scenario 7: Detailed Steps

» From an authorized VM user ID, view the DIRMAINT console:
viewcon dirmaint
> In the console view

- Issue CMS commands to copy old (large) log files to DIRMAINT's log disk (repeat
as needed with different target filetypes)

cms copyfile dirmaint tI170505 t =t1170301 h
- Verify the logging disk is more than 75% full
cms q disk
- Run DIRMAINT’s hourly processing now
Cms exec dvhourly
- Verify the logging disk is less than 75% full
cms q disk
» Exit the console view and find the archived log files in Archive Manager
amvlist
- Type “archlogs” in the owner field and press ENTER
> Request a copy of the console for further review/debugging
gomcmd opmgrm1 viewcon user(dirmaint),mode(rdr)

Operational Monitoring and Automation of z/\VM and Linux on z Systems © 2013, 2017 IBM Corporation
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2{] A - DEMOADMN TIVLP3 - [43 :-:I\BU']

= [ [E] | -

File  Edit  iew Qummunicatih“ﬁ Actions  Window Help
B 2% BE = %% & &
Host: [120.33.196.112 part: [22 LU Harme
I_QEEII:II;,]_; T=0.02/70.02 @09E 12 :17
I::L)EMOFI[.)MN AT TIYLP3 igggcs 05,1017 09:19:03 EDT WEDHESDAY
viewcon dirmaint_
RUNNING TIVLP3

54258

|{Connected through TLSL0 to secure remote server/host 129,33.196.112 using port 22
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2{] A - DEMOADMN TIVLPS - [43 « 80]

File Edit Miew Communication Actions Window Help
|| & &
Hast: [120.33.198.112 Part: [22 LU Marne:

cms acc 91aa t

:D?Hw9121461 Waleup caused by console attention on 1760510 at ©9:19:34
J.. - 201705510 ; T=-0.6010.61 09:19:34

DYHREQZ29 Request i=s: CHMS acc 91aa t
DYHREQZZ2 Your CHS request for DIRMAINT at * has been accepted.
DYHREQZZ2 ¥Your CMS request for DIRMAINT at % has completed; with RC
DYHREQZ2?2 o .
DIRMAINT YLP3.. - 201770510 ; T=0.601/0.61 99:19:35
D?HMHIZi Haltlng for work Dn 1770516 at ©09:19:35.

j Manager YIEWCON session from DEMOADMH entered the foll

PR REARARARARARARARA]
ROMMMAMM»s s

e - 201770510 ; T=0.601/09.601 09:19:41
D?HREQZZQ@I Request i=s: CHMS g disk
DYHREQZZ881I Your CHMS request for DIRMAINT at % has been ac pted.
LABEL YDEY STAT CY¥L TYPE BLKSZ FILES BLKS USED-(% BLKS LEFT
DIR1S5 155 RA W 12 3390 4096 19 406-19 1754
DRMA91 191 RAW 39 3390 4696 293 2021 -37 3379
DRM11iF 11F RA W 8 3390 4096 59 728-51 Fi2
DIR1IDF 1DF RAW 12 3390 40985 2009 544-25 1616
PMT551 551 RO A0 3390 4695 =] 133-062 FO67
BDIR1D8 106 mou 17 S500 4006 T4 = 1808
DIR1AA 1AA RAW 1@@ 3396 4996 12 32-091 17968
LMMTA 060 _d06 5 B0 947 23060 4006 Zad 233 = 13868
DR91AA 910A T RAW 4@ 3396 49096 2 4578-64 2622
MHNT192 19E ¥/ 5 RA0 9068 33960 4096 2223 93745-58 68255
DIR1IFA 1FA = RAW 12 3390 4096 1 g8-01 2152
DVYHREQZ2891I Your CHMS request for DIRMAINT at % has completed; with RC
DYHREQ2289I = 6.
DIRMAINT TIVLP32.. - 20170510 ; T=-0.01/-06.601 69:19:42
DVHw91214@I Waiting for work on 177605160 at 69:19:42 .

" BMOADMN entered the foll

ce
)

on 179510 at ©9:19:49
@1/@ @1 B89:19:49
E DIRMAINT TL176565 T = TL176361 H
RMAINT at % has been accepted.
RMAINT at % has completed; with RC

DIRMHINT TIVLPS i 2@1?/05/1@
DYHREQZZ Request i=s: CHS COPY
DYHREQZZ2 Your CHS request for

T
Qe F
88
DYHREQZ289 Your CHS request for D
89
=
8=

@
L
I
I

41
41
41
42
42
42
42
42
42
42
42
42
42
43
43
43
43
43
43
43
143
.49
49
.49
49
150
50
51
51

I
I
I
DYHREQ2Z22Z I = 0©.

XKCHMD PFQ CROLL PFO3= EHND PFQ
P PFGQ OWN PFG9= CHMS CO PF1

= E s 4 PF@5= HOLD PFee= FORMAT
= U D 2] LEFT PR11-_RIGHT PF12= RECALL

DIRMAINT-TIVYLP3

fﬁﬁSB Connected through TL5L.0 to secure rermote serverfhost 129,33.196.112 using port 22
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2{] A - DEMOADMN TIVLP3 - [43 « 80]

File Edit Miew Communication Actions Window Help
|| & &

Host: [129.33.196.112 Part; [22 LU Narme:

DR91AA 917AA T R/ W 49 3390 4696 2 4578-64 2622
MHNT192 19E ¥/ 5 RA0 9068 33960 4096 2223 93745-58 68255
DIR1IFA 1FA = RAW 12 3390 4096 1 g8-01 2152
DVYHREQZ2891I Your CHMS request for DIRMAINT at % has completed; with RC
DYHREQ2289I = 6.
DIRMHINT TIVLP3.. - 2@1?/05/1@' T=06. @1/@ 21 @9 20:51

i P20:51 .
* - - Operatlnns Manager ?IEMCON sessl0on Frnm D'MDHDMN entered the foll
CMS COPYFILE DIRMHINT TL1?05@5 T = TL1?@3@4 H

on 170510 at ©09:21:064
DIRMHINT TIVLPS T 2@1?/05/1@, T=@.01/@.01 B9:21:04
DYHREQZ22901I Request is: CHMS COPYFILE DIRMAINT TL178505 T = TL176364 H
DYHREQZZ88I Your CHMS request for DIRMAINT at % has been accepted.
DVYHREQZ2891I Your CHMS request for DIRMAINT at % has completed; with RC
DYHREQ2289I = 6.
DIRMAINT TIV¥LP32.. - 2017/05/10; T=-0.62/,0.63 09:21:05
DYHWAIZ1401I Waiting for work on 170510 at 069:21:065.
¥ -- Operations Manager VY¥IEWCON session from DEMOADMN entered the foll
cms g disk
DYHWAIZ1461 Wakeup caused by console attention on 170510 at 09:21:068
DIRMAINT TIV¥LP3.. - 2017/05/10; T=-0.610.61 09:21:08
DVYHREQZ2901I Request is: CHMS g disk
DYHREQZZ881I Your CHMS request for DIRMAINT at % has been ac
LABEL YDEY M STAT CY¥L TYPE BLKSZ FILES BLKS USED-(%
DIR1S5 155 A RA W 12 3390 4096 19 406-19 1754
DRMA91 191 C RAW 39 3390 4696 293 2021 -37 3379
DRM11iF 11F D RA W 49096 59 728-51 Fi2
DIRLIDF E R/w 2009 544-25 1616
D & 133 _o0 7TOB7
G
H
i
T

ed.

cept
] BLKS LEFT

DIR1IDB
DIR1IAA

R/w 14 352-16 18068
RAW 106 16 15445-86 2555
et wyinighnls il i) 13868
DR91AA R/ W 2 4578-64 2622
MHNT192 ¥/ 5 RA0 906 2223 93745-58 68255
DIR1IFA = RAW 12 1 g8-01 2152
DVYHREQZ2891I Your CHMS request for DIRMAINT at % has completed; with RC
DYHREQ2289I = 6.

DIRMAINT TIVLP32.. - 2017/05/10; T=-0.601-0.61 09:21:060

DYHWAIZ1401I Waiting for work on 17605710 at 09:21:69.

KCHD PFG2=- SCROLL PF93= EHND PFG 4= PF&5= HOLD PFes= FORMAT
P PFG8= DOWN PFGO9= CHMS CO PF18= LEFT PF11= RIGHT PF12= RECALL

[=l=lclofolofoRolololofc ol ollc follafolaRofolo
{(m RVa VY u B n VRV BV RV MV R Y Rl i Rl xR s R A R

=]
la]

2 B
1:
1:
1:
1:
1:
1:
1:
1:
1:
1:
1:
1:
1:
1:
ip
1
1:
1:
1:
1:
1:
1:
a L
A
1:
1:
1:
1:
1:
1:
1:
1:
i
K

. 2
2
2
2
2
2
2
2
2
2
2
2
2
2
2
2
2
2
2
2
2
2
2
2
2
2
2
2
2
2
2
2
2
2
2]
2]

a0 :
PF
PF

E
U

DIRMAINT-TIVYLP3 [Scroll)

fﬁﬁSB Connected through TL5L.0 to secure rermote serverfhost 129,33.196.112 using port 22
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2{] A - DEMOADMN TIVLPS - [43 « 80]

File Edit Miew Communication Actions Window Help
|| & &
Host: [129.33.196.112 Part; [22 LU Narme:

199 DIR1ADF 1DF R/ W 12 3390 40956 209 544-25 1616
199 PMTS551 551 RA0 49 33960 4696 8 133-062 FO6e7
99 DIR1DB 1DB RA W 12 3390 4096 14 352-16 1868
909 DIR1AA 1AA R/ W 1066 3390 40696 i6 15445-86 2555
199 MNT190 1906 RA0 207 339060 4096 Fo1 23392-63 13868
199 DR91AA 91AA RAW 49 33960 4696 2 4578-64 2622
199 MNT192 19E ¥/ 5 R0 96 33960 4096 2223 93745-58 68255
199 DIR1IFA 1FA i RAW 12 3390 40985 1 8-01 2152
199 DYHREQ22891 Your CHMS request for DIRMAINT at * has completed; with RC
s DYHREQ2289I = .
DIRMHINT TIVLP3. . 2017705710 T=0.01-0.601 69:21:069
i ] for work on 1770510 at ©9:21:69,
ager YIEWCOMN session from DEMOADMN entered the foll

d caused by console attention on 1770510 at 09:21:35
DIRMAINT TIVLP3.. 2017705710 ; T=0.01/-0.01 @9:21:35

DYHREQZZ88I Your CHMS request for DIRMAINT at % has been accepted.
DYHRLY3895W Disk @1AA i= B86% full, exceeding its
¥ -- Operations Manager Action DIRMLOGE =cheduled for execution -- *
DYHRLY3895W WARHNING threshold of 75%.
DYHRLY38861 Hourly processing started; with 5 log

===

DYHRLY38871I Hourly processing completed; © log
DYHRLY38871 files processed, 5 log files remaining.
DYHRLY3895W Disk @1AA is B86% full, exceeding its
DYHRLY3895W WARNIMG threshold of 75%.
DV EQ22891 Your CHMS request for DIRMAINT at % has completed; with RC
DY = &.
- 2017705710 ; T=0.63/0.63 00:21 .36
Waiting for work on 170510 at ©09:21:36.
Wakeup console attention on 176510 at 69:21:36

" om 2 ) )
Request is: SHUTDOWN
Ynur SHUTDONN request for DIRMHINT at ¥ has been accepted.
(=AW

D?HSHU2193I DIRMHINT frnm TI?LP3

DYHSHUZ198A The DIRMAINT serwvice machine is logging

DYHSHUZ198A of+f.

KCHMD PFe2= SCROLL PF83I= END PFO4= PFG5= HOLD
PFG8= DOWN PF&9= CHMS CO PF16= LEFT PF1ii= RIGHT

T
BT e i o m SRR s e L R

21
21
21
21
21
21
21
21
21
21
21
21
21
21
21
21
21
21
i B
21
g e
21
21
21
21
b [
2l
21
21
21
21
21
21
21
21
21
21
21
21
21
av

DIRMAINT-TIVYLP3
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2{] A - DEMOADMN TIVLP3 - [43 « 80]

File Edit Miew Communication Actions Window Help
B 2% BE = %% & &

Host: [129.33.196.112 Part; [22 LU Narme:

DIRMAINT TIVLP3.. - 20170510 ; T=-60.603/-,6.603 69:21:

DYHWAIZ 1 Waiting for work on 170516 at 09:21.: .

DYHWAIZ I Wakeup caused by console attention on SB5.710 at 69:21:36

DIRMAIN IVLP3.. - 20170510 ; T=0.01/0.601 60:21.:
I Request is: SHUTDOWHN
I
I

Your SHUTDOWH request for DIRMAINT at has been accepted.
A shutdown command has been issued by

DYHSHU21931I DIRMAINT from TIVYLP3.

DYHSHUZ2198A The DIRMAINT serwvice machine is logging

[EgTges

CONNECT= 00:09:33 ¥IRTCPU= 0O00:00.87 TOTCPU= 000:01.01

LOGOFF AT ©09:21:37 EDT WEDNESDAY 09571017

PRT FILE 3917 SENT FROM DIRMAINT CONM WAS 3917 RECS 0632 CPY 1 © HOL
Lrper T drfidi]e H T - = el = . uy g L] i r
¥6.3.0 2017-04-21 11:16
2191 LINKED RAW; R-0 BY 2 USERS
@11F LINKED RAsW; R-0 BY 11 USERS

mnandnd

g

PRODUCT :

IBM Directory Maintenance Facility for =z-¥H
5741-A07 (C) Copyright IBM Corporation 1979,
Function Level 630 Serwvice Lewvel 1501,
DMSACCTF241 155 replaces A (191)

DMSACPF¥231 F (551) R/0

DMSACCTF231 ¥ (©1DE) RAW - OS5

HCPHM5GO0A45E MAINT not logged on

HCPMFS©9571 OPERATOR not receiving; disconnected
DYHPROZGG8I ROLE = DIRHMAINT

DYHPROZG16I TESTING USE OF MSGHOH

DASD 0192 DETACHED

DASD 0Z21F DETACHED

DASD 0592 DETACHED

NN ananon ananen ancngn
Pk e e b b ke ok ek b e e ek b

DIRMAINT TIVYLP3. . 217705710 ; T=0.01-0.01 69:
DYHITI3S531W A DISABLE CONTROL already exists. The current setting is
DVYHITI 31iW being honored. It was not rebuilt using the setting from

3 m e By —

IVLP3 .. - 201705710 ; T=0.04/0.04 69:21 :51
Waiting for work on 170510 at ©09:21:51.

ok ek PF®&6= FORMAT

21
21
21
21
21
21
21
21
21
21
21
21
21
21
21
21
21
21
21
21
21
21
21
21
21
21
21
21
21
21
21
21
21
21
21
21
21
21
21
21
av

flafnti el
PFG9= CHMS CO PF10= LEFT PF11= RIGHT PF12= RECALL

DIRMAINT-TIVYLP3 (Scroll)
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2{] A - DEMOADMN TIVLP3 - [43 « 80]

s

File Actions

s

Edit Miew Communication Window Help

2| @2

ora)

Host: | 120.33.196.112

Part: | 22

LU Mame

Disconnect

51
51
51
51
51
51
51
51
51
51
51
51
51
51
51

Function Lewvel 630 Serwvice Level 1561.
DMSACCTF241 155 replaces A (191)
DMSACPF231 F (551) R~/0

DMSACCY231 ¥ (©1DE) R-/W 05
HCPHM5GOA45E MAINT not logged on
HCPMFS©571 OPERATOR not receiving;
DYHPROZGG8I ROLE DIRMAINT
DYHPROZG16I TESTING USE OF MSGHOH
DASD 0192 DETACHED

DASD 0Z21F DETACHED

DASD 0592 DETACHED

disconnecte

g & 2017705710 ;
W A DISABLE CONTROL already exists.
being honored. It was not rebuilt
the COMFIG* DATADVYH file.
2017705710 ;
Haltlng for work Dn
® Manager YIEWCON

session from D

Heup caused by console attention
DIRMHINT TIVLES . 2017705710 ; T=0.010.01 609
DYHREQZ2901 Request i=s: CHMS g disk
DYHREQZZ88I Your CHMS request for DIRMAINT at
LABEL YDEY STAT C¥L TYPE BLKSZ FILES
DIR155 155 RAW 12 3390 40985 19
DRMA91 191 RA W 3396 49096 2093
DRM11F 11F RAW 3396 49096 59
DIR1IDF 1DF R/ W 3396 49096 209

¥

T=0.01-0.01 009

T=0.04-0.04 009
1770510 at 09

d

The current setting is=s
using the setting from

21:51
2oy,
EMOADHMN entered the foll

on 1795710 at 09:22:48
22.48

has been a
BLKS USED-( LEFT
1754
3379

Fi2
1616

67

IomMmMenI X

| = ) () A G005 g
R’ E'%%i*'&*i& T

100 3390 4096 e
b} 791

DIR1IAA 1AA

185808
17967
13868

RA-W
et et LOLOLE,
¥ 5 9@ 3390 4096 2223

D0
RA0

= RAW 12 3390 4096 1
DYHREQZZ289I Your CHMS request for DIRMAINT at
DYHREQ22891 o .
DIRMAINT TIVYLP3.
DYHWAIZ21461
KCHD PFG2 =
P PFG8-=

MNT192 19E
DIR1IFA 1FA
¥

2017705710 ;

SCROLL PFO3-=
DOWN PFGO-=

END PFO4=
CMS CO PF1@=

PF
PF

09 :
09 :
09 :
09 :
09 :
09 :
09 :
09 :
09 :
09 :
09 :
09 :
09 :
09 :
09 :
09 :
09 :
09 :
09 :
09 :
09 :
09 :
09 :
09 :
09 :
09 :
09 :
09 :
09 :
09 :
09 :
09:
09 :
09 :
09 :
09 :
09 :
09 :
09
PF
PF

OOMNMMNMMNNNNNNNNNMNMEMMMNMMNMNNNNNNNNNNMEMNMMNMNNNNNNN N
T N e e e S R R R el e e g i

LEFT

DIRM

T=90.01-0.61 609:
Waiting for work on 1705716 at 09:

68255

2152
has completed; with RC
22
22
5=
11=

.49

49,
HOLD
RIGHT

PFO6=
PF12=

FORMAT
RECALL

AINT-TI¥LP3 [Scroll)

54258

Connected through TLE1.0 to secure rernote server/host 129,33.196.112 using port 22
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2{] A - DEMOADMN TIVLP3 - [43 « 80] lb

File Edit Miew Communication Actions MWindow Help
B 2% BE = %% 2 el

Host: [12832.196.112 Port: [ 22 LU Marre:

Ready; T=0.10-090.12 09123165

amviist__

RUNNING TIVLP3

|{Connected through TLSL0 to secure remote server/host 129,33.196.112 using port 22
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2{] A - DEMOADMN TIVLP3 - [43 « 80]

File Edit Miew Communication Actions MWindow Help

B 2% BE =@ %% & &

Haost: J 12933196112 Part: | 22 LU Marre:

Disconnect

Selection: Hame: Tuype: Mode : T o o =nown
Current filters: Hame: * Tupe : Mode: %] Owner: ARCH®

Qwner

ARCHL OGS
ARCHL OGS
ARCHL OGS
ARCHL OGS
ARCHL OGS
ARCHL OGS
ARCHL OGS
ARCHL OGS
ARCHL OGS
ARCHL OGS
ARCHL OGS
ARCHL OGS
ARCHL OGS

IITIIpIDIIDIDI=DDDDDD

et b o (e e e el e [ el e e e

ZZZZ

ARCHLOGS
ARCHL OGS
ARCHL OGS
ARCHL OGS

Filename

e o R e H e By e e e o oun o
e R ™ M B e B B R
ADDDDIDCDDTDDD
ITITIIIIMIIIZIIZ
rZZZZZZIMZZZZZZ

Filetype

TL170304
TL1703605
TL170506
TL1705607
TL1705608
TL170569
EXEC

TRANSLOG
TRANSLOG
TRANSLOG
TRANSLOG
TL170301
TL1790302

b ol B B I o W W 1

Date

17705710
1770510
17705707
1770508
17/7/05/709
1770510
1770420
1770510
17705710
1770510
17705710
1770510
17705710

F e BN BN Y

Device or Path

192
192
192
192
192
192
192
192
192
192
192
192
192

P =

urjurjurjary Ffuripar pur purjar jar e par pur urpar par

oQoogQ
el
20803
- i g 4

TL1790301
TL170302
TL179030603
TL1703604

e e e i e i i i o e o e i e

17705710
1770510
17705710
1770510

192
192
192
192
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2{] A - DEMOADMN TIVLP3 - [43 « 80]

File Actions

Bl o2 2= =] %%

Edit Miew Communication Window Help

2| @2

Host: [ 120,33.196.112

Part: | 22

LU Mame

Disconnect

Object:

*¥%¥ Parcel summary:
k3 b
¥¥%¥ Archive Time:
* %k Present Loc:

09 :21:44.914124 on Wednesday,
CHMS File 00000010 PARCEL

May 190,

Image source was a CMS/EDF minidi=sk:

&k
&k
&k

Ak

Owner , ccuu: ARCHLOGS 192
EDF blocksize: 4096; 3859 of 5400 blocks in use;
Minidisk label: "ARL19Z"

3 r-ll'l'inrlm ' R ) M S8 0 e ol =8 ! B "IEE‘;“HE“

ype yys/mm/dd hh:mn:ss Format
301 17705710 09:19:51 ¥V 125

P e S B =1

=

Filename Fil ecords

161535

et
DIRMAINT TL170O

BEKRSFS:AMYCATLG . PARCELCAT . 900000109 . ARCHLOGS . ALLUSERS . DEFAULT .EDF . 192

on BEKRSFS: AMYARKIY .USERARK

effoct

2017 (UTC)

6= Bottom

Backward
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2{] A - DEMOADMN TIVLP3 - [43 « 80] M

File Edit Wiew Communication Actions  Windowr ﬂelpw;
B B BE = %% 2 &

Host: [12832.196.112 Port: [ 22 LU Marre:

From ARCHLOGS 192 date 2017057109 time ©9:21:45 (parcel 00000818 ).

and virtual address:

Or to RDR of userid: ¥ node (defaults to this node).

Or to SFS filepool: and filespace:
and path:

File filters=s: Filename: DIRMAINT Filetype: TL170301 mode number : *

Master backup userid: AMYARKIY

,EE}ESB' |{Connected through TLEL0 to secure rermote server/host 129,33,196.112 using port 22
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2{] A - DEMOADMN TIVLP3 - [43 « 80] M

File Edit Wiew Communication Actions  Windowr ﬂelpw;

| 2% B =] %% & &
L i}1'.-t|331t|r;11" O ﬁ!'.-"— e !

RDR FILE ©229 S5ENT FROM AMYARKIY PUN WAS 0101 RECS 197K CPY 281 R HOHOLD HOKEEP
Return code: &, Recall successfully initiated.
Readg; T=0.01-0.01 09:28:26

rdrlist_

RUNNING TIVLP3

|{Connected through TLSL0 to secure remote server/host 129,33.196.112 using port 22
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2{] A - DEMOADMN TIVLP3 - [43 « 80]

File Edit Miew Communication Actions Window Help

Bl S EE = % 2 &2

Haost: J 12933196112 Part: | 22 LU Marrme:

Disconnect

DEMOADHMMN RDRLIST AG Y 164
Cmd Filename Filetype Class
= TDLHXTP JoB PUN
(hone) (hone) PRT
(hone) (hone) PRT
(hone) (hone) PRT
(hone) (hone) PRT
(hone) (hone) PRT
(hone) (nhone) PRT
TDLHXTP JoB PUN
TDLHXTP JoB PUN
(hone) (hone) PRT
(hone) (hone) PRT
(hone) (hone) PRT
TIYLP3 201760122 PUH
TIYLP3 201760122 PUH
TIYLP3 BERWRK&1 PRT
TESTTAPE J0B PUN
TIYLP3 OPERATOR PRT

Hold Records
NOMNE 66
HOMNE
NOMNE
HOMNE
NOMNE
HOMNE
NOMNE
HOMNE
NOMNE
HOMNE
NOMNE
HOMNE
NOMNE
HOMNE
NOMNE
HOMNE a5
NOMNE 4695

at Hode
TIVLP3

User
BKREBKUP
TCTHHM
TCTHHM
TCTHHM
TCTHHM
TCTHHM
TCTHHM
BKREBEKUP
BKREBKUP
TCTHHM
TCTHHM
TCTHHM
BKRWRKG®4
DEMOADMMN
OPMGRM1
BKREBEKUP
OPMGRM1

mm
SO~ noossd~

IO D
B B2
b
l=Julol
[l SEN|
Mo

DIRMAINT TL1703601 PUM R AMVARKIY TIVLP3 HNONE 196585

Ly

Trunc=164 Size=19 Line=1 Col=1 AlLt=-0

L B L B = B~ 8 ™ ¥ A R e S N S ¥ o ] 4 ) [N S N S S b R 1 ) O R = o = e R I S s R o R X = R

Time
00!
110
REL I R
e e s
147
110
RS
L i s
14
e
H 2
120
sES
141
pEAT 2.5 kel
141
53

Date
17,64
17,64
17,64
17,64
17,64
17,64
17,64
17,64
17,64
1706
1710
1710
2,27
2/.28
A4r-21
4,21
5702

Sl bl
AMNpus e

[y
]

Pk b o e b ek e ok e ok e o ek b
MANORMNIIMNW
EY AN W E AN LEN|

AUSOAAMAMWHNOMMO~I~JUIMLM

ln]
o]
m

5710

efresh
orward
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Scenario 7: How Do You Do That?

Console rule and action in Operations Manager:
DEFRULE NAME DIRMLOG +
MATCH *DVHRLY3895*01AA*" +
USER DIRMAINT +
ACTION DIRMLOG
DEFACTN NAME DIRMLOG +
INPUT AHI +
NEXTACTN DIRMLOGB
DEFACTN NAME DIRMLOGB +
COMMAND 'EXEC DIRM1AA &U' +
ENV LVM

Authorize Operations Manager to issue DIRM SHUTDOWN — from
MAINT issue

DIRM AUTHFOR OPMGRM1 CMDLEVEL 150A CMDSET O
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Scenario 7: How Do You Do That?

DIRM1AA EXEC (excerpts):

Parse Upper Arg Tuser .;

[* Try to shut DIRMAINT down. */

Say 'DIRM1AA - Issuing DIRM SHUTDOWN ....%
Address CMS 'DIRM SHUTDOWN';

Address Command 'CP LINK' Tuser '1AA' Dev 'MR’;
Address CMS 'ACCESS' Dev Fm;

Address Command 'PIPE CMS LISTFILE DIRMAINT TL* Fm '(NOHEADER',
'| STEM FILES."
Do | = 1 to Files.O;
Parse Upper Var Files.I Fn Ft ;
Address CMS 'SENDFILE' Fn Ft Fm 'TO ARCHLOGS';
If Rc =0 then Do;
Sent = Sent+1;
Address CMS 'ERASE' Fn Ft Fm;
End

Address Command 'CP XAUTOLOG' Tuser;
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Scenario 8:
Process a File of Test Messages as a Console

» Create a file containing lines of test messages
- Test rules and actions without creating critical conditions
» Use Operations Manager to send the file for processing
- Treat it as the console of one user
- Send it again treating it as the console of another user
- Notice triggered rules and actions are different

> View the “consoles” of these two users
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Scenario 8: Detailed Steps

» Create or view a file of test messages
xedit test consdata a
- Notice the “hello” message in the file
» From a z/VM user ID, send the test file to Operations Manager

- Send it twice, specifying two different “owning” user IDs. One
generates a message and one doesn't:

gomrsif test consdata a 9.82.24.129 63000 tstadmn8

gomrsif test consdata a 9.82.24.129 63000 tstuser8

» From an authorized z/VM user ID, view the consoles of the
owning user IDs:

viewcon tstadmn8

viewcon tstuser8
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2{] A - DEMOADMN ATS

File Edit Miew Communication Actions MWindow Help

B A EBE = %% 2 e
Hust:J9-92-24-129 Paort: |23 LU Marrie: Disconnect |

I=0.01/50.01 09:13:45

DEMOADMN AT ZYMVBR30 VIA =x 05710717 09:13:49 EST WEDNESDAY
Ready; T=0.01/0.01 09:13:49

x test consdata a_

RUNNING ZYMVBR30
31701
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2{] A - DEMOADMN ATS

File Edit Miew Communication Actions MWindow Help
B 2% BE = %% & &

Host: [ 9.62.24,128 Part: [23 LU Narme:

CONSDATA A1 F BO Trunc=80 S5ize=7 Line=0 Col=1 Alt=0

O S - - TS . TN | = WO | NI A . SR S

* % * Top of File % x %

testfile hello there ftrom file input
here is another critical system message
warning message to test

junk

hoise

demo for presentation

* % % End of File * % =%
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2{] A - DEMOADMN ATS

File Edit Miew Communication Actions MWindow Help

B A EBE = %% 2 e
Host: [ 0.62.24129 Part: [ 23 LU Marne;

; . U SR SRS :
gomrsif test consdata a 9.82.24.129 63000 tstadmnB
Connecting to 9.82.24.129
Sending TEST CONSDATA A to 9.82.24.129
Ready; T=0.01/0.01 09:17:00
09:17:00 =* MSG FROM OPMGRS4 : HELLO BACK FROM TSTADMNSB.
gomrsit test consdata a 9.82.24.129 63000 tstuser8
Connecting to 9.82.24.129
Sending TEST CONSDATA A to 9.82.24.129
Ready; T=0.01/0.01 09:17:06

[

viewcon tstadmnB

RUNNING ZYMVBR30
31/001
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2{] A - DEMOADMN ATS

File  Edit  iew Qummunicai‘cém Actions  Window Help

Bb 2% BB =@ | @@
Host: [ 9.82.24.128 Port |23

o) )

LU Marme:

Disconnect

137 more
: 37 more
: 37 more
137 more
: 37 more
: 37 more
137 more
: 37 more
: 37 more
137 more
: 37 more
: 37 more
137 more
: 37 more
: 37 more
137 more
: 37 more
: 37 more
137 more
: 37 more

: 37
:00) testfile hello there from file input
:00) ®* -- Operations Manager Action TESTFILE scheduled for execution -- =*

00 R

console
console
console
console
console
console
console
console
console
console
console
console
console
console
console
console
console
console
console
console

data
data
data
data
data
data
data
data
data
data
data
data
data
data
data
data
data
data
data
data

tor
for
for
for
for
for
for
for
for
for
for
for
for
for
for
for
for
for
for
for

demo
demo
demo
demo
demo
demo
demo
demo
demo
demo
demo
demo
demo
demo
demo
demo
demo
demo
demo
demo

e —

T

L —

PFO8=

DOWN

PF10=

LEFT

PFii1i= RIGHT PF12= RECALL

TSTADMNB-ZVMVER3IO (Scroll)

;ﬂ_J Connected to remote serverfhost 9.82.24.129 using port 23
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2{] A - DEMOADMMN ATS R\
File  Edit Wiew Communication 5ctlﬁ'§ﬂs Window Help
B 2% BE = %% & &

Host: [ 9.62.24,128 Part: [23 LU Narme:

Ready; T=0.01/0.01 09:17:55

viewcon tstuseri

RUNNING ZYMVBR30

Operational Monitoring and Automation of z/\VM and Linux on z Systems © 2013, 2017 IBM Corporation




IBM z Systems

2{] A - DEMOADMN ATS

File  Edit Miew Communication 5ctiunsm Window Help
B S BE = s 2 @

Host: [9.82.24.129 port: [23 LU Narme:

more console data for demo
more console data for demo
more console data for demo
more console data for demo
more console data for demo
more console data for demo
more console data for demo
more console data for demo
more console data for demo
more console data for demo
more console data for demo
more console data for demo
more console data for demo
more console data for demo
more console data for demo
more console data for demo
more console data for demo
more console data for demo
more console data for demo
more console data for demo
more console data for demo
i o ik X X X B T
testfile hello there from file input
here is another critical system message
warning message to test
junk
noise
demo for presentation
= EEOA_ PFOG5= HOLD PFO6= FORMAT
PFOB= DOWHN PFO9 PF160= LEFT PFi1i= RIGHT FF12= RECALL

TSTUSERB-ZVMVER3IO (Scroll)

:_-’,')'_J Connected to remote serverfhost 9.82.24.129 using port 23
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Scenario 8: How Do You Do That?

Console rule and action in Operations Manager:

*

DEFRULE NAME TESTFILE +
MATCH “*TESTFILE HELLO* +
MCOL 001:030 +
EXGROUP TSTUSERS +
ACTION TESTFILE

R

DEFACTN NAME TESTFILE +
COMMAND 'CP MSG DEMOADMN HELLO BACK FROM &U.' +
ENV SVM
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Scenario 8: How Do You Do That?

Set up TCP/IP listener for test data and define group of consoles:

*

DEFIPCS NAME TESTDATA +
USER TCPIP +
APPL GOMRSIF +
ADDR 000.000.000.000 +
PORT 63000

*

DEFGROUP NAME TSTUSERS MEMBER TSTUSER*

Update TCP/IP configuration to allow Operations Manager to listen on
the specified port
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Scenario 9:
Process Linux Syslog Data as a Console

> Route syslog data from a Linux guest to Operations Manager
for z/NVM

- Supports syslogd, syslog-ng, rsyslog
- syslog-ng and rsyslog include hostname or IP address in message
» Treat it as the console of a “fake” user ID

» Trigger rules and actions based on syslog data
> View the “console” containing syslog data

» QOption to create one console per syslog or combine multiple
syslogs into one console
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Scenario 9: Detailed Steps

> From an authorized z/VM user ID, view any syslog data already
received

gomcmd opmgrm1 viewcon user(Ixsyslog)
» Use PUTTY to connect to a Linux guest

» Login as root and issue the command
logger here is a critical test message from SHARE

> Return to the VIEWCON session
- See the message in the syslog “console”
- Using syslog, so no hostname or IP address
> Repeat from a different Linux guest that uses syslog-ng
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o i Session B - TSTADMNL - [32 x 80]

File Edit Wiew Communication Actions

window  Help

2t @ &l

B Db aln) Blm| = b

15:
16:
17:
18:
19:
20:

21

22
23:
00:

01

0
03:
03:
03:
03:
03:
03:
03:
04
05 :
06 :
[0 I
08 :
09:
10:

11

12:
13:

50:
59;
59:
59:
59:
50:
59O
59;
59:
59:
59
50:
00 ;
Q0 ;
Q0
Q0
(0103
00 ;
50:
59;
59:
59:
59:
50:
50:
59;
59
59:
59:

46
46
46
47
46
46
47
47
47
46
46
46
46
46
47
48
48
48
47
46
46
46
47
47
46
47
47
46
46

(f8>crond[17539]:

{r8>crond[19771]:
{f8»crond[21997]:
{78>crond[24224]:
{7f8>crond[26456] :
{78>crond[28682]:
{f8>crond[30008]:

{r8>crond[B72]:

{f8>crond[294%] :
{78>crond[5171]:
{F8>crond[T7397]:
{78>crond[9629]:
{f8>crond[11855]:

{r8>crond[11893]:
{frfranacron[11897]:
z2Z»>sendmaill[l12016]:
{22»sendmaill[12018]:
{22>sendmaill[l12016]:
(22sendmaill[12019]:
{r8>crond[14346] :
{r8»crond[16578]:
{78>crond[18804]:
{7f8>crond[21030]:
{78>crond[23256] :
(f8>crond[25489] :
{r8>crond[27715]:
{f8»crond[29941]:
{78>crond[32167]:

{78>crond[1967]:
{78>crond[4204]:

{root)
{root)
{roct)
{root)
{root)
{root)
{(root)

CHMD
CHMD
CHMD
CHMD
CHMD
CHMD
CHMD

(run—parts
(run—-parts
{run—-parts
{(run—parts
{(run—parts
{(run—parts
(run—parts

fetc/cron.

fetc/cron

fetcifcron.

fetc/fcron
fetc/fcron

fetc/cron.

fetc/cron

hourly).
.hourly).
hourly).
.hourly).
.hourly).
hourly).
.hourly).

(root) CMD (run-parts fetc/cron.hourly).
{root) CMD (run—-parts fetc/cron.hourly).
{(root) CMD (run—-parts fetc/cron.hourly).
{(root) CMD (run—-parts fetc/cron.hourly).
{(root) CMD (run—-parts /fetc/cron.hourly).

(root) CMD (run—-parts /fetc/cron.hourly).

{root)
{roct)
{root)
{root)
{root)
{(root)
{root)
{root)
{root)

CHMD
CHMD
CHMD
CHMD
CHMD
CHMD
CHMD
CHMD
CHMD

(run—-parts
{run—-parts
{(run—parts
{(run—parts
{(run—parts
{(run—parts
(run—-parts
{run—-parts
{(run—parts

from=root,

to=

job

root,

fetc/cron

fetcifcron.

fetc/fcron
fetc/fcron

fetc/cron.

fetc/cron
fetc/cron
fetc/fcron
fetc/fcron

{root) CMD (run-parts fetc/cron.daily).
Updated timestamp for
nZ239210V012016:
nZ239210x012018:
nZ239210V012016:
n239210x012018:

“cron.daily'
size=1043,
from=<{root@Phasl106.wsclab.washing
ctladdr=root {(0/0),
to=<root®Phasl106.wsclab.washingto
.hourly).
hourly).
.hourly).
.hourly).
hourly).
.hourly).
.hourly).
hourly).
.hourly).

{(root) CMD (run—-parts fetc/cron.hourly).
{(root) CMD (run—-parts /fetc/cron.hourly).

te 2009-03-
class=0, nr

dela

B ‘ LXSYSLOG (Scroll) I

[=3" [connected ko remote serverfhost 9,39.68, 141 using part 23 | 4
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# root@hasl106:~

login a=s: root

rootf@2,.32.56,.108'3 password:

La=st login: Thu Feh 12 17:12:21 2009

[rootfdhas1106 ~]# logger here is & critical test message from share
[rootBhazl106 ~1# [
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Fil= Edit View Communication Actions ‘Window Help

_I_ilﬁl*!l!l_l'&@ 2| 3| @lo|

19:
20:

21

22
23:
00:

01

02:
03:
03:
03:
03:
03:
03:
03:
04
05:
06 :
a7
08;:
09:
10:

11

12:

14:
14:
14:
14:

59:
590:
1 59:
59:
59:
590:
159
59:
00:
00:
00o:
00:
00:
00Q:
59:
590:
590:
59:
59:
590:
50:
59:
159!
590:

14:
14:
14:
14:

46
46
47
47
47
46
46
46
46
46
47
a8
48
48
47
46
46
46
47
47
46
47
47

{r8>crond[26456] :

{fB>»crond[28682]:
{FfB>crond[30908]:

{fB>crond[672]:

{r8>crond[2945]:
{fB8>crond[5171]:
{FB>crond[7397]:
{r8>crond[9629]:

{r8>crond[11855]:
{fB>crond[11893]:
{ffr>anacron[11897]:
{22»>sendmail[12016]:
(22»»sendmail[12018]:
{(ZZ2sendmail[12016]:
{Z22sendmail[12019]:
{r8>crond[14346] :
{FfB>crond[1657T8]:
{fB>crond[18804]:
{r8>crond[21030]:
{T8>crond[2325B6]:
{FfB>crond[25489]:
{FfB>crond[27715]:
{r8>crond[29941]:
{f8B>»crond[32167]:

(?8)crond[196?]

{root) CMD (run-parts fetcfcron.hourly).

{(root) CMD (run—-parts fetc/cron.hourly).

{(root) CMD (run—-parts Ffetc/cron.hourly).

(root) CMD (run—-parts /fetcf/cron.hourly).

{root) CMD (run-parts fetc/cron.hourly).

{(root) CMD (run—parts Ffetcfcron.hourly).

{(root) CMD (run—-parts Ffetcfcron.hourly).

{root) CMD (run-parts fetc/cron.hourly).

{(root) CMD (run—-parts fetc/cron.hourly).
{(root) CHMD (run—-parts Ffetc/cron.daily).

Updated timestamp for job “cron.daily' to 2009-03-
n239210v012016: from=root, size=1043, class=0, nr
n23921Dx012018: from=<root®Phasl106.wsclabk.washing
nZ239210V012016: to=root, ctladdr=root (0/0), dela
Nn23921Dx012018: to=<root@Phasll106.wsclab.washingto

CMD (run-parts fetc/cron.hourly).

CMD (run-parts /etc/cron.hourly).

CMD (run-parts /etc/cron.hourly).

CMD (run-parts fetc/cron.hourly).

CMD (run-parts /fetc/fcron.hourly).

CMD (run-parts /etc/cron.hourly).

CMD (run-parts /etc/cron.hourly).

{root) CMD (run-parts fetcfcron.hourly).
{(root) CMD (run—-parts /fetc/cron.hourly).
{(root) CMD (run—-parts Ffetcfcron.hourly).

{(root)
{root)
{root)
{(root)
{root)
{root)
{root)

. UL
{86>sshd[4731]:
{BE>sshd[4731]:
<13>root:
*__

(FTOOL) LMD LFrUf parte Jete/cren-noarcgr.

Accepted password for root from 9.49.128.169 port 2403
pam_unix({sshd:session):
here is a critical test message from share.
Operations Manager Action LXLOG

session opened for user root b

scheduled for execution ——- ¥

B I LXSYSLOG (Scroll) !

@ |Cornected to remote serverfhost 9.39.63. 141 using port 23 | v
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- File Edit Wiew Communication Actions ‘Window Help

EEEE EELE S ERET ]
14:14:58 * MSG FROM OPMGRM1 : GOT A CRITICAL MESSAGE '<13>R0O0T: HERE IS A CRI
TICAL TEST MESSAGE FROM SHARE.' FROM LXSYSLOG.

Ready; T=0.01/0.01 14:18:41

RUNNING DEM1 ZVHM

' 31/001

[=3" [Connected to remote serverfhost 9,39,68,141 using port 23 | v
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#* 9.82.56.114 - PUTTY

login as: root
Uzing kevhoard-interactive authentication.

PSSO,

Last login: Wed 2ep 22 13:22:57 2010 from dyn2-54-139-77.wma. ibm. com

ha=zllld:~ # logger demo message from linux guest with syslog-ng

hasl114:~ # [
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o ds| ST @(E w % 22 8 &¢

<46>0ct 27 13:16:08 omeglnxl —-—- MARK —-—.

{46>0ct 27 13:16:08 omeglnxl syslog-ngl[1301]: Log statistics; dropped='pipe(/de
{46>0ct 27 13:36:08 omeglnxl —-—- MARK -—-.

{45>0ct 27 14:43:49 hasll114 sysleg-ngl[1433]: STATS: dropped 0.

{46>0ct 27 13:56:08 omeglnxl —-- MARK --.

<46>0ct 27 14:16:08 omeglnxl —-—- MARK —-—.

{46>0ct 27 14:16:08 omeglnxl syslog-ngl[1301]: Log statistics; dropped='pipe(/de
<46>0ct 27 14:36:08 omeglnxl —-—- MARK ——.

{35>0ct 27 15:42:44 hasll1l4 sshd[7320]: error: PAM: Authentication failure for
{45>0ct 27 15:43:49 hasll1l4 syslog-ngl[1433]: STATS: dropped 1.

{34>0ct 27 15:44:38 hasll1l4 sshd[7320]: fatal: Timeout before authentication fo
¥ —— Operations Manager Action MSGOPERB scheduled for execution —- %

{83>0ct 27 15:44:38 hasl114 sshd[7323]: pam_unix2({sshd:auth): conwversation fail
{35>0ct 27 15:44:38 haslll1l4 sshd[7323]: error: ssh_msg_send: write.

<46>0ct 27 14:56:08 omeglnxl —-—- MARK ——.

{46>0ct 27 15:16:08 omeglnxl —-—- MARK --.

{46>0ct 27 15:16:08 omeglnxl syslog-ngl[1301]: Log statistics; dropped='pipe(/de
{46>0ct 27 15:36:08 omeglnxl -- MARK -—-.

{45>0ct 27 16:43:49 hasll1l4 syslog-ngl[1433]: STATS: dropped 1.

<46>0ct 27 15:56:08 omeglnxl -- MARK -—--.

<46>0ct 27 16:16:08 omeglnxl —-—- MARK —-—.

{46>0ct 27 16:16:08 omeglnxl syslog-ngl[1301]: Log statistics; dropped='pipe(/de
{46>0ct 27 16:36:08 omeglnxl —-—- MARK -—-.

{45>0ct 27 17:43:49 hasll114 sysleg-ngl[1433]: STATS: dropped 0.

{46>0ct 27 16:56:08 omeglnxl —-- MARK --.

<46>0ct 27 17:16:08 omeglnxl —-—- MARK ——.

{46>0ct 27 17:16:08 omeglnxl syslog-ngl[1301]: Log statistics; dropped='pipe(/de
<46>0ct 27 17:36:08 omeglnxl —-—- MARK ——.

e 12-‘?}‘)-17 SN . B | -—-.—-h.—lrw'l- fal P S | P e nrli-:n-l— Py E - F=. 12 £ 2 P

T — T

27 18:32:35 hasl114 root: demo message from linux guest with syslog—-ng.

LXSYSLG2 (Scroll)

@ Connected to remote server/host 9.39.68. 141 using port 23
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DD A% B =@ %% 2 3 e

GOMCHMD OPMGRM1 VIEWCON USER{LXSYSLg2) .mode (rdr)
RDR FLLE Ul3D BENI FROM OF

RPeaduy: T=0 _01/0 01 1738205

receive 135 (rep

DMSRDC?38I Record length is 204 bytes

VIEWCON LX3SYSLG2 Al replaced

File VIEWCON LXSYSLGZ2 Al received from OPMGRM1 at DEM1ZVM sent as VIEWCON LXSYS

G2 A
Ready: T1T=0 01/0 01 17:38:3%

WE63 CPY 001 A NOHOLD NOKEEP

RUNNING DEM1 ZVHM
31/001

.:_@ [Connected to remote serverﬂ"uost 9.39.68, 141 using port 73

© 2013, 2017 IBM Corporation
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Size=663 Line=0 Col=1 ALlLt=0

B T T T T T T =

X % %X Top of File * x X

10/22/72010 11:39:59 43>0ct : : hasl114 syslog-ng[1433]: Connect
1072272010 11:47:31 <45>0ct : : hasl114 syslog-ng[1433]: STATS:
10/22/2010 11:57:08 <46>0ct : : omeglnxl —-- MARK -—--.

10/22/72010 11:57:08 <43>0ct : : omeglnxl syslog—-ng[1301]: I/0 er
10/22/72010 11:57:08 <43>0ct : : omeglnxl syslog—ng[1301]: Connec
10/22/72010 12:05:21 {12>0ct : : hasl114 =zmd: ShutdownManager (WA
10/22/72010 12:05:21 <12>0ct : : hasl114 =zmd: 3ShutdownManager (WA
10/22/2010 12:16:08 <46>0ct : : omeglnxl —- MARK -—-—.

10/22/72010 12:16:08 <46>0ct : : omeglnxl syslog—ng[1301]: Log st
10/22/2010 12:36:08 <46>0ct : : omeglnxl —-- MARK --.

10/22/72010 12:47:31 <45>0ct : : hasl114 syslog-ng[1433]: STATS:
10/22/72010 12:56:08 <(46>0ct : : omeglnxl —-- MARK -—-.

10/22/2010 13:16:08 <46>0ct : : omeglnxl —- MARK -—-—.

10/22/72010 13:16:08 <{46>0ct : : omeglnxl syslog—-ng[1301]: Log st
10/22/2010 13:36:08 <46>0ct : : omeglnxl —-- MARK --.

10/22/2010 13:47:31 <45>0ct : : hasl114 syslog-ngl[1433]: STATS:
10/22/2010 13:56:08 <46>0ct : : omeglnxl —- MARK -—-—.

10/22/2010 14:16:08 <46>0ct : : omeglnxl —- MARK -—-.

10/22/2010 14:16:08 <{46>0ct : : omeglnxl syslog—-ng[1301]: Leg st
10/22/2010 14:36:08 <46>0ct : : oemeglnxl —-- MARK --.

1072272010 14:47:31 <45>0ct : : hasl114 syslog-ngl[1433]: STATS:
10/22/2010 14:56:08 <46>0ct : : omeglnxl —- MARK -—-—.

10/22/2010 15:16:08 <46>0ct : : omeglnxl —-- MARK --.

10/22/2010 15:16:08 <{46>0ct : : omeglnxl syslog—-ng[1301]: Leg st
10/22/72010 15:36:08 <46>0ct : : omeglnxl —-- MARK -—-.

10/22/72010 15:47:31 <45>0ct : : hasl114 syslog-ngl[1433]: STATS:

02/007
4" |Connected to remote server/host 9,39,68, 141 using port 23
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Scenario 9: How Do You Do That?

Console rule and action in Operations Manager:

*

DEFRULE NAME(LXLOG),+
MATCH(*critical test message*),+
ACTION(LXLOG),+
USER(LXSYSLOG)
*
DEFACTN NAME(LXLOG),+
COMMAND(CP MSG TSTADMNL1 Got a critical message '&T' from &U.),+
OUTPUT(LOG),+
ENV(LVM)
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» Set up TCP/IP listener for syslog data

Scenario 9: How Do You Do That?

DEFTCPA NAME(LNXSYSLG),+
TCPUSER(TCPIP),+
TCPAPPL(GOMRSYL),+
TCPADDR(000.000.000.000),+
TCPPORT(00514),+
PARM(LXSYSLOG03330417UTF8)

DEFTCPA NAME(LNXSYSL2),+
TCPUSER(TCPIP),+
TCPAPPL(GOMRSYL),+
TCPADDR(000.000.000.000),+
TCPPORT(00515),+
PARM(LXSYSLG203330417UTF8)

» Update TCP/IP configuration to allow Operations Manager to listen
for UDP traffic on the specified port(s)

- Ports 514 and 515 used here

» Update the Linux guest to send its syslog data to the IP address and
port of your z/VM system
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Scenario 10: Create a Central Operations Console on
One z/VM System

> Use Operations Manager to watch for error, warning, fatal messages
on service machine consoles

- DIRMAINT, TCP/IP, RACEF, etc.
- Linux guests
- Linux syslog
> Route these messages to a central operations console
» Operations staff watches operations console for signs of trouble

- View individual service machine consoles for more details when
needed
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Creating a Central Console on One z/VM System

Message 1b
Message 2b

CP SECUSER

Mount Message 3b

OPMGRC1

Urgent Message 1a CP MSGNOH Operations Mgr

Mount Message 3a
Urgent Message 1b (OPMGRMl)

Message 1b

Message 3b

Mount Message 3b

Urgent Message 1b
Message 2b
Message 3b

DEMOADMN

zINVM
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o
M I.II:

Scenario 10: Detalled Steps

» From an authorized z/VM user ID, put “abend”, “fatal”’, and
error messages on DIRMAINT console

msgnoh dirmaint this is a test abend message

msgnoh dirmaint this is a fake fatal message

msgnoh dirmaint DMSxxxxxxXXE here is a made-up CMS e rror msg

> View the “Operations Console” to see the messages
gomcmd opmgrm1 viewcon user(oper8)

> Note the fatal message is red and abend message is
highlighted and will be held when other messages come in
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Scenario 10: Detalled Steps

» From another user ID, run an EXEC to send multiple

messages to the Operations Console
lotsmsgs

> View the “Operations Console” to see the messages
gomcmd opmgrm1 viewcon user(oper8)

» Watch the scrolling, held messages, etc.
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i Session & - TSTADMNL - [32 x 80]

File Edit Wew Communication Actions ‘Window Help

dirmaint this is a test abend message
T=0.01/0.01 10:36:23
dirmaint this is a fake fatal message
T=0.01/0.01 10:36:29

T=0.01/0.01 10:36:39

dirmaint DMSxxxxxxxE here is a made—-up CHMS error msg

gomcmd opmgrml wviewcon user (oper8)

RUNNING

31/001

DEM1ZVHM

@ [Connected to remote serverfhost 9.39.68.141 using port 23

Operational Monitoring and Automation of z/\VM and Linux on z Systems
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=i Session & - TSTADMNI - [32 & 80]

File Edit Wiew Communication Actions Mindow Help

_| %ltl &ll%l B[®)] w6 (% &
1:5 A FAKE ABEND HAS OCCURRED

14:13:50 A fake abend has occurred

14:14:32 This is standard non scary message 17

14:14:33 This is standard non scary message 18

14:14:34 This is standard non scary message 19

14:14:35 This is standard non scary message 20

14:14:36 This is standard non scary message 21

14:14:37 This is standard non scary message 22

14:14:38 This is standard non scary message 23

14:14:39 This is standard non scary message 24

14:14:39 This is standard non scary message 25

14:14:41 This is standard non scary message 26

14:14:42 This is standard non scary message 27

14:14:42 This is standard non scary message 28

14:14:43 This is standard non scary message 29

14:14:44 This is standard non scary message 30

14:14:46 This is standard non scary message 31

14:14:47 This is standard non scary message 32

14:14:48 This is standard non scary message 33

14:14:49 This is standard non scary message 34

14:14:50 This is standard non scary message 35

17:39:47 DIRMAINT : TEST MESSAGE WITH FATAL TEXT

17:40:26 DIRMAINT : TEST MESSAGE WITH ABEND TEXT

Q0:00:00 HCPMIDGEOO1II TIME IS 00:00:00 CDT FRIDAY 10/02/09

Q0:00:00

23:59:59 HCPMIDGOO1I TIME IS5 00:00:00 CDT SATURDAY 10/03/09

23 .00.50

10:36:23 DIRMAINT : THIS IS A TEST ABEND MESSAGE

10:36:28 DIRMAINT : THIS IS A FAKE FATAL MESSAGE

10:36:39 DIRMAINT : DMSXXXXXXXE HERE IS A MADE-UP CMS ERROR MSG

OPERS (Scroll)

31/001
[i=3" [Connected to remate serverfhaost 9,39, 68. 141 using part 23 | S
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File Edit Wiew Communication Actions Window Help

B3 o B @ 5l 2 @ @l
B &

lotsmsqgs_

RUNNING DEM1ZVHM

MA b 317009
[i=97 [Cormected to remote server/host 9,39.68, 141 using port 23 | £
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=l Session A - TSTADMNI - [32 x 80] =lol =]

File Edit Wiew Communication Actions ‘Window Help

11:54:03 A FAKE ABEND HAS OCCURRED

14:13:50 A fake abend has occurred

17:40:26 DIRMAINT : TEST MESSAGE WITH ABEND TEXT
10:36:23 DIRMAINT : THIS IS A TEST ABEND MESSAGE
10:46:16 A fake abend has occurred

10:46:23 This is standard non scary message 8
10:46:25 This is standard non scary message 9
T T T I e T S LaTUaT U T T BT O Me e oy T
10:46:26 This is standard non scary message 11
10:46:27 This is standard non scary message 12
10:46:28 This is standard non scary message 13
10:46:29 This is standard non scary message 14
10:46:30 This is standard non scary message 15
10:46:31 This is standard non scary message 16
10:46:32 This is standard non scary message 17
10:46:33 This is standard non scary message 18
10:46:34 This is standard non scary message 19
10:46:35 This is standard non scary message 20
10:46:36 This is standard non scary message 21
10:46:37 This is standard non scary message 22
M-QB Th. . F-EPENrE 2 s | o= I 2 P r--_; FEIW=w ==y :—: o e ]
10:46:39 This is standard nen scary message 24
10:46:40 This is standard non scary message 25
10:46:41 A fake fatal message

10:46:42 This is standard non scary message 1
10:46:43 This is standard non scary message 2
e T e terreer e =g e e—ege—————
10:46:45 This is standard non scary message 4
10:46:47 This is standard non scary message D
10:46:48 This is standard non scary message b6

OPERS {Scroll)

X cp:
@ [Connected to remote serverfhost 9.39,68,141 using port 23 | v

—
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= i Session A - TSTADMNI - [32 x 80]

File Edit Wiew Communication Actions Window Help

=101 |

11:54:03
14:13:50
17:40: 26
10:36:23
10:46:16
10:46:52

A fake abend has occurred

DIRMAINT TEST MESSAGE WITH ABEND TEXT
DIRMAINT THIS IS5 A TEST ABEND MESSAGE
A fake abend has occurred

This is standard non scary message 11

10

10
10
10
10
10
10
10
10
10
10
10
10
10
10
10
10
10
10
10
10
10
10

46

46
46
46
46
46
47
47
47
47
47
47
47
47
47
47
47
47
47
47
47
147
147

55
56
57T
58
59
00
O
02
03
04
05
06
Q7
Q09
10
10
11
12
13
14
15
16

This is standard non scary message 12

110:46:54 This is standard non scary messaqe 13

This
This
This
This
This
This
This
This
This
This
This
This
This
This
This
This
This
This
This
This
This
This

is standard
is standard
is standard
is standard
is standard
is standard
is standard
is standard
is standard
is standard
is standard
is standard
is standard
is standard
is standard
is standard
is standard
is standard
is standard
is standard
is standard
is standard

non
non
non
non
non
non
non
non
non
non
non
non
non
non
non
non
non
non
non
non
non
non

scary
scary
scary
scary
scary
scary
scary
scary
scary
scary
scary
scary
scary
scary
scary
scary
scary
scary
scary
scary
scary
scary

messadge
messadge
messadge
messade
messade
messade
messaqge
messaqge
messaqge
messaqge
message
message
messadge
messadge
message
messadge
messadge
messadge
messadge
messadge
messadge
messadge

14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35

OPER&

{(Scroll)
31/001

|=4" [Connected to remate serverfhaost 9.39,68, 141 using port 23

&
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Scenario 10: How Do You Do That?

Console rules in Operations Manager: Action in Operations Manager:
* *
DEFRULE NAME(ABEND),+ DEFACTN NAME(MSGOPERS), +
* *
MATCH(*abend"), + COMMAND(CP MSGNOH OPERS &U : &T),+
EXUSER(OPERS), +

OUTPUT(LOG),+

ACTION(MSGOPERS) ENV(LVM)

"

DEFRULE NAME(FATAL),+
MATCH(*fatal*), +
EXUSER(OPERS), +
ACTION(MSGOPERS)

"

DEFRULE NAME(EMSGS),+
MATCH(DMS*E), +
MCOL(001:011),+
EXUSER(OPERS), +
ACTION(MSGOPERS)

Operational Monitoring and Automation of z/\VM and Linux on z Systems © 2013, 2017 IBM Corporation
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Scenario 10: How Do You Do That?

Console rules in Operations Manager

x

DEFRULE NAME(ABENDHLT),+
MATCH(*abend*),+
USER(OPERS),+
ACTION(HLTHOLD)

x

DEFRULE NAME(FATALRED),+
MATCH(*fatal*),+
USER(OPERS),+
ACTION(RED)

Actions in Operations Managetr:
*
DEFACTN NAME(HLTHOLD),+
INPUT(AHI,HLD)
*
DEFACTN NAME(HILITE),+
INPUT(AHI)
*
DEFACTN NAME(RED),+
INPUT(CRE)
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Scenario 11a: Create a Central Operations Console a  cross

multiple z/VM systems in an SSI cluster — Includes r  elocation of
Linux and CMS guests

» Use Operations Manager to watch for error, warning, fatal messages
on service machine consoles on one or more systems in an SSI
cluster

- OPERATOR, DIRMAINT, TCPIP, RACEF, etc.
- Linux guests
- Linux syslog

> Route these messages to a central operations console on one of the
z/VM systems

» Operations staff watches one operations console for signs of trouble
across multiple z/VM systems

- View individual service machine consoles for more details when
needed

Operational Monitoring and Automation of z/\VM and Linux on z Systems © 2013, 2017 IBM Corporation
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Creating a Central Console Across Multiple Members

of SSI Cluster

OP Message 1b
OP Message 2b

OP Mount Message 3b

Operations Mgr
(OPMGRM1)

DIR Message 1b

DIR Message 3b

LX2 Urgent Msg 1b
LX2 Message 2b
LX2 Message 3b

zIVM A

Operational Monitoring and Automation of z/\VM and Linux on z Systems

CP MSGNOH

\T ALL
CP MSGNOH AT ALL

OPERSSI

Urgent Message 1a

Mount Message 3a
Urgent Message 1b

Mount Message 3b

DEMOADMN

.

%
‘e

L7
.
5
e

z/VM B

CP SECUSER

Operations Mgr

OP Message 1b
OP Message 2b
OP Mount Message 3b

(OPMGRM1)

DIR Message 1b

DIR Message 3b

LX2 Urgent Msg 1b
LX2 Message 2b
LX2 Message 3b

v
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=3

Scenario 11a: Detalled Steps

> On System B (TEST7SSI), view the “Operations Console” (user ID
OPERSSI)

gomcmd opmgrml viewcon user(operssi)

» On System A (TEST7SSI), find a Linux guest running disconnected
locally and relocate it

g names

VMRELOCATE MOVE USER RHEL5G TO TESTCSSI

» On System B (TEST/SSI), prepare for planned shutdown by
relocating the central operations console (OPERSSI)

VMRELOCATE MOVE USER OPERSSI TO TESTCSSI

> Note the messages received on OPERSSI on TEST7SSI from
OPERATOR on both TESTCSSI and TEST7SSI indicating RHEL5G

was relocated

> Note the message received on OPERSSI on TESTCSSI indicating
OPERSSI has been relocated

Operational Monitoring and Automation of z/\VM and Linux on z Systems © 2013, 2017 IBM Corporation
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Z{] B - DEMOADMN 5517 - [24 x 80]

File Edit View Communication Actions Window Help

PR o E8E = %% 2 el

Disconnect

Host: | 9.60.86.71 Port: | 23 LU Name:|
id

DEMOADMN AT TEST?SSI VIA RSCS 08/07/12 15:20:24 EDT
Ready; T=0.01/0.01 15:20:24

GOMCMD OPMGRM1 VIEWCON USER (OPERSSI)

TUESDAY
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2] A - DEMOADMN SSI7 - [32 x 80]

File Edit View Communication Actions Window Help

B fAn =E @ s 2o el

Host: |':'|-'3'."-56-7l Port: | 23 LU Name: |

:32 User OPERSSI has been relocated from TESTCSSI to TESTPSSI

:32 From OPERATOR on TESTCSSI : User OPERS5I has been relocated from TESTC
:32 From OPEEATOR on TESTISSI : User OPERS35I has been relocated from TESTC
08 From TESTPYSSI : Inbound relocation for RHELS5G on TESTCSSI started

08 From TESTCSSI : Outbhound relocation for RHELSG on TEST?SSI started

09 From OPERATOR on TESTPSSI : User ERHELSG has been relocated from TESTCS
09 From OPERATOR on TESTCSSI : User RHELSG has been relocated from TESTCS

PFB1= SCROLL PFB2= PFO3= END PFB4= PFO%5= HOLD PFO6= FORHMAT
PFO7= UP PFO8= DOWN PFO9= PF18= LEFT PF11= RIGHT PF12= RECALL

OPERSSI {Scroll)
J1/001

" |Connected to remote server/host 3.60.86.71 using port 23
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=] B - MAINT SSI7 - [24 x 80]

File: Edit View Communication Actions Window Help
R 2% B = k% & &
Host: |'§-'5':I 856,71 Port: | 23 LU Mame:

q hames
DIRMS 663, DATAMOV2 - SSI

RHEL56 - DSC|, OPERSSI - DSC , DEMORDMN -L0GG4, MAINT  -L0065
OPRGRSA - DSC . OPMGRS3 - DSC , OPMGRS2 - DSC . OPMGRS1 - DSC

OPMGRM1 - DSC , RHEL6D DSC . BKRBKUP - DSC ., BKRCATLG - DSC

BKRSVSFS - DSC , SLES11C - DSC , SLES11D - DSC , DATAMOVE - DSC

DIRMAINT - DSC . TOOLS DSC . MONGRID - DSC ., LOGS DSC

RSCS DSC . LINUXSRV - DSC , PUM DSC ., IPGATE DSC

PERFSYH - DSC . GCS DSC , FTPSERVE - DSC , SMTP DSC

TCPIP DSC . DTCVSW2 - DSC , DTCYSW1 - DSC ., OPERATNS - DSC

ATSSERV - DSC , VMSERVR - DSC , VHMSERVU - DSC , VMSERVP - DSC

VMSERVS - DSC ., RACFVM DSC . OPERSYMP - DSC . DISKACNT - DSC

EREP - DSC . OPERATOR - DSC , MAINT620 -L0OO7

VSH - TCPIP

VHRELOCATE MOVE USER RHELS5G TO TESTCSSI
Kelocation oT RH rom 0 STCSSI started
User RHEL5G has been relocated from TESTYSSI to TESTCSSI
Ready; T=0.01/0.01 085:57:32

Running TEST?7SSI
23/001

il |

(ﬂ-'] Connected to remote server/host 9.60.86.71 using port 23
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2] B - MAINT 5517 - [24 x 80] =B &
File: Edit View Communication Actions Window Help
s PR B = 5k o @
Host: | 9.60.86.71 LU Name:
q hames
DIRMSATZ2 - SSI .
RHEL5G - DSC . , DEMOADMN -LB004. MAINT -LBOB5
OPMGRS4 - DSC . . OPMGRS2 - DSC . OPMGRS1 - DSC
OPMGRM1 - DSC ., RHEL6D - DSC . BKRBKUP - DSC . BKRCATLG - DSC
BKRSVSFS - DSC . SLES11C - DSC . SLES11D - DSC . DATAMOVE - DSC
DIRMAINT - DSC ., TOOLS - DSC ., MONGRID - DSC . LOGS - DSC
RSCS - DSC . LINUXSRVY - DSC . PVH - DSC . IPGATE - DSC
PERFSYM - DSC . GCS - DSC . FTPSERVE - DSC . SHTP - DSC
TCPIP - DSC . DTCVSW2 - DSC . DTCYSW1 - DSC . OPERATNS - DSC
ATSSERY - DSC . VMSERVR - DSC . VMSERVU - DSC . VMSERVP - DSC
VMSERYS - DSC ., RACFYM - DSC . OPERSYMP - DSC . DISKACNT - DSC
EREP - DSC . OPERATOR - DSC . MAINT620 -LBOOY
VSH - TCPIP
Ready; T7=0.01/0.01 05:55:05
VHRELOCATE MOVE USER RHEL5G TO TESTCSSI
Relocation of RHEL5G from TEST7SSI to TESTCSSI started
User RHEL5G has been relocated from TEST7SSI to TESTCSSI
Reaehyemfen Gl el i i
VMRELOCATE HMOVE USER operssi TO TESTCSSI
elocation O rom 0 TCSSI started
User OPERSSI has been relocated from TEST7SSI to TESTCSSI
Holdin TEST7SSI

! G 1)
-_ﬂ-t'. [Connected to remote server/host 9.60.86.71 using port 23
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Z{] A - DEMOADMN SSI7 - [32 x 80]

File Edit View Communication Actions Window Help
Bl B =@ b % & @
Haost: I.-J- Pork | 23 LU Marme: J

:50:32 User OPERSSI has been relocated from TESTCSSI to TEST?SSI
From OPERATOR on TESTCSSI : User OPERSSI has been relocated from TESTC
From OPERATOR on TEST?SSI : User OPERSSI has been relocated from TESTC
From TEST?S55I : Inbound relocation for RHELS5G on TESTCSSI started
From TESTCSSI : Outbhound relocation for RHELS5G on TESTYSSI started
From OPERATOR on TESTFSSI : User RHELS5G has been relocated from TESTCS
From OPERATOR on TESTCSSI : User RHELS5G has been relocated from TESTCS
From TEST?S55I : Outbhound relocation for RHELS5G on TESTCSSI started
From TEQICool | 1Inbound retocation Tor RHNELDG on TERIrool started —09
From OPERATOR on TESTF?SSI : User RHELS5G has been relocated from TESTTYS
From OPERATOR on TESTCSSI : User RHELS5G has been relocated from TESTTS

e
L

From TESTCS5I : Inbound relocation for OPERSSI on TESTT7SSI started

PFB1= SCROLL PFO2= PF@3= END PFO4= PFO5= HOLD PFe6= FORHMAT
PFar= UP PFO8= DOWN PF@9= PF1G= LEFT PF11= RIGHT PF12= RECALL

OPERSSI  (Scroll) |
31;@@1'

Connected to remote server/host 9.60.86.71 using port 23
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={] C - DEMOADM2 SSIC - [24 x 80]

File E-.:lit '-a'i-:-w.C-:n'lmun:-:alit-n Actions  Window Help
DD 2% BE = %% 2 @2

:09:12 OPMGRSZ - DSC OFPMGRS1 OFMGRM1 D3C BKRCATLG

:09:12 BKREKUFP - DSC DIRMSATZ - RHELSG DSC VMSERVR

109:12 DATAMOYZ - DSC RSCS P¥M D3C FPERF3SVM

:09:12 GCS - DSC FTPSERVE - SMTP DSC TCPIP

:09:12 DTCY3WZ - DSC DTCY¥SK1 OPERATNS DSC YMSERVU

109:12 ¥YMSERVYS - DSC RACFYM - OPERSYMP D3C DISKACNT -

:09:12 EREP - DSC , OPERATOR - OPERSS1 DSC

109:12 VYSM — TCPIF

109:12 Ready; T=0.01/0.01 14:09:12

109:15 % —— Operations Manager VYIEWCON session from DEMOADMN entered the foll
109:15 id

:09:15 ORPERSSI AT TESTCSSI VIA RSCS 10/13/12 14:09:15 EDT SATURDAY
109:15 Ready; T=0.01/0.01 14:09:15

00 :00 HCPMIDBOO1I TIME IS 00:00:00 EDT SUNDAY 10/14/12

100 :00

00:00 HCPMIDBOO1I TIME IS 00:00:00 EDT MONDAY 10/15/12

10000

:00:00 HCPMIDBOO1I TIME IS 00:00:00 EDT TUESDAY 10/16/12

(0000
'59:34LUser OPERSSI has been relocated from TESTTYSSI to TESTCSSI

PFO1= sSkbioll PEQAZ= PEA3I=_ENDO PEQO4= PEAS=_HOl O DFIE]E,: FORMAT
PFOT7T= UP PFE8= DOIN PFE9= PF1E= LEFT PF11= RIGHT PFElZ2= ‘BRECALLE

| OPERSSI

|Connected to remote server/host 9.60.86.170 using port 23
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Scenario 11a: How Do You Do That?

Event monitor in Operations Manager:

*

*** Notify OPERSSI console when relocations started
DEFEMON NAME(RELOC),+

TYPE(9,10),+

ACTION(RELOC)

Action in Operations Manager:

*

DEFACTN NAME(RELOC),+
COMMAND(EXEC MSG20PER &u &3 &4 &5 junk),+
ENV(LVM)

Operational Monitoring and Automation of z/\VM and Linux on z Systems © 2013, 2017 IBM Corporation
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Scenario 11a: How Do You Do That?

MSG20PER EXEC (excerpts):

[* Send a message to a central console OPERSSI for SSI cluster  */
I* */

trace r

Address Command

Parse arg userid euser event sourcesys msgtext

[* Get local TCP/IP hostname */
parse value Search_TCPIP_Data("hostname") with getrc tcphostname .
if getrc > 4 then tcphostname = "unknown_host_name"

if userid ='_GOMEMON' then
do
if event = 9 then
msgtext = 'Outbound relocation for' euser 'on' sourcesys 'started’
else
msgtext = 'Inbound relocation for' euser 'on' sourcesys 'started’
'CP MSGNOH OPERSSI AT TEST7SSI From' tcphostname ':' msgtext
end

Operational Monitoring and Automation of z/\VM and Linux on z Systems © 2013, 2017 IBM Corporation
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Scenario 11b:

Create a Central Operations Console across multiple zIVM
systems that are not in an SSI cluster

» Use Operations Manager to watch for error, warning, fatal
messages on service machine consoles on one or more
systems

- OPERATOR, DIRMAINT, TCP/IP, RACF, etc.
- Linux guests
- Linux syslog
> Route these messages to a central operations console on one
of the z/VM systems
» Operations staff watches one operations console for signs of
trouble across multiple z/VM systems

- View individual service machine consoles on their natives systems
for more details when needed

» SSI not required

Operational Monitoring and Automation of z/\VM and Linux on z Systems © 2013, 2017 IBM Corporation
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Creating a Central Console Across Multiple LPARS

OP Message 1b
OP Message 2b

OP Mount Message 3b

DIR Message 1b

DIR Message 3b

LX2 Urgent Msg 1b
LX2 Message 2b
LX2 Message 3b

CP SECUSER

Operations Mgr
(OPMGRM1)

zIVM A (TEST7SSI)

IP (Ops Mqgr)

Operations Mgr

CP MSGNOH

OPMGRC1

Urgent Message 1a

Mount Message 3a
Urgent Message 1b

Mount Message 3b

DEMOADMN

zINM B (ZVMV6R30)

CP SECUSER

(OPMGRM1)

OP Message 1b
OP Message 2b

OP Mount Message 3b

DIR Message 1b

DIR Message 3b

LX2 Urgent Msg 1b
LX2 Message 2b
LX2 Message 3b

Operational Monitoring and Automation of z/\VM and Linux on z Systems
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2{] A - DEMOADMMN 5817 - [32 x 80] E=nE=f x|

File  Edit  Miew i ratmnication | Actions  Mdindow  Help

B ] %] B @) |t & @
Haost: Ig.ﬁﬂ-ﬁﬁ-?l Port: |23 LU Marme:

Ready . T_0 _A1/0 01 _17-61.-10
id
DEMOADMN AT TEST7VS55I YIA RSES 05/05/717 17:51:12 EDT

FRIDAY

msgnoh operator here is a remote error for a demo
Ready; T=0.01/0.01 17:51:29

viewcon operator_

Running TESTV551

d—“ |Connected to remate serverfhost 9.60.86.71 using port 23

Operational Monitoring and Automation of z/\VM and Linux on z Systems © 2013, 2017 IBM Corporation
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2{] A - DEMOADMM SSI7 - [32 x 80]

File Edit Miew Comrmunication Actions Mindow Help
B A% B w@ % &L @
Host: | 9.60.86.71 Port: | 22 LU MName
17:34:24 AUTO LOGON  *k*k* OPMGRS51 USERS = 38 BY OPMGRHM1
17:34:24 AUTO LOGOMN  **xx*x OPMGR532 USERS = 39 BY OPMGEM1
17:34:24 AUTO LOGON  **k*x OPMGRS3 USERS = 40 BY OPMGRHM1
17:34:24 AUTO LOGON  **k* OPMGRS54 USERS = 41 BY OPMGRHM1
17:41:08 GRAF LOOO3 LOGOFF AS MAINTG620 USERS = 40
17:41:16 GRAF LOOO4 LOGOFF AS DEMOADMM USERS = 39
17:41:25 ICH4081 USER(DEMOADMH) GROUP(S5YS1 ) NAME(#HHHHHHHHBHHHHHBHHTHYE)
17:41: 25 LOGON/JOB INITIATION - INVALID PASSWORD ENTERED AT TERMINAL 09318D62
17:41:31 GRAF LOOOS LOGON AS DEMOADMH USERS = 40 FROM 9.49.141.98
17:51:00 * -- Operations Manager VIEWCON session from DEMOADMN entered the foll
17:51:00 id
17:51: 00 OPERATOR AT TESTVS5I ¥YIA RS5CS 05/05/717 17:51:00 EDT FRIDAY
17:51:00 Ready; T=0.01/0.01 17:51:00
B e e B L L e e
17:51:29 HERE IS A REMOTE ERROR FOR A [MDEMO
17:51:29 % -- Operations Manager Actidh MSG2GBRG scheduled for execution -- =*
e R R e ey e
PFB1= SCROLL PFG2= TOP PFO3= END PFO4d= PF@5= HOLD PFO6= FORMAT
PFO7= UP PFOB= DOWHN PFO9= PF10= LEFT PF11i= RIGHT PF12= RECHALL
i OPERATOR-TEST /55T J{S5Scroll)

'd—] Connected to rermote server/host 0.60.86.71 using port 23

Operational Monitoring and Automation of z/\VM and Linux on z Systems
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2] & - DEMOADMN ATS

‘" =
File  Edit Miew Comrmunication Actions Window Help
B | B[] @M w| (% &2 @&

Host: | 98224129 Part: | 23 LU Narrie:

id

DEMOADHN AT ZYMYGBR30 VIA|x*x 06706717 16:47:35 EST FRIDAY
e ——— s o T R L
viewcon opmgrcl_

EpNNING IEEH?ERBB

!ﬂ“ |Connected to remote serverfhost 8,82.24.129 using part 23

Operational Monitoring and Automation of z/\VM and Linux on z Systems
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=] & - DEMOADMN ATS

.ﬁFIIIIIIIIIIIIIIIIIIIII
=S

File Edit Miew Comrmunication Actions Mindow Help

DD 2% B @ % 2 el
Host: | 9.82.24.129 Part: | 22 LU Marre: Discannect

15:56:15 OPMGRM1 - D5C , HARRISJO - D3C , ATSZ2052 - D5C , AT5Z0531 - DSC
15:56:15 S5LESB1160 - D5C , 5LESB113 - DSC , SLE3SB120 - DSC , R63H116 - DSC
15:56:15 SLESB103 - DSC , SLESB1e© - DSC , SLESB119 - DSC , SLESB115 - DSC
165:56:15 S5LESB109 - D5C , 5LE5S5B99 - DSC , R54HO9B - D3C , SLESB102 - DSC
15:56:15 5LESA114 - D5C , 5LESB181 - DSC , SLESB107V - D5SC , R64H118 - DSC
15:56:15 SLESB104 - D5C , S5LESB117 -L0003, SLESB111 - D5SC , SLESB106 - DSC
15:56:15 RH71DOCK - DSC , RH6BVTEST - DSC , SLESCOV3 - DSC , ICMA30BE - DSC
15:56:15 UB1608B0 - D5C , ZHCP - D5C , XCAT - D3C , LOHCOST - DSC
15:56:15 ¥SMEYSRY - D5C , ¥5MREQIU - DSC , VSMREQI&6 - D5C , ¥5MREQIM - DSC
15:56:15 DTCSHMAPI - D5SC , PERSMAPI - DSC , VSMUWORK3 - D5C , ¥SMWORKZ2 - DSC
15:56:15 ¥SMWORK1 - D5C , WAVYEWRKL - DSC , WAVYEWRKC - D5C , WAVEWRKS - DSC
15:56:15 PERFS¥YM - D5C , ¥5MGUARD - DSC , DATAMOYE - DSC , DIRMAINT - DSC
15:56:15 BKRBKUF - D5C , BKRCATLG - DSC , SHMTP - D3C , FTPSERYE - DSC
15:56: 15 SNMPQE - DSC , SNHMFD - DSC , BKR3SV¥3F5 - D5C , HSL02 - DSC
15:56:15 H5LO1 - DSC , ISPV¥HM - DSC , TCPIP - DSC , DTCV¥SWZ - DSC
15:56:15 DTC¥SW1 - D5C , ¥MS5ERVP - DSC , VYMSERYR - DSC , ¥M5ERVU - DSC
15:56:15 ¥YMSERYS - D5C , OPERSYMP - DSC , DISKACNT - D5C , EREP - DSC
15:56:15 OPERATOR - S5¥5C, DEMOADMMH -LOOO4, LISTGEN - DSC , RH67108 - DSC
15:56:15 OMEGACHMD - D5SC , OPMGRC1 - DSC
15:56:15 V5H = TERER
15:56:15 Ready; T=0.01/0.01 15:56:15
15:56:19 * -- Operations Manager VIEWCON session from DEMOADMN entered the foll
15:56:19 id
15:56:19 OPMGRC1 AT ZY¥YMVYOR30 VYIA % 05705717 15:56:19 EST FRIDAY
15:56:19 Ready; T=0.01/0.01 15:56:19

= 2 = |l el W
16:51:29 FROM OPERATOR OM TESTV55I: HERE IS A REMOTE ERROR FOR A DEMO
16:51:29 FROM OPERS5I ON TESTV5351I: From OPERATOR on TEST755I HERE IS5 A REHMOT
PFO01= SCROLL PF02= EXCHMD PFO03= END PFOd= PFO5= HOLD PFO6= FORMAT
PFO7= UP PFo8= DOWHN PFD9= PF10= LEFT PF11= RIGHT PF12= RECHLL

OPHMGRC1-Z¥VMVYER30O | (Scroll)

- A0

2! [Connected to remate server/hast 9,82,24,129 using part 23

Operational Monitoring and Automation of z/\VM and Linux on z Systems
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Scenario 11b: Detalled Steps

» On System A (TEST7SSI), put an “error’” message on the
OPERATOR console
- Must contain the text “remote error”

- TEST7SSI is part of an SSI cluster, but System B is not in this
cluster

msgnoh operator here is a remote error for a demo

» On System B (ZVMV6R30), view the “Operations Console”
(user ID OPMGRC1)

viewcon opmgrcl

> Note the message received on OPMGRC1 on ZVMV6R30
from OPERATOR on TEST7SSI

Operational Monitoring and Automation of z/\VM and Linux on z Systems © 2013, 2017 IBM Corporation
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Scenario 11b: How Do You Do That?

Console rule in Operations Manager on System A (TEST7SSI):

*

DEFRULE NAME OPERMSGS +
MATCH "*remote error*' +
ACTION MSG2GBRG

Action in Operations Manager on System A (TEST7SSI):

x

DEFACTN NAME MSG2GBRG +
COMMAND 'EXEC MSG20PS OPMGRC1 From &u on &sysname: &t' +
ENV SVM

Operational Monitoring and Automation of z/\VM and Linux on z Systems © 2013, 2017 IBM Corporation
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Scenario 11b: How Do You Do That?

MSG20PS EXEC on System A (TEST7SSI):

[* Send a message to a console in Operations Manag er on another */
[* system, without SSI nor RSCS */
Trace O

Central Console (OPMGRC1)

Address Command

Parse Arg cons_user msgtext

'PIPE var msgtext | > TEMP NOTE A’

'EXEC GOMRSIFTEMP NOTE A|9.82.24.129 63000' cons_juser
Exit

IP address of System B

To run the Operations Manager command GOMRSIF, action processing
servers on System A (TEST7SSI) must have TCPMAINT 592 disk linked
and accessed

Operational Monitoring and Automation of z/\VM and Linux on z Systems © 2013, 2017 IBM Corporation
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M z.l‘

Scenario 11b: How Do You Do That?

TCP/IP listener definition in Operations Manager on System B
(ZVMV6R30):

DEFIPCS NAME TESTDATA +
USER TCPIP +
APPL GOMRSIF +
ADDR 000.000.000.000 +
PORT 63000

> May also need to update TCP/IP on System B to allow
Operations Manager to listen on port 63000

» Can alternatively use TELL (instead of GOMRSIF) to send
messages from System Ato System B, but requires RSCS

© 2013, 2017 IBM Corporation
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Scenario 12: Monitor Service Machines for LOGOFF St atus — and
AUTOLOG them

» Monitor specific service machines to make sure they stay
logged on

- Demo will monitor TSTADMN2 user ID
- Could monitor a group of user IDs

- If it changes from logged on to logged off status, then restart it
» Dynamically pass the user ID to the action
- Re-use action for multiple monitors or user IDs

Operational Monitoring and Automation of z/\VM and Linux on z Systems © 2013, 2017 IBM Corporation
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o § Session A - TSTADMN1 - [32 x 80]

File Edit WView Communication Actions Window Help

B 2% BE @ %% & 8l &
Readg; T=0.01/0.01 15:5%9: 31

GOMCMD OPMGRM1 VIEWCON USER({(tstadmn2)__

RUNNING DEM1 ZVHM
31/038

@ Connected to remote server/fhost 9.39.68. 141 using port 23
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=¥ Session A - TSTADMN1 - [32 x 80]
Edit Vvie® e e e ndow Help

HIIIJ % &2 @ @@
:5?.5? ZfVM V5 .4.0 2009-09-23 15: 29
:57:57 DMSACPY231I C (198) R/O0
:57:57 Ready; T=0.01/0.01 11:57:57
:58:08 CONNECT= 00:00:10 VIRTCPU= (000:00.00 TOTCFRU= 000:00.00
:58:08 LOGOFF AT 11:58:08 CST TUESDAY 03/01/711 BY MAINT
5812 =2/VM V5. 4.0 2009-09-23 15: 29
:58:12 DMSACPY231I C (198) R/O0
:598:12 Ready; T=0.01/0.01 11:58:12
:59:35 ¥ —— Operations Manager VIEWCON session from TSTADMN1 entered the foll
:59:35 id
:59:35 TSTADMNZ AT DEM1Z2VHM vYIAa RSCS 03/01/11 11:59:35 CST TUESDAY
199:3% Ready; T=0.01/0.01 11:%9:3%
:00: 00 HCPMIDGOO1I TIME IS 00:00:00 CST WEDHNESDAY 03/02/11
0000
:00: 00 HCPMIDGOO1I TIME IS 00:00:00 CST THURSDAY 03/03/11
:00: 00

TSTADMNZ2 (Scroll)
317001

QT] Connected to remote server/host 9.39.68. 141 using port 23
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=10 Session B - MAINT on TEC1ZVM - [32 x 80]
File Edit Vie o . gl \\indow Help

o @ % 2 @ @

AT DEM1ZVM ViAa RSCS 03703711 16:02:56 CST THURSDAY
T=0.01/0.01 16:02:56
q tstadmn2
TSTADMNZ — DSC

— Lk Faic AT FATK | 1"-“‘-“5

force tstadmn?2

USER DSC LOGOFF AS TSTADMHNZ USERS = 32 FORCED BY MAINT
Iil-l | IO N 1.0 1 1b_u4_ ].U

q tstadmn2

TSTADMNZ — DSC

A= L LY I I!U.UJ.J'U.UJ.

RUNNIMNG DEM1 ZVHM
31/001

Connected to remats serverfﬁosf 9,39.68. 141 us-i'ng port 23
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= Session A - TSTADMN1 - [32 x 80]

ndow Help

s P @ = vt 2 8 @8
: 157 =/VM V5. 4.0 2009-09-23 15:29
:57 DMSACPTZ23I C (198) R/O
:57 Ready; T=0.01/0.01 11:57:57
08 CONNECT= 00:00:10 VIRTCPU= 000:00.00 TOTCPU= 000:00.00
08 LOGOFF AT 11:58:08 C3T TUESDAY 03/01/11 BY MAINT
112 =/VM VW5.4.0 2009-09-23 15:29
112 DMSACPTY23I C (198) R/O0
12 Ready; T=0.01/0.01 11:58:12
!35 ¥ —— Operations Manager VIEWCON session from TSTADMNLI entered the foll
135 id
:35 TSTADMNZ AT DEM1ZVM WVWIA RSCS 03/01/711 11:59:35 CS8T TUESDAY
35 Ready; T=0.01/0.01 11:59:35
:00 HCPMIDBOO1I TIME IS 00:00:00 CST WEDNESDAY 03/02/11
100
00 HCPMIDBOO1I TIME IS 00:00:00 CST THURSDAY 03/03/11
010}
10 CONNECT= 52:05:57 VIRTCPU= 000:00.00 TOTCPU= 000:00.00
10 LOGOFF AT 16:04:10 C3T THURSDAY 03/03/11 BY MAINT
113 =/VM WD . 4.0 2009-09-23 15:29
113 DMSACPT23I C (198) R/O0
13 Ready; T=0.01/0.01 16:04:13

317001

@ Connected to remote serverhost 9.39.68. 141 using port 23
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Scenario 12: How Do You Do That?

Console rule and action in Operations Manager:

*

DEFEMON NAME(ADMIN2),+
TYPE(1),+
USER(TSTADMN2),+
ACTION(AUTOLOG1)

«

DEFACTN NAME(AUTOLOG1),+
COMMAND(CP SLEEP 3 SEC),+
NEXTACTN(AUTOLOG2),+
OUTPUT(LOG),+
ENV(OPMGRS1)

«

DEFACTN NAME(AUTOLOG?2),+
COMMAND(CP XAUTOLOG &3),+
OUTPUT(LOG),+
ENV(OPMGRS1)

Operational Monitoring and Automation of z/\VM and Linux on z Systems © 2013, 2017 IBM Corporation
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Scenario 13:
Monitor Page Space — Send Emaill if Full

» Operations Manager monitors the page space usage (percent full)

- For demo purposes, page space monitor is currently defined but
suspended (not active)

- We’'ll dynamically resume (re-activate) the page space monitor
- Demo monitor requires the page space be only 0% full
> Usage exceeds the specified limit

» Automatically send an e-mail to someone who can evaluate and
take action

» For demo purposes, suspend (de-activate) the page space monitor
when complete

Operational Monitoring and Automation of z/\VM and Linux on z Systems © 2013, 2017 IBM Corporation
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Scenario 13: Detalled Steps

» From an authorized VM user ID, see the page space usage:

g alloc page
> From a user ID with Operations Manager privileges:
gomcmd opmgrm1 resume page(pgfull)

> Check the Operations Manager log to see the spool monitor
triggered:

gomcmd opmgrm1 viewlog

> Check the inbox of the appropriate person to see the email

> From a user ID with Operations Manager privileges:
gomcmd opmgrm1 suspend page(pgfull)

Operational Monitoring and Automation of z/\VM and Linux on z Systems © 2013, 2017 IBM Corporation
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=] A - DEMOADMM ATS

Window Help

Actions

0 &2 @@

File Edit

|| oo =@ -

View Communication

Host: ]'; 24379 LU Mame: ]

Disconnect

Port: | 23
id
DEMOADMM AT ZVMVY5SR40 VIAa RSCS

Ready, v e e .01 151002
q alloc page

EXTENT

08/07/12 15:10:02 EST

EXTENT TOTAL PAGES

RDEWV
EBEQO4
EBOS
[s3s30] 5
EEQOTY
EB10
EBOB
EBOC
EBOA

106231
1077778
107866
105872
109341
100116
107786
111151

S40PAG
ZVMPG1
ZVMP G2
ZYMPG3
ZVMP G4
ZVMPGS
ZVMFPGE
PGEBOA

600840
600840
600840
600840
601020
601020
601020

1761K

143574
146486
135962
147454
149402

[oNoRoNo N NN

TUESDAY

856141
856141

SUMMARY
USABLE

S869K
869K

Ready. O, 0100l 15 To

d;?f' |Connected to remote server/host 9.82.24.129 using port 23

Operational Monitoring and Automation of z/\VM and Linux on z Systems
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=] A - DEMOADMM ATS

File Edit WView Communication Actions Window Help
Byl | o2 %] B(E| @ (%] & &l

gomcmd opmgrml resume page(pgfull)
S0, 01,0 01 15 14°- 21

gomecmd opmgrml wviewlog

RUMNNING ZVYMVYSR40

A

|Connected to remote server/host 9.82.24.129 using port 23
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-

=] A - DEMOADMN ATS

File Edit: View

Communication

B | (| | el

Ections

Window

Help

|| 2| @[]

Host: [9.82.24129

Port: |23

LU Mame:

Disconnect

08/07/2012
O8/07/2012
O8/07/2012
O8/07/2012
OB/OT7/F2012
Qa/07/2012
oa/07/2012
o8/07/2012
08/07/2012
08/07/2012
08072012
08/07/2012
O8/07/2012
O8/07/2012
OB/07/2012
08/07/2012
Qa/O07/2012
oa/O0r7r/2012
oa/s0r7/2012
08/07/2012
08/07/2012
08072012
OB/07/2012
O8/07/2012
OB/0T7/2012
OB/07/2012
O8/07/2012
oa/07/2012

PFO1=

PFO7= UP

15:
15:
15:

A
150
15:

27
27
27

8 L
15
i B
15
e L
pir
i B3
16
L6 i S
116
16
16
16
16
16
16
L8 i %
16
i S
16
L
5 L
e
17
17

SCROLL

PFO2=
PFO8=

GOMPMOO451 1
GOMPMOO4521
GOMACTO2601I
GOMACTO2621
GOMACTOZ2E69L
GOMACTO27OL
GOMACTO270OL
GOMACTO267I1
GOMCMDOZ216L
GOMCMDO216L
GOMCHMDOZ216L
GOMCHMDOZ216L
GOMPMOQO4531
GOMPMOO451 1
GOMPMOO4521
GOMACTO2601
GOMACTO2621
GOMACTO2E69L
GOMACTO27YOL
GOMACTO270OL
GOMACTO2671
GOMCHMDOZ216L
GOMCHMDOZ216L

U Ch Do o o oM

GOMPMOO4531
GOMPMOO451 1
GOMPMOO452]T
GOMPMOO4551T

PAGE USE: MONITOR PGFULL SPACE 14 PERCENT
PAGE CHG: MOMITOR FGFULL SFACE © FPERCENT
PAGE FPGFULL ACTION FAGEMAIL TRIGGERED BY
ACTION PAGEMAIL BEGINWN FOR _ GOMFMOM SERVER OFPMG
COMMAND "EXEC SMTPPG TLD1 AT US.IBM.COM 14"
DMSXSUSE7TI XEDIT:

NOTE OPMGRM1 HMNOTE A1l sent to TLD1 at US.IEM.CO
ACTION PAGEMAIL END RC=0 SERVER OPMGRM1

SMTPR "% From SMTP: Receiwved Spool File 005
SMTP "#* From SMTP: Mail delivered to: <{TLD
USSYSLOG "<30>snmpd¥1425"”: Connection from UDP
LXSYSLOG "<30>snmpd¥Y1425"”: Connection from UDP
PAGE ALERT: MONITOR FGFULL USAGE CONDITIO
PAGE USE: MOMNITOR FPGFULL SPACE 14 PERCENT
PAGE CHG: MOMITOR PGFULL SPACE © PERCENT
PAGE PGFULL ACTION PAGEMAIL TRIGGERED BY
ACTION PAGEMAIL BEGIN FOR _ GOMPMON SERVER OPMG
COMMAND "EXEC SMTPPG TLD1 AT US.IBM.COM 14"
DMSXSUSS7I XEDIT:

NOTE OPMGRM1 HMNOTE A1l sent to TLD1 at US.IBM.CO
ACTION PAGEMAIL END RC=0 SERVER OPMGRMI1

SMTP "% From SMTP: Receiwved Spool File 005
SMTP "* From SMTP: HMail deliwvered to: <(TLD

_ GO

_ GO

b T e h b R e e e =
MONITOR PGFULL USAGE CONDITIO
USE: MONITOR PGFULL SPACE 14 PERCENT
CHG: MOMNITOR PGFULL SPACE © PERCENT
MONITOR "“"PGFULL " EXECUTION LIMIT EXCEED

L e

PAGE ALERT:
PAGE
PAGE

PAGE

—
DOWN

w" |Connected to remote server/host 9.82.24.129 using port

I"- =

Operational Monitoring and Automation of z/\VM and Linux on z Systems

PFOO=
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PF10= LEFT PF11= Rl

_GOMALOG (Scroll)
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Scenario 13: How Do You Do That?

» Console rule and action in Operations Manager:
DEFPMON NAME(PGFULL),+

USAGE(010-100),+

INTERVAL(1),+

LIMIT(3,3600),+

ACTION(PAGEMAIL)

*

SUSPEND PAGE(PGFULL)

*

DEFACTN NAME(PAGEMAIL), +
COMMAND(EXEC SMTPPG tld1 at us.iom.com &4),+
OUTPUT(LOG),+
ENV(LVM)

Operational Monitoring and Automation of z/\VM and Linux on z Systems © 2013, 2017 IBM Corporation
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SMTPPG EXEC (excerpts)
I* *
Parse arg mail_user dummyat mail_node pgpct

errtext = ‘Page space is' pgpct'% full on z/VM syste m

/* Get local TCP/IP hostname */

parse value Search_TCPIP_Data("hostname") with getr ¢ tcphostname .
if getrc > 4 then tcphostname = "unknown_host_name "
parse value Search_TCPIP_Data("domainorigin") with getrc tcpdomain .

if getrc > 4 then tcpdomain = "unknown_domain_name"
fgdomain_name = tcphostname'.'tcpdomain

[* Construct the e-mail */

line.1 ='OPTIONS: NOACK LOG SHORT NONOTEBO OK ALL CLASS A
line.2 = 'Date: ' Date() ', Time()

line.3 = 'From: Operations Manager for z/VM'

line.4 = 'To: 'mail_user 'at' mail_node

line.5 = 'Subject: ' errtext 'on' fgdomain_name

line.6 = ‘DO NOT REPLY - This e-mail was generated b y an automated service machine’
Line.7 =*"

line.8 = msgtext

line.0=8

'PIPE stem line. | > TEMP NOTE A’

'EXEC SENDFILE TEMP NOTE A (NOTE SMTP"

Operational Monitoring and Automation of z/\VM and Linux on z Systems © 2013, 2017 IBM Corporation
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Scenario 14:
Monitor SSI Connectivity between Two Members of a C  luster

» Create a schedule to query ISLINKs between two members of
a cluster

> If less than 4 links up, send message to consolidated SSI
console (OPERDEMO)

- For demo purposes, we’ll dynamically deactivate a link then
reactivate it when done

Operational Monitoring and Automation of z/\VM and Linux on z Systems © 2013, 2017 IBM Corporation
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Scenario 14: Detalled Steps

> From an authorized VM user ID, see the currently available
ISLINKS:

g islink node tivip32
» Deactivate one of the links:

deactivate islink 4110

» Using Operations Manager, view the central operations console to
see the alert:

viewcon operdemo

» Schedule is triggered every 1 minute, so wait 1 minute and see the
messages again

> Reactivate the link:
activate islink 4110

Operational Monitoring and Automation of z/\VM and Linux on z Systems © 2013, 2017 IBM Corporation
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={] B - TIVLP3 Pok - [43 x 80]

File ' Edit \_-"ieu_u Communication  Actions Mindow  Help

B SR Bm @ % 28 el

Host; | 120.33.185 112 Port: | 22 LU Marrie:

Ready; T-0.02/0.02 20:02:3
izlink node tiwvlp32

Link dewvice:
Hode !
State:
Status: Idle
Remote link dewvice:
Link dewvice:
Hode : 5 : 18075006
State: i ¥ 421344310
Status!:
Remote link dewice:
) F R T — (T o i ) oy i | TF g = g Tk =
deactivate i=s=link 4110
Link device 4110 deactivated.

L = g =y = ) v g = = e = = g L=

|uiewcun operdemo
RUNNING TIVLEE-

[{Connected through TLEL.0 to secure rernote server/host 129,33,196,112 using por 22 |
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] B - TIVLP3 Pok - [43 x 80]

File Edit Miew EZomrmunication ASctions Window Help
B A% BE € %k 2 @

Host; | 128.33.186.112 Port: |22 LU Marne:

q disk
LABEL YDEY M STAT CYL TYPE BLKSZ FILES BLKS USED-(%) BLKS LEFT
DEM191 191 A RAW 1 3396 40696 1 8-64 172
MHNT19608 190 s RSO 207 3390 4696 6908 19782-53 17478
MHNT19E 19E ¥ 5 RS0 568 3390 46946 2219 87113-97 28487
Ready; T=0.01/0.01 26:061:59
* —-- Operations Manager ¥IEWCON session from DEMOADMN entered the foll
g names
DIRMSATZ - 551
WAYET - DSC
DASH - DSC
LOHCOST - DSC
YSMREQIH DSC
YSMWORKS3 DSC
S5Le0004 DSC
SS5LDCSSH DSC
GCS DSC
DTCY¥SW1 DSC
YMSERVS DSC
OPERATOR DSC
OPMGRS1 DSC
BKREKUP DSC
TCTHH DSC
RHELS DSC
ICo4aLo1 DSC
IC19L61 DSC
IC13L0OG1 DSC
PATRICIA DSC
IC1GLO1 DSC
WAYEWRKS DSC
PERFSYH DSC
T O
21 70.01 200206
3: Humber of ISLINK=s to TI¥LP3Z2 is=s
Mumber of to TIVLP3 i=
i Humber of to TI¥LP32 is=s
LP32: MNumber of to TIVLP3 i=s
LP3: MNHumber of te TIVLP3Z is
LP3Z: Humber of INK= to TIVLP3 iz
. caw = B g P a4 = P = HOLD PF&&6= FORMAT
8= DOWH PFG&9= PF1&8= LEF 3 = [ H - 2= RECALL

OPERDEMO-TIYLFP3 (Scroll)

DATAMOY 2 551
DOCKER1 D5C
RHEL3 DSC
¥YSMEYSRY DSC
DTCSMAPRPI DSC
YSMWORK?2 DsSC
S5LeQ0Ee3 D5C
ISPYHM DSC
YSHMGUARD DSC
YMSERYP DSC
OPERSYMP - DSC
DEMOADMN -LOOOG4
OPMGRM1 DSC
BKRCATLG DsC
TMLMI1CAT DSC
1ICez2Le1 DSC
I1Cei1Le1 D5C
IC15L 61 DSC
I1C121L 01 DsSC
ICeaLe1l DSC
IC1i8Le1 DSC
RHEL4 DSC
LNXTEST - D3C

TSM1 D5C
RHEL2 DSC
¥YSMREQIU DSC
BKRSYSFS DSC
YSMWORK1 DSC
55LeO0RO2 D5C
DATAMOYE DSC
DIRMAINT DSC
YMSERYR DSC
DISKACHT DSC
OPMGRS3 D5C
OPS5Y5FS DSC
TCLM1 DSC
TMDMMCAT DSC
ICe3Le1 DSC
IC20L01 D5C
ICesLe1l DSC
1IC141L 061 DSC
ICe9Le1l DSC
WAYEWRKL DSC
S5MTP DSC
TCFPDEMO DsC

WAYE DSC
RHEL1 DSC
YSMREQIG DSC
FTPSERYE DSC
SSLEOEOAS DSC
55Leoe01 D5C
TCPIP DSC
DTCYSW?Z2 DSC
YMSERYU DSC
EREP DSC
OPMGRS2 D5C
RMSMASTR DSC
TCDMHM DSC
PATCLONE DSC
ICesLe1l DSC
ICiilLe1l D5C
ICialLe1l DSC
IC1i7Le1 DSC
ICe7sLel DSC
WAYEWRKC DSC
RACFDEMO DSC
DIRMDEMO DSC

I T T T T T I
T T T T T T T T T
T T T T S T T T L T T T

MR MBI R BININ N
jclizicl=Relolclolcalcl

20: :
20: F
20: :
20 .
20: :
20 B
20 :
20: g
20: :
20: i
20: :
20 .
20: :
20: B
20 :
20: :
20 :
20: f
20: :
20: F
Z20: :
20 .
P SRR A S~ Do =% — = F m = * P

Ready ;
From
From
From
From
From
From

g e e
TTTDoR
Ld L

b

I3 B3 I BRI BRI
TP
bl ] ] fed e
P b el

ik SRR

-
ol L |
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={] B- TIVLP3 Pok - [43 % 80]
File  Edit Hieu_u Communication  Actions  Window  Help

DD fAn BB @ ws 2o el
Hast: [ 120.33.186.112 Part: [22 i Bl

activate islink 4110
Link dewvice 4110 actiwvated.
Ready; T=0.01,-0.01 206:11:58

RUNMNING TIVLP3

42 /001

@25# [Connected :chrcuu;g]h TLSL0 to secure rernote serverfhost 129,33, 196.112 usiﬁg port-j2

© 2013, 2017 IBM Corporation
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=] B - TIVLP3 Pok - [43 x 80] = B X
Fil= Edit Wiew Commutication Actions  Window Help
BE 2% @22 @ 5% 2L @2
Host: | 129.33.196.112 Part: | 22 LU Marme:
Z20:01:59 MHNT19E 19E ¥*5 RS0 500 3390 4096 2219 G¥113-97 2887
Z20:01:59 Ready; T=0.01/,0.01 Z20:01:.59
20:02:06 ¥ -- Operations Manager YIEWCON =session from DEMOADMH entered the foll
ZO .02 .06 g names
Z0:02Z2:096 DIRMSATZ - 551 , DATAMOYZ - 551
Z20:02 106 WAYET - DSC , DOCKER1 - DSC , TSM1 - DSC , WAYE - DSC
20:062:06 DASH - DSC ., RHEL3 - DSC , RHELZ2 - DSC , RHEL1 - DSC
Z0:02Z2:06 LOHCOST - DSC , ¥SHME¥SRY - DSC , ¥SMREQIU - DSC , ¥SHREQI6&6 - DSC
ZQ:02Z2:096 ¥YSMREQIN - DS5SC , DTCSMAPI - DS5SC , BEKRSYSFS - DSC , FTPSERYE - DSC
20 :02 106 VSMWORK3I - DSC , ¥SMWORK2Z - DSC ., ¥SMWORK1 - DSC , S535LO0e05 - DS3C
20:062:06 55LO0604 - DSC , S5L600003 - DSC , SS5LO0GOZ - DSC , S55L0000G1 - DSC
Z0 .02 .06 SSLDCSSHM - DSC , ISPYHM - DSC , DATAMOYE - DSC , TCPIP - DSC
ZR:0Z2:06 GCS - DSC , ¥SHMGUARD - DSC , DIRMAINT - DSC , DTCYSWZ - DSC
Z20:02 06 DTCVSW1 - DSC , ¥MSERYP - DSC , ¥MSERYR - DSC , YMSERYU - DSC
ZO:0Z2:06 YMSERYS - DSC , OPERSYHMP - DSC , DISKACHNT - DSC , EREP - DSC
Z0:02:96 OPERATOR - DSC , DEMOADMN -LOOGO4, OPMGRS3 - DsSC , OPMGRSZ - DSC
21021096 OPMGRS1 - DSC , OPMGRM1 - DSC , OPSS¥S5FS - DSC , RMSMASTR - DSC
Z0:02:06 BKRBKUP - DSC , BKRCATLG - DSC , TCLHM1 - DSC , TCDMH - DSC
ZOI0Z2:06 TCTHH - bDSC , THMLMiCAT - DSC , THMDMMCAT - DSC , PATCLONE - DSC
Z0:02Z2 .96 RHELS - D5SC , ICezZLOe1 - DSC , ICO3Le1 - DSC , ICOSLGe1 - DSC
20:02 106 ICO4LO1 - DSC , ICOi1LO1 - DSC , ICZOLO1 - DSC , IC11LG1 - DSC
Z0:6062:06 ICi9L61 - DSC , ICi5Lo1 - DSC , ICOBLO1 - DSC , ICi16LO1 - DSC
20602106 IC13iLoe1 - DSC , ICizZLoO1 - DSC , ICi4LGe1 - DSC , IC17LG1 - DSC
Z:02Z2:96 PATRICIA - DSC , ICO6LG1 - DSC , ICo9LOe1 - DSC , ICOVLO1 - DSC
20:02 106 ICl10LO1 - DSC , IC18L0O1 - DSC , WAYEWRKL - DSC , WAYEWRKC - DSC
ZO:0Z2:06 WAYEWRKS - DSC , RHELA4 - DSC , SHMTP - DSC , RACFDEMO - DSC
Z0:02Z2:96 PERFS¥YHM - DSC , LNXTEST - DSC , TCPDEMO - DsSC , DIRMDEMO - DSC
202096 OPERDEMO - DSC
20:02:06 Ready; T=0.01-0.01 20:02.:06
ZO:O7:00 From TIVLP3: Number of ISLINK= to TIVLP3Z i= 1
Z2:07:00 From TIVLP32Z: MNumber of ISLIMK= to TIVLP3 i= 1
e T = e —
20:08:090 From TIVLP3IZ2 Humber of ISLINK=s to TIVLP3 i=s 1
Z0.:069:090 From TIVYLP3 Mumber of ISLINKs to TIVLP3Z i= 1
Z20.09:90 From TIVYLP3IZ2 Mumber of ISLIMKs to TIVLP3 is 1
20:10:00 From TIVLP3 Humber of ISLINK=s to TIVYLP3Z2 i= 1
Z0:10:090 From TIVLP3IZ Humber of ISLINK=s to TIY¥LP3 i=s 1
2011 .90 From TIVLPIZ Mumber of ISLINKs to TIVLP3 i= 1
20:11:90 From TIVYLP3 Mumber of ISLINKs to TIVLP3Z is 1
01 = 0 2 = 0 3 = 0 o = 5= HOLD PFO6= FORHMAT
= = = = le BIlGHT iZ= RECALL
OPERDEMO—TIVLPSEi (Scroll)
L B0
5256 |Connected through TLSL0 to secure remote server/host 129,33.106,112 using port 22
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Scenario 14: How Do You Do That?

» Schedule and action in Operations Manager:
*** Check every 1 minute for any IS Links being dow n
DEFSCHD NAME ISLINK1 +

EVERY 00:01 +

ACTION QISLINK +

PARM TIVLP32
*
DEFACTN NAME QISLINK +

COMMAND 'EXEC QISLINK &sysname &p'+

ENV SVM

Operational Monitoring and Automation of z/\VM and Linux on z Systems
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Scenario 14: How Do You Do That?

» Rule and action in Operations Manager:
*** Make ISLINK errors pink on OPERDEMO console
DEFRULE NAME LINKPINK +
MATCH *number of islinks*' +
USER OPERDEMO +
ACTION PINK
*
DEFACTN NAME PINK +
INPUT CPI

Operational Monitoring and Automation of z/\VM and Linux on z Systems © 2013, 2017 IBM Corporation
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Scenario 14: How Do You Do That?

e QISLINK EXEC:

/* Find the number of ISLINKs available to another member */
[* If less than 2, then send message to OPERDEMO */
Trace O

Address Command
Parse Upper Arg thisnode othernode

'PIPE CP QUERY ISLINK NODE' othernode ‘| find S tate: Up| COUNT LINES | VAR numlinks '
If numlinks < 2

Then 'CP MSGNOH OPERDEMO AT ALL From' thisnode': Nu mber of ISLINKSs to' othernode 'is' numlinks
Exit O

Operational Monitoring and Automation of z/\VM and Linux on z Systems © 2013, 2017 IBM Corporation
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Scenario 15: Suppress Passwords on Linux Consoles

» TN3270 login to Linux guest displays password
- Password on separate line from password prompt

- Password captured in console and viewable in Operations
Manager VIEWCON

» Use arule in Operations Manager to suppress the password
- l.e. the line following the “password:” prompt

» Can be expanded to suppress multiple lines following
matching text

Operational Monitoring and Automation of z/\VM and Linux on z Systems © 2013, 2017 IBM Corporation
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Scenario 15: Detalled Steps

» Use Operations Manager to view the console of a Linux
guest:

gomcmd opmgrm1 viewcon user(omeglnxl)

» Enter the login command:

login root
» Enter the password
- Note that it's not displayed

Operational Monitoring and Automation of z/\VM and Linux on z Systems © 2013, 2017 IBM Corporation
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Scenario 15: How Do You Do That?

» Rule and action in Operations Manager:

*

* Change password prompt to red.
* Suppress the password when logging onto OMEGLNX1.
* Have to suppress next 2 lines to include the line Ops Mgr adds
* indicating the user entered a "command"
*
DEFRULE NAME(OMEGPW),+
MATCH(Password:*),+
USER(OMEGLNX1),+
ACTION(SUPPW),+
SUPNEXT(2)
*
DEFACTN NAME(SUPPW),+
INPUT(CRE)

Operational Monitoring and Automation of z/\VM and Linux on z Systems
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Scenario 16: Autolog a Linux Guest and Send Message if Doesn’t
Start Successfully

» Define a schedule and action to start a Linux guest

» Define a rule looking for the application specific message indicating
up and ready for work

» Define an idle monitor for the above rule

- If “up and ready” message is not found within 1 minute, then send
message to central console

> ldle monitor is suspended until schedule is triggered

- Before autologging the Linux guest, automatically resume idle
monitor

> ldle monitor is automatically suspended again once it is triggered

Operational Monitoring and Automation of z/\VM and Linux on z Systems © 2013, 2017 IBM Corporation
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i
i

Scenario 16: Detalled Steps

> View the configuration file to see the action that will be
“scheduled”, plus the rules and monitors

X tracy config

» Run the action that starts the guest (and monitors)

gomcmd opmgrm1 run action(strtinx1)

> View the console of LNXTEST to see that it gets autologged

viewcon Inxtest

> View the central console of OPERSSI to see the message
that the guest did not start successfully

viewcon operssi

Operational Monitoring and Automation of z/\VM and Linux on z Systems © 2013, 2017 IBM Corporation




=] A - DEMOADMN SSI7 - [32 x 80]

File: Edit View Communication Actions Window Help
By (%] B0 | o|%a| &t @@

Haost: |9-5':|-3'3.71 Port; | 23 LU Mame: Disconnect |

Ready,; =@, 0 ). ) 3 4 b
|GOMCMD OPMGRM1 run action(strtlnxi)

—
ARSI Le LT I | il ™ L W I N L U I =N BESEES Ju R R

GOMCMD OPMGRM1 WVIEWCON USER{lnxtest)

Running TESTFSSI
31/036

" :Connected to rernote server/host 9.60.86.71 using port 23
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File: Edit View Communication Actions Window Help
By (| @@ = % & @@

Host: |9-'6','I 86,71 Port; | 23 LU Mame; |

:24:45 DMSDCT104S5S Error 3 reading file SYSTEM SEGID 52
124:45 DMSINS327I The installation saved segment CHMSINST could not be loaded
124:45 DMSINS313W SYSPROF EXEC not found; notify system administrator
:24:45 DMSOPNOOZ2E File SCOMDIR NAMES % not found
:24:45 DMSSEC1286E Error loading SYSTEM Communications Directory, fileid = SC
:24:45 DMSSECE39E Error in MAMEFIND routine; return code was 28
:24:45 =/VM VB.2.0 2012-12-11 15:49
:24:45 DMSINS100W Shared Y-STAT not available
124:45 % MSG FROM LNXTEST : DMSINS2563T RTNLOAD failed for VMMTLIB
:24:45 HCPGIR450W CP entered; disabled wait PSW 000A0000 B800214EE
:32:40 ® ——- Operations Manager VIEWCON session from DEMOADMN entered the foll
:32:40 logoff
:32:40 CONMECT= 00:07:53 VIRTCPU= 0Q00:00.00 TOTCFPU= 000:00.00
:32:40 LOGOFF AT 21:32:40 EDT TUESDAY 07/16/13
132:42 % —— Operations Manager VIEWCON session from DEMOADMN entered the foll
:32:42 cp logoff
:133:15 DMSIND2015W Unable to access system disk. Filemode S (190) not accesse
133:15 DMSINDZ2015W Unable to access the Y-disk. Filemode ¥ (19E) not accessed
133:15 DMSDCT1045 Error 3 reading file SYSTEM SEGID 52
:133:15 DMSINS327I The installation sawved segment CHMSINST could not be loaded
:133:15 DMSINS313W SYSPROF EXEC not found; notify system administrator
:33:15 DMSOPNOO2E File SCOMDIR NAMES * not found
:133:15 DMSSEC1286E Error loading SYSTEM Communications Directory, fileid = SC
:133:15 DMSSECEG39E Error in NAMEFIND routine; return code was 28
15 =/VM VB.2.0 2012-12-11 15:49
e OMSTNSd aaL _Shared Y-_STAT opot ooodiloblo
* MSG FROM LNXTEST : DMSINS2563T RTNLOAD failed for VMMTLIB
HCPGIR450W _CP entered; disabled wait PSW _000A0000 800214FEF
PFO3= END PFO4= PFO%= HOLD PFO&E= FORMAT
DOWN PFO9= FFie= LEFT EF11i= REGHT PFliz2:s RECALL

| LNXTEST

Connected to rermnote server/host 9.60.86.71 using port 23
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=] A - DEMOADMN SSI7 - [32 x 80]

File Edit VYiew Cemmunication Actions Window Help
B P B = % 2 @

Host: |9-5':'-35-_-"1 Port: | 23 LU Mame:

Ready; T=0.01/0.01 21:37:25

GOMCMD OPMGRM1 VIEWCON USER(OPERSSI)

Running
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=] A - DEMOADMN SSI7 - [32 x 80]

Window Help

B B % B | ' &

Host: | 9.60.:86.71

00 HCPMIDBOOI1I
00
00
0]0]
00
00
00
0]0]
00
00
00
0]0]
00
00
00
00
15

File: Edit View Communication Actions

Port:
TIME

LU Mame:
TUESDAY 0O7/09/513

3
£

IS 00:

Disconnect

00
00
00
100
Q0
00
00
100
00
00
00
100
00
00
00
00
:58:

00:00 EDT

HCPMIDEBOO1I TIME IS 00:00:00 EDT WEDNESDAY 0O07/10/13

HCPMIDEOO1TI TIME I3 00:00:00 EDT THURSDAY 07/11/13

HCPMIDBOO1I TIME IS 00:00:00 EDT FRIDAY 0O7/12/13

HCPMIDBOO1I TIME IS 00:00:00 EDT SATURDAY 0OY7/13/13

HCPMIDBOO1I TIME IS 00:00:00 EDT SUNDAY O07/14/13

HCPMIDBOO1I TIME IS 00:00:00 EDT MONDAY O7/15/13

HCPMIDBOO1I TIME IS 00:00:00 EDT TUESDAY 07/16/13

From

159
00
01
02
103
04
05
07
123

15
15
15
15
15
15
15
15

From
From
From
From
From
From
From

DEMOADM2
DEMOADM2
DEMOADMZ2
DEMOADMZ2
DEMOADM2
DEMOADM2
DEMOADMZ2
DEMOADMZ2

on

DEMOADMZ DID NOT

TESTrSSI
TESTT7SSI
TESTTVSSI
TESTTSSI
TESTrSSI
TESTrSS51I
TESTTVSSI
TESTTSSI

COMPLETE
COMPLETE
COMPLETE
COMPLETE
COMPLETE
COMPLETE
COMPLETE
COMPLETE

STARTUP
STARTUP
STARTUP
STARTUP
STARTUP
STARTUP
STARTUP
STARTUP

SUCCESSFULLY COMFPLETE STARTUFP
LNXTEST DID NOT SUCCESSFULLY COMPLETE STARTUP

o o

S mp )

L |

UL 0 T

L w2 0§ e e e e

LNXTEST DID NOT SUCCESSFULLY COMPLETE STARTUP

E—
SCROLL PFO2=

up

PFO&8= DO

WM

Pros-
PFOO=

END

E—
Prod=
PF10=

| e [

PrO5=
PF11=

HOLD
RIGHT

PFO6=
PF12=

| OPERSSI

(Scroll)

ek [Connected to remote server/host 9.60.86.71 using port 23
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Scenario 16: How Do You Do That?

Schedule and action in Operations Manager:

*DEFSCHD NAME(STARTLNX),+

* WHEN(00:01),+

* ACTION(STRTLNX1)

*

DEFACTN NAME(STRTLNX1),+
COMMAND('RESUME IDLE(NOLOGON)'),+
NEXTACTN(STRTLNX2),+
ENV(GOM)

*

DEFACTN NAME(STRTLNX2),+
COMMAND(CP XAUTOLOG LNXTEST),+
ENV(SVM)

Operational Monitoring and Automation of z/\VM and Linux on z Systems © 2013, 2017 IBM Corporation
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Scenario 16: How Do You Do That?

» Watch for successful startup of Linux guest
> If successful take no action

DEFRULE NAME(LNXLOGON),+
MATCH(*LNXTEST successfully started*),+
USER(LNXTEST),+
ACTION(NOACT)

*

DEFACTN NAME(NOACT)

Operational Monitoring and Automation of z/\VM and Linux on z Systems © 2013, 2017 IBM Corporation
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Scenario 16: How Do You Do That?

> If Linux doesn’t start successfully send message to central console and
suspend monitor:
DEFIMON NAME(NOLOGON),+
RULE(LNXLOGON),+
OCCUR(1,1),+
ACTION(MSG2SSI2),+
PARM(LNXTEST)
SUSPEND IDLE(NOLOGON)
DEFACTN NAME(MSG2SSI2),+
COMMAND(CP MSGNOH OPERSSI &p did not successfully complete startup),+
NEXTACTN(SUSPIDLE),+
ENV(SVM)
DEFACTN NAME(SUSPIDLE),+
COMMAND('SUSPEND IDLE(NOLOGON)"),+
ENV(GOM)

Operational Monitoring and Automation of z/\VM and Linux on z Systems © 2013, 2017 IBM Corporation
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Scenario 17: Monitor Linux File System and Email W hen
Approaching Full

» Define a situation in OMEGAMON XE on z/VM and Linux
- Watch for file system to reach percent full threshold (85%)
- Display a message on Linux console when threshold reached
» Define a rule in Operations Manager looking for the message

» Define an action in Operations Manager to email someone
when message appears on Linux console

- Include guest name, file system, and percent full in the message
and email

» For the demo, run a script to fill up the file system and thus
trigger the situation in OMEGAMON

Operational Monitoring and Automation of z/\VM and Linux on z Systems © 2013, 2017 IBM Corporation
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Scenario 17: Detalled Steps

» Start the script (via OMEGAMON) that begins to write data to
the file system, filling it up

» Refresh (automatically or manually) the TEPS workspace to
see the file system becoming full

» From z/VM, view the console of the Linux guest to see the
message displayed by the OMEGAMON situation, and the
action triggered by Operations Manager

gomcmd opmgrm1 viewcon user(RHEL1)
or
viewcon RHEL1

» Check the user’s inbox to see the resulting emaill

Operational Monitoring and Automation of z/\VM and Linux on z Systems © 2013, 2017 IBM Corporation
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] Dizk Usage - tiy _,demos.ibm:com— Demollzer | L= E L
Eile Edit Wiew Help
@ - 0 b & 3 5 @ & EP )
-—K‘j Havigator £ | |l Space Used Percent z 0O | _lginodes Used Percent 2 O
' wiegw: | Physical = & | &3 [ |
= CEH RFLOD = 1
“: = (=LAl SLH'ITFIC
= CH tivip2rhen nonet, _
= Linux 05 fdewidazdb § fdewfdazdb
L;| Capacity Usage Informatio frte y).'
[;l Disk Usage 4 ﬁ‘@
.'"_'_;"'I """"" ; """ EVPE ﬁ
ONetwork |
Ll Process ! proc =
L system Infarmation Jdewidasdal - tdevidasdat f g
L Users 7= 0 10 20 a0 40 0 El ] 1 z 3 4 5 &
-‘ "‘g Physical | DSpace Used Percent [Hinodes Used Pelcent:
E Disk Usage F O |[ln Disk Space - =
ftount ! Size Bisk Lk Total Inodes Inodes ik B
Point Sk ey | Wsed | Frees oy es | Used | Free | Y5ed
(ME] (ME]) Percent |
/ fdewidasdal 41505 | 4045 |35437 | 2708256 | 145178 | 2561078 |11 ] | T
fproc proc i 0 i} i i} 0 0 |
Isys sysls i 0 i} i i} 0 0 T, [ e
Idevipts devpts f 0 i} i i} 0 0 'ISpace svailable tMBytes)
fdevishim tmpfs 2848 0 2848 Ta4a877 1 Th4aTvh 0 Jay
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(%) Hub Time: Mon, 01/18/201

G12:45 PM

(| €% server svailable

I Disk Usage - tivip3rhel3.demos.ibm.com - Demallser
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Ll Disk Usage - tivip3rhel3.demos.ibm.com - Demolser

Eile Edit Wiew Help

lv@-0- |0y @B200 | 0B D

(i Havigator i |ﬂ] Space Used Percent &l I[ﬂ] Inodes Used Pe
; Wiew: ﬁjhﬁ;sical T L | | 6 I &
gj RFLOO [~ @
LH TESTwEw i SURMpC :
= L tivip3rhel L Take Action ﬁ -
= [ Linuz 05
L capacity Usage I Action
|:::| Diskllsage Marne; iSampIe Disk Full script [
L_;._J File Information Cormand: Trontrarl on
I,J Mletwrnrk
|;| Frocess i 7
L] system Informatia | Arguments... | .
E._J llsers
— r Destination Systems
] = Physical | ThLFI.RHELI.LE
= T E‘T’.\ Tl LLz —
'] Disk Usage tiviparhel1.LZ I
Maunt - —
L Disk Marme )
i jdevidasdal '
faroc BIOE [ Dk i | Cancel Help | I
Isys sysls : 1l
hs - —
Idevipts devpts 1] T ] 1] 1] T 0 T E
fdevishm trpfs 2048 |0 2048 754577 |1 | 754576 |0 || tovs
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] Disk Usage - tivip3rhel3.demos.ibm.com - Demolser
M Eile Edit wview Help
@ - L & @ & @ < B @
-#ﬁr: Havigator 2 ﬁ Space Uzed Percent 2 0
View: |Physical = & 3
LI RFLOO e Fﬁ
CE TESTVSW mpte b
i = & tivip3rhelt o .
= B Linux 0g none 8 ﬁﬁ
i L] capacity Usage Infarmation fdewidazdb 11 -
@ Disk Ul=zage tmpts ::
L] File Infarrnation devpts 8
L metwark systst |
L] Process | prnc;w
L systerm Information ddewidasda AT T o 2
L] Users = o 0 20 30 40 SD 6O FO 8O0 &0
] = Physical | |Ospace Used Percent|
]l E Disk Usage T £ ||l Disk Space
. Mount B Size S;i‘; E::g Total Inodes Inodes. | S;E: 3
Paoint ME) Inodes Lsed Free -
ME) (MB) Ferce fmintifulistmp
5y sysfa 0 0 0 0 0 0 0 =
fdevipts devpts 0 0 0 0 0 0 e Bl
fdewishim tmpfs 2948 ] 2948 Ta4a7v 1 TadaTH 1] T
fproducts fdevfdasdhl 41545 20023 19460 2706256 |16 2r06240 |1 &1
fprocfsysifsr... | none 0 ] 0 ] ] 1] 1] fys
Mearflibinfsirp... | sunrpc 0 1] 0 ] ] ] |
|| frntifulifstmp | tmpfs 10 9 2 754577 |2 754579 t
j ]

(5 Hub Time: Man, 0171872016 12:54 PM

| 0 Server Availatle

|' Disk Lsage - ti)
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2] Session A - [43 x 80]

Fite:  Edit Wiew Communication é_cti-:uns Wi o _ﬂelg

B DD o Bm = % 20 el

=

Host: | 102.64,47 32 Port: | 22 LU Narme:

id
DEMOADMN AT TIYLP3 ¥YIifp * 2171816 12:48:12 CS5T MONMDAY
Ready; T=0.01-70.01 12:48:12

viewcon rhelil
RUMNHIHNG

Operational Monitoring and Automation of z/\VM and Linux on z Systems
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2] Session A - [42 x 80] =
File Edit Wiew Communication Achions Window Help
B bR &R BB =@ %% 2L e
Host: | 182.64.47.32 Part: | 22 LU Marne: Disconnect
7 :26:26 Starting abrt daemon: [ QK 1
B7:26:26 Starting crond: [ oK 1
07 :26:26 Starting atd: [ oK 1
B7:26:26 S5tarting Red Hat Hetwork Daemon: [ QK 1
7 :26:26 Starting rhsmcertd. . .[ oK 1
B7:26:26 Starting up CIM =serwver :
av7:26:26 [ OK 1
B7:26:26 Starting certmonger: [ oK 1
OF 27 :01 *xkxXWAYEX*¥%X -> z¥M User Mame i=: RHEL1 05 wersion: RHELG
OFI127:01 Wave!:
727 :01 Wawve: Same machine (RHEL1), all 0K
Q7 127:01 Wave!:
OF 27 .0 C
07 :27:01 Red Hat Enterprise Linux Server release 6.4 (Santiagol
OF27:01 Kernel 2.6.32-358.el6.=2390x on an s390x
7 :27:01 tivlip3rhell login:
07:35:11 FILESYSTEM AMHTAFULLFSTHMP HAS REACHED 85 PERCENT FULL ON TIYLP3IRHEL1L: L
87 :35:11 * -- Operations Manager Action MAILLHNX scheduled for execution -—-- x
10:04:30 FILESYSTEM AMHTAFULLFSTMP HAS REACHED 85 PERCENT FULL ON TIYLP3IRHEL1L L
10:04:30 % —-- Operations Manager Action MAILLHNX scheduled for execution -—-- x
15:53:40 =sclp_config: cpu capability changed.
Q0000 HCPMIDGOO11 TIME IS 000000 CS5T WEDNHNESDAY 0113716
QeI 00:00
12:47:18 =sclp_config: cpu capability changed.
13:20:12 =clp_config: cpu capability changed.
Q0000 HCPMIDGOO11 TIME IS @0:00:00 CS5T THURSDAY 901714716
QeI 00:00
Q0000 HCPMIDGOO11 TIME IS @0:00:008 CS5T FRIDAY 01715716
QO:00:00
Q0000 HCPMIDGOO11 TIME IS @0:00:00 CS5T SATURDAY 901716716
QeI 00:00
Q0000 HCPMIDGOO11 TIME IS @0:00:008 CS5T SUNDAY 01717716
QO:00:00
Q0000 HCPMIDGOO11 TIME IS @0:00:008 C5T MONDAY 0118716
QeI 00:00
11:36:49 - p— - =
12:27:12 =s=clp_config: cpu capabllltg changed
12:49:32 FILESYSTEM /MNT/FULLFSTMP HAS REACHED 85 PERCENT FULL OHN TI?LP3RHEL1 L
12:49:32 i
PFG1-= =
PFG7= UP PF@B= DOWN PF@Q— PFi@— EEET PF11i1-= =
RHEL 1 (Scroll)
296 [Connected thru:uugh TLSL0 ta secure remote server/hast 192,84.47.32 usmg port 27 Al
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Hame: |__'_>1 M Toals - Inbow
@ Mail - MHew Message J Reply = |Replﬁ,rmﬂll - Fcnward A A EL - pnrt a5 Spam EJ: * hlore™ 'ﬁﬁ' W e Al
for 2 Tools
| | ¢lwho ~ |Subject ~ Date & =il
£ Inbox (1) ¥ Normal
ﬁ Drafts * 2] OPrGRES Linu= file zvzterm getting full on TWLPS 0182016 10:50 Abkd
=T Sent

Y

.ﬂ Mew * =5 Reply = @'Replymml' sz Forward = i) = [Eh ']Eﬂ' Display~ Reportas Spam )= Morew

¢
k.

!‘ Linux file system getting full on TIVLP3
OPMGRSA  to 7MW Tools

S

0122016 10:50 Ak
Show Detailz

Linux file system /MNT/FULLFSTMP for EHEL1 on TIVLP3 is 85% full. Consider cleaning it up sSoon.

DO NOT REFLY - This ewmaill was gehnerated by an automated service machine.
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[J Situation Editor 2

Situations
[ & Agentiess AX 05

Situation in
OMEGAMON

= J S Farmula ‘ H pistribution | @) ExpertAdvice | 42 Action | () Until |

XE on z/VM
and Linux

= [ Agentiess HP-LX 05

# B agentless Linux 05

[+ [@ agentless Solaris 05

[+ [ Agentless Windows 05

= [@ &l Managed Systems

[+ [B cim Solaris Systems

@ @ isos

[* IBM Tivali Manitaring 5.x Endg
(] @ 1B Tivoli Monitoring .x Endp
= [& Linuxos

[FA[File System Greater than
Ij Linus_ AMS_Alert Critical o
[ Linux_BP_AvgCpuBusyPe
[] Linux_BP_cCpuBusyPet C |4
[F] Linux_BP_CputwaitioPet
[ Linux_BP_LoadAvgSmin_
[] Linux_BP_MetTotalErPet
[ Linux_BP_MumberZombi
[ Linux_BP_ProcHighCpu_
[ Linux_BP_ProcMissing_C
[ Linux_BP_SpaceUsedPr
[ Linux_BP_SpaceUsedPr
[] Linux_BP_SwapSpacells
3 Linux Fragrented_File_t
[ Linwx_Fragmented_File_t
[ Linuz_High_CPU_Overlo:
[ Linux_High_CPU_Overlo:
[ Linue Hioh CPU S\fs,te'rﬂ_'.

_ Situation Farmula Capacity [|| 4%

IFlle Systerm Greater than 80 Fercent Full

File System full

fx 3
Disk
Lised
F'ercer_]_t__
1 =80 =
2
3

Formula editor

Click inside a cell of the formula editor to see a description of the attribute for that -
column and to compose the expression. To add an exoression to the formula. take i

r|I |] [lllﬁﬂ V| Run at startup

ddd  hHh mm  ss

|| Cancel
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Situation iIn OMEGAMON XE on z/VM and Linux

lﬂl Situation Editor

= [@] Agentless A OF

[+ [@ sgentless HP-LX OF

+ [&] Agentless Linux 08

* [& Agentless Solaris 05

[+ [ Agentless Windows 08

[+ [ Al Managed Systems

& [ cIM Solaris Systems

= @ 508

£ IE IBM Tivoli Monitoring 5.x Endp
[+ @ IBM Tivoli Monitoring 5.x Endg
= [ Linux0g

[3[File Systerm Greater than

D Linux_AwMS_Alert_Critical
[ Linux_BP_AwgCpuBusyPe
[ Linux_BP_CpuBusyPet_C
[ Linux_BP_CpuwaitiOPct_
[ Linux_BP_LoadAvgsmin_
[ Linux_BP_MetTotalErPct
[ Linux_BP_MNurnberformhi
[ Linux_BP_ProcHighCpu_
[ Linux_BP_Prochissing,_C
[] Linux_BP_SpacellzedPe

[ Linux_BP_SpaceUsedPc:

i Formula | G Distribution || @) ExpertAdvice | 52 getion | © Unti

=vstan Camorand

fﬂr.-t:n'r_lir-int} has reached &KLY _Disk Disk_Used Percent) percent full on &KLY Disk System_Mamel|

= RTEEEe

Lo B B T RN L
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Scenario 17: How Do You Do That?

Rule and action in Operations Manager:

*

* Demo scenario of Linux file system filling up and OMEGAMON
* Notifying Operations Manager
DEFRULE NAME(LNXFULL),+
USER(RHEL1),+
MATCH(*FILESYSTEM /MNT/FULLFSTMP*PERCENT FULL ON Tl VLP3*),+
ACTION(MAILLNX),+
PARM(LNXFULL),+
LIMIT(3,001-00:00:00)
*
DEFACTN NAME(MAILLNX),+
COMMAND(EXEC SMTPMSG zvmtools at us.ibm.com &p &s &u &1 &4),+

ENV(SVM)

Operational Monitoring and Automation of z/\VM and Linux on z Systems © 2013, 2017 IBM Corporation
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Scenario 18: Send Alerts to Other Tools via Syslog

» Monitor the console of a Linux guest for an error message
- For demo purposes it must contain the word “syslog”

» When message is received, send it to a central syslog
processor

- Could be on or off-platform

Operational Monitoring and Automation of z/\VM and Linux on z Systems © 2013, 2017 IBM Corporation
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Scenario 18: Detalled Steps

» Send an “error” message to a Linux guest

tell slesb109 this is an error message to send to d emo syslog processor

> View the console of the Linux guest

viewcon slesb109

> Notice the message added by Operations Manager indicating
the action SENDSYSL was triggered

» Using WINSCP login to the Linux guest that is being used as
central syslog processor

> Navigate to the location of the log file

/| <root>/var/log

» Open the following log file and notice the message you sent
has been added

mwbmessages

Operational Monitoring and Automation of z/\VM and Linux on z Systems © 2013, 2017 IBM Corporation
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2] A - DEMOADMN ATS

Fite  Edit Wiew Communication  Sctions: Window  Help

B 2% B®| ) %% & @l

Host: 19-32.24-29 Port: | 23 LU Mame: |

id
DEMOADMM AT ZVMVBR3O VIA = 08729716 13:15:28 EDT MONDAY
Ready; T=0.01/0.01 13:15:28

tell slesbl09 this is an error message to send to demo syslog processor
Paadu. T_0 _A1/0 01 19-16.30

viewcon slesb109

RUNNIHNG ZVMVER3O
31/01°

&' [Cannected ta remote server/host 9.82,24.129 using port 23
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={] A - DEMOADMN ATS

Fite  Edit Miew Eammunication Sctions Window  Help
B 2% @83 =@ B 2 @

Host: | 9.62.24.129 Port: | 23 LU Mame; Disconnect I

13:15: 04 root root 17815 Apr 14:18 .bash_history
13:15: 04 druxr-xr-x root root 4096 0Oct 2014 .cache
13:15: 04 drwxr-xr-x root root 12288 Sep 2013 .coi
13:15: 04 drwxr-xr-x root root 4096 Jan 2012 .config
13:15: 04 root root 4096 Aug 2012 .dbus
13:15: 04 root root 1332 HNov 2005 .exrc
: 04 root root 4096 0Oct 2014 .gconf
: 04 root root 4096 Oct 2014 .gconfd
: 04 root root 4096 Oct 2014 .gnome?2
: 04 root root 4096 Aug 2012 .gnome?Z_private
: 04 root root 4096 Oct 2014 .gnupg
: 04 root root 4096 Jul 2012 . java
: 04 root root 1403 Oct 2014 .recently-used.xbel
: 04 root root 4096 Apr 14:16 .ssh
: 04 root root 410768 Aug 17:06 .suse_register.log
: 04 root root 4096 Jul 2012 .swdis
: 04 root root 8444 Dec 2013 .wviminfo
104 drwxr-xr-x root root 4096 Oct 2014 .wvnc
104 druwxr-xr-x root root 4096 Oct 2014 . =zypp
104 drwxr-xr-x root root 4096 Jul 2012 InstallShield
04 -rw-r--r-- root root 91705 Oct 2014 autoinst.xml
104 druwxr-xr-x root root 4096 HMay 2010 bin
:0d -rw-r--r-- root root 0 Aug 2012 de_security refreshDB. log
04 drwxr-xr-x root root 4096 Oct 2014 inst-sys

2 2 el

o e o e g Y Y o e e e o o e O e ]

13:15: 04 hasl109:™ H
13:15:30 =* M5G FROM DEMOADMN: this is an error message to send to demo syslog
13:15: 30 * -- Operations Manager Action SENDSYSL scheduled for execution -- *

P " P L P e P " P =

P P — P T

FFO8= DOWHN FFO9= FF10= LEFT FF11= RIGHT PFF12= RECALL

|5 108-ZiNvaRay (Setalll

MA F 31/00]
! |Connected to remote server/host 9.82,.24,129 using port 23
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IBM_ADMIN - SYSLOG receiver root@9.52.56.104 - WinSCP

Local Mark Eiles Commands Session Options Bernote  Help

& -
I'-l:_ﬂl:: Lacal Disk
CihlsershIBM_ADMIN

-

e e ER S

Marme E)d:

t i

AOOConnectionsPlu..,

(Ci5E0
Nty
dbrmca
Joracle_jre_usage
st
Applata
Application Data
iz Contacts
Cookies
B Desktop

Size

Type
Parent directory
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File falder
File folder
File

08/28/2016...
02/18/2014...
08/09/2015...
07/27/2016...
07/26/2016...
03/27/2016...
02/17/2014...
11/13/2015...
06/28/2010...
10/20/2015...
06/28/2010...
06/16/2016...

“iDocuments

File folder

08/16/2016...

& Dowenloads
C- Fawvorites
IERA
Install&hyawhere
@ Links
Local Settings
o Music
£l bty Documents
o

File folder
File folder
File falder
File folder
File folder
File folder
File folder
File folder

047232016,
10/20/2013...
027132014,
1z/2a/2014..,
10/20/2015...
n6/2a/2010...
10/20/2015...

06/28/2010.., =
P

[

audit
YaiT2
Consolekit
J durmp
ey
ts-shell
pp
samba
puppet
krbS

cups
messages

|

allkacaane

— -
|| mravbirnessages

wtrmp

|| lastlog

[ |zypperlog

4

|| allmessages-20160819.bz2
|| messages- 20160819 bz

4,180,460
4,180,460
385
20,000
31,968
161,405
161,405
151,041

Changed.

03/16,/2016 T:331:54,,
03/16/2016 T:49:13..,
03/16/2016 T:40:11..,
03/16/2016 T:45:35,.,
03/16/2016 T:44:45,,
03/16/2016 T:37:12..
03/16/2016 T:36:35,.,
05/31/2013 5:2%:09..,
05/28/2013 8:18:21..
05/28/2013 4:46:06..,
03/20/2013 12:53:4..,
03/06,/2013 1:4%:29,.,
02/1472013 10:24:2..,
08/20,/2016 10:19:1..,
08/2972016 10:18:1..,
08/20/2016 10:15:3..,
08/28/2016 6:12:01..,
08/28/2016 6:12:01..,
08/18/2016 8:00:05,.,
08/18/2016 2:00:04..,
08/16/2016 1L:36:0..

0B of 30833 KiE in 0 of 63
& F2 Fename

0B of 14,677 KiB in 0 of 57
¢ 23 F5 Copy 3 F6 Mowve 5 FT Create Directory 3¢ Ff Delete B3 FO Properties B F10 Quit
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| [ ¥ Avarflog/mwbmessages - SYSLOG receiver root@9.82.56.104 =B X

LHE =R X N SR - R I

hng o o T I B aig 0O_ A0 1Co 17 1 201 C 0 20T 0e 1S 2 10020 e 10 m:qn 1W =4 127200 1771111 TTTEC ] == =g Y] t-EII:I.
Aug 29 13:15:30 hasl97 16 & FROM SLESEL109 ON ZVMVeR30: & M3G FROM DEMOADMN: this ig an error message to send to demo syzlog proceszsor I i

Operational Monitoring and Automation of z/\VM and Linux on z Systems © 2013, 2017 IBM Corporation




IBM z Systems

Scenario 18: How Do You Do That?

IP Connection, rule and action in Operations Manager:

* Define TCP/IP connection to send data to Linux gu est in syslog format
*
DEFIPCS NAME TO104SYS +
USER TCPIP +
APPL GOMRSGW +
ADDR 9.82.56.104 +
PORT 514 +
PARM UDP
*
* Find message to send to Linux guest as syslog dat a
DEFRULE NAME SYSMSG +
MATCH "*demo syslog*' +
ACTION SENDSYSL +
PARM TO104SYS
*
* Send data to syslog receiver
DEFACTN NAME SENDSYSL +
COMMAND 'EXEC SENDLOG &p From &u on &sysname: &t' +
ENV LVM

Operational Monitoring and Automation of z/\VM and Linux on z Systems © 2013, 2017 IBM Corporation
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Scenario 18: How Do You Do That?

SENDLOG EXEC:

[* Convert message from EBCDIC to ASCII and send as SYSLOG */
Trace O

Address Command

Parse Arg Dest MsgText

'EXEC EBC2ASC C0037t00819' 16 6 MsgText
Parse Pull AsciiText

Say 'This is converted text:' AsciiText
'‘GOMCMD OPMGRM1 CMDIPCS NAME 'Dest' COMMAND SEND REXVAR AsciiText'

Operational Monitoring and Automation of z/\VM and Linux on z Systems © 2013, 2017 IBM Corporation
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» Also known as “Dead Guest Relocation”

» Define a situation in OMEGAMON XE on z/VM and Linux

- Watch for LPAR CPU utilization to go above a threshold (5% for
demo purposes)

- Send a message to Operations Manager when threshold reached
» Define a rule in Operations Manager looking for the message

» Define an action in Operations Manager to shutdown a guest
on the local system

» Define rule in Operations Manager to watch for shutdown
complete messages

» Define action in Operations Manager to start a (similar) guest
on remote system

Operational Monitoring and Automation of z/\VM and Linux on z Systems © 2013, 2017 IBM Corporation
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i
i

Scenario 19: Detalled Steps

» Start the situation in OMEGAMON

» Watch console of Linux guest on local system
viewcon tdlinx01

» When guest is shutting down, also logon to remote system
and view console of the Linux guest that will start there:
viewcon tdlinx01

» Watch Linux guest start
» Stop situation in OMEGAMON

Operational Monitoring and Automation of z/\VM and Linux on z Systems © 2013, 2017 IBM Corporation




IBM z Systems

0] A - TIVLP3 Pok - [43 % 80] &

File  Edit Miew Communication  Actions  Window Help

| 0% B w6 %% &P @ ¢

Host: [ 122.33.196.112

Port: |22

LU Marme:

Disconnect |

id
DEMOADMHN AT TIYLFP3

¥IA RSCS
Ready ;

T=0.01-0.06061 11:58:47

1273016 11:568:47 EST

FRIDAY

viewcon tdlnxoi_

RUMNING TI¥LP3

MA]

154256

|Connectéd through TLEL0 to secure rermote server/host 129,33.196.112 using port 22

42,016

Operational Monitoring and Automation of z/\VM and Linux on z Systems
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2] A - TIVLP3 Pok - [43 x 80] [

File Edit Miew Communication Actions Window Help

Byl B E|E| = % 22 @@

Host: | 120.33.196.112 Port; | 22 LU Marme:

05 stop on panic configured.
05 Sending all processes the TERM signal...
87 Sending all processes the KILL signal...
87 Saving random =eed: [ OK 1
@F Turning off guotas: [ OK 1
87 init: Re-executing  sbinsinit
07 Please stand by while rebooting the sy=stem. ..
07 HCPGIRA450W CP entered; disabled wait PSW 00020001 0000000 0000000G 0O
37 CONHECT= 06:08:36 YIRTCPU= 000602 .57 TOTCPU= 00600 .:62 .78
07 LOGOFF AT 11:06:67F EST FRIDAY 123016 AFTER S5SIGHAL
@F ¥ -- Operations Manager Action LNXRELO3 scheduled for execution --
07 ¥ -- Operations Manager Action LHXRELO4 scheduled for execution --
OF ¥ —-- Operations Manager Action LNXRELOS =s=cheduled for execution —-- *
7 CON FILE 0685 SENT TO MAINTGE39® RDR AS 1681 RECS 0066 CPY 1 T HOH
10 % -- Operations Manager Action LNXRELOG6 =scheduled for execution -- *
58 User TDLHNX®1 has been relocated from TIVYLP3IZ2 to TIVYLP3
58 geth ©9.09.0ac®: The geth device driver failed to recover an error on th
58 geth: irb 00000000 900 c2 40 17 01 3a do 38 0e 02 00 00 00 B8O 00 00O
58 geth: irb 000E0010: 61 02 00 00 OO0 OO0 GO 0O 0O GO 0O 00 00 OO0 0O 00
58 geth: sense data 90000000 0Z 00 00 OO0 900 00 OO0 GO OO O 00 06 00 OO ©
583 geth: sense data 000000010 00 00 00 06 060 00 90 060 00 0 90 968 g0 a8 O
58 geth 0.0 .0ace: The geth dewvice driver failed to recover an error on th
58 geth: irb ©00000EGE: 900 c2 40 17 01 3J3a do 38 0Oe 02 0 00 00 B0 08 0O .
58 geth: irb 900000106 : 91 02 00 00 00 Q00 00 00 00 0O 0 0O 00 00 00 00
58 geth: irb 000OOOZ0: 62 00 00 OO0 OO0 OO0 GO GO0 0O GO 00 00 00 00 00 00
58 geth: irb 000OO0G30: 06 0O 00 OO0 OO0 OO0 GO0 GO0 00 GO 00 00 00 00 00 00
58 geth 9.0.0ac®: A recovery process has been started for the device
58 gdio: . . 05A on SC 3 using Al:1 QEBSM:0 PCI:1 TDD:1 SIGA:RW AOQ
58 geth i o : Device is a Guest LAN QDIO card (level: ¥&631)
59 with link type GuestLAN QDIO (portname: SMALLYSW)
59 geth .0 .0acd: Hardware IP fragmentation not supported on etho
59 geth Bacd ! Inbound source MAC-address not supported on etho
59 geth .Bace: ¥LAN enabled
59 geth ! Multicast enabled
59 geth IPYSe enabled
59 geth Broadcast enabled
= Using SW checksumming on etho.
Outbound TS50 not supported on eth®
Device =zmuccessfully recovered!
LL PFG3= EHND PFO4= PFG5= HOLD PF6= FORMAT
PFGO= PF1&= LEFT PF1ii= RIGHT PF12= RECALL

i o o e e e e o e e e e e b b e e e ek b b e e o e b b o ok e e b b b b
R g g g o e B S B Ty S Sy gy gy S ey Y

Nl B e L

Q
Q
o]
o]
Q
Q
Q
o]
o]
P
=]

Q
. 0
. 8
. 0
. 0
. 0
. 9
. 8
. 0
Fo
Fo

114
T14:59
11:14:59
7

TDLHEKOQ1 -TI¥LP3 (Scroll)

fﬂi“ Connected through TLELO to secure rermote server/host 129.33.196.112 using port 22

Operational Monitoring and Automation of z/\VM and Linux on z Systems © 2013, 2017 IBM Corporation




2{] B - TIVLP32 Pok - [43 x 80] R
File  Edit Wiew Communication  Sctions  Windowe ﬂelpl"‘?

| || (| ] a|%| o] @@
H.:.st:]TNLPBE.centers.ihu:ust.cnm Part; | 22 LU Marme: Disconnect |
id

MAINTG630 AT TIYLP3Z ¥IAaA RSCS
Ready; T=0.6010.61 11:59:32

1273016 11:59:32 EST FRIDAY

viewcon tdlnxoi_

RUNNING TIVLP32
5 42 /016

HMAR
[7}2586

[Connected through TLEL0 to secure remote server/host TIVLP3 2 centersibosticom wsing port 22

Operational Monitoring and Automation of z/\VM and Linux on z Systems
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=] B - TIVLP32 Pok - [43 x 80] “

File  Edit Wiew Communication  Actions  Windowe ﬂelpl"‘?

B 0% B wl % & &

Hast: ]TTULPBEIentethDstcnw- Paort: |22

LU Marme:

Disconnect

12
12
12
12
12
12
12
14
14
14
14
14
14
14
14
14
14
14
15
15
15
15
15
16
16
16
16
16
16
16
16
16
16
16
16
16

(=z=adc) ...
TDLHX91 0S5 wersion: RHELG

Calling the suystem activity data collector
WAYE: -»* =z¥M User HNHame 1is:
WAYE :
WAYE :
WAYE:
Bringing
Bringing
[ oK 1
Starting
[ oK 1
Starting
Starting
Starting
Starting
Starting
Starting
L OK 1
Starting
[ oK ]
Mounting filesustems: [ K
Starting HAL daemon: [ oK 1
Retrigger failed udev eventszsl[
Loading autofs4: [ oK 1
Starting automount: [ oK 1
Starting sshd:
[ oK 1
Starting
Starting
L OK 1
Starting
Starting
Starting
Starting
L oK 1
Starting [ 1
c
Red Hat Enterprise Linux Serwver release 6.5
ernel 2.6.32-431 .el6.s5390x on an s390x
DLHX®1 login:

PF2Z= SCROLL PFO3=

PFO8= DOWN PFGO=

all OK

[ OK 1
Determining if

Same machine (TDLNX91) ,
up loopback interface:
up interface ethod:
auditd:
portreserve: [
sys=tem logger: [
rpcbind: [ oK 1
HFS =tatd: [ OK 1
kdump:[FAILED]
sys=tem meszage bus!:

cups:

oK

cpi: [ OK

postfix:
abrt daemon: [ oK
crond: [ oK 1
atd: [ OK 1
rhsmcertd. . .

certmonger : OK

(Santiago)

i e o e e e e o e e e e e b b e e o ek b b o ek e o b b o b e e b b b b
D e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e

8616
11:06:16

END PFO4=

PF10=

PFOS=
PF11-=

HOLD

LEFT RIGHT

ip address 10.20.30.3

i= a

PFO6=
BEEE =

FORMAT
RECALL

TDLHXKO1 -TI¥LP3Z

(Scroll)

Connected through TLEL0 to secure rermote serverfhost TIVLP 32 .centersihost.corm wsing port 22
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L] LPAR - tivip3rhel3.centers.ihost.com - SYSADMIN

N
File Edit Yiew Help i

@-u- bl EE@E®E38087 4 @SLED QEZsouilladysBa&E00E

|¢4§: Havigator 2 M ‘ [lo LPAR Busy s = M B B = |[[loLPARLoad

Wiew: |Physical = & 4 | |3 [R5

= CH tivp3rhela:yl
= [ zrvM Linux Systerns
i;l Channel
= sped Devices

OLrar Busy M LFAR Load
B physical cPU Busy

i;l Metwork

L] 581 Cluster
L;J Real Storage
Q Systam

L TeRIp

L workioad

1

224701

zoawonaa g
ZmpZ0a Lz P
ZSAWDONIT

zmrzoaLz

] o Physical |

a

|0 LPAR Weight |0 Partition Suspension = [] LPAR wtilization m B

0o
- - i Processor | LPAR Bus
P aF ireight ELraR susperded Time Type Percent

[ 1zz0ME 120612 |CF CP
12130MB 12:06-12 | GF2 Unknown
1213016 12:06:12 | DEMOMYS | CP
1213016 12:06-12 | DEMOMYS | ZIIF
1213016 12:06:12 | DEMQOMYSZ | CP

" - " Doy O

alieiane

123016 12:06:12 | DEMOZVM | CP
EoSieAe R R = o g e g

g lora

'. \"_-J Hub Tirme: Fri, 12030/201612:05 PM | (3 Server Available ” LPAR - tivlp3rhel 3. centers.ihost.com - SYSADMIN

ZEdTAIL
WAZITLZ R

SAOMIa \

ZEANOWIA
ZMPAEI3LE B

ZEAWOWIA
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L] LPAR - tivip3rhel3.centers.ihost.com - SYSADMIN

File Edit View Help
@ - - Db BHEA®B 8 0/ 4 ®SLED @ NLEEG@MHE :..-";';Hlil_ﬂaEIEE

|»‘d\_—_ Havigator

|l LPAR Busy M H & = | liLPARLoad
Wiewr: \Physical = & & | |3 &

= CH tivip3rhel3:vL
B [ zvM Linux Systemns
L] channel

OLrar Busy WLrarR Load
B Fhysical CRU Busy

|=;J CP Owned Devices
Ll paso

Workspace
Take Action...

LinkTo...

== L=} ppoas Py

S&atiuns...

D[Iuﬂ MAVILQAIOT L=

S L53) [

TNAZITLZ

ZSAWOWI
ZmAzomaq 1
TNAZITLT B

] e Physical

Splitverically
Split harizantally |[lo Partition Suspension (7] LPAR Utilization * M

Print Preview... E ' |
Print...

Flnd = e Snoraes
Fiopares., . . = (N # | 12/3016 12:08:12 | CF 2.90
1230016 12:06:12 | CF2 Unknawn 0.00 |
12/30/16 12:06:12 | DEMOMVS | CP 2.25 ||
12/30016 12.08:12 | DEMOMYS [ zIIP 3.80
12/30/16 12:06:12 | DEMOMVE2 | CP 2.25
12/30/16 12:06:12 | DEMOMYS3 | CP 0.90
12/30/16 12.06:12 | DEMOZYM | CP 33.96
12/30016 12:06:12 | DEMOZVM [ zIIP 0.00

| (B Hub Tirme: Fri, 12/20/2016 12:06 FM (| € server svailable || LPAR- tilp3itiel3 certars ihost cor - SYSADMIN

|

LPAR Weight

Iy
&

s i LPAR Processor LPAR Bus
OLrAR Suspended Time Mame Percent

| o om =\
sooneAgd T

=
=
=

abelane

ZhdlAIL S
ZEdTAIL
wAzaa 1z b

ZWAZIFLZE

Ld7LlsaL
SAMLEIL N,
ZWAZLEIL N,

ZSAMOMIA
ZEAMONI N,
ZWAZONEA
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L] Situatians for - LPAR

[
by’

|+ - ] —— i =
* J 0 % | Jﬁ‘FDrmula| L3 Distribution | @) Expert Advice | 57 Action | ) Until

L LPAR
= [ | in Swetarms Mame-

|Critica| ZPL Relocate (MAS -ICriticaI CPU Relocate iMAS TLDY

5 = 5 Description
[d 7vM_LPAR_Busy High :

D ZUM LPAR Ovhd Critical CFU =% Ops Mar does dead guest relocation
[3 2vm_LPAR_cwhd_High

3 ZM_Physical_CPU_Critical :
[ Z¥M_Physical_CPU_High FAfha

LPAR Busy | LPAR
Fercent | Mlame

== 5.00 == TI¥LP3

el | ]

Formula editor

[ T N | Y PSR [ b U POt 1PNt - 1 AN ¥ ) A SN S 1f N

Situation Formula Capacity [ 8% | Addconditions.. || Advanced..

I Sound State
Sampling interval

== [Z] Enahle critical way
I

ddd KA mm ss Play | Edit.. [] Run at startup

Cancel [ | Apply | Group.. || Help

| Critical_CPU_ReE3G5GEEE15FE4425
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L] Situatians for - LPAR

g

E B AERL; I J% Formula || CE Distribution | @) Expert Advic
Ll LPAR
= [@ z0vh Linux Systems ~Action Selection

D|Critica| CPL Relocate (MAS ) Systern Command O Universal Message
[ 2vm_LPAR_Busy_Critical
B .Z'\)'M_LF'AR_EIusv_High Sycta e e an

B 2M_LPAR_COwhid_Critical I|VL:ru'ISG OPMGRM1 Dead guest relocation
[3 2vM_LPAR_Ovhd_High

3 ZvM_Physical _CPU_Critical
[0 2vM_Physical_CPU_High

Aftribute Substitution..

[fthe condition is true for more than one monitored item:

®) Onlytake action an first item

1 Take action on each item

YWhere should the Action be executed {perdfarmed):
% Execute the Action atthe Managed System (Agent)
) Execute the Action atthe Managing System (TEMS)

Ifthe condition stays true aver multiple intervals:
) Don'ttake action twice in a row (wait until situation goes false then true again)

) Take action in each interval

(5] 54 . Cancel [ | Apply | Group...

| Critical_CPL_ReE365662E15FE4425
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L] situations for - LPAR

»003

j&FurmuLa| LE| Distribution | @ Expertdvice | £2 Action || () Unil

Ll LFaR
= [ 20vM Linux Systerns

Mame -

+

kA LT T L i

[ [critical GRU Re

[d #M_LPAR_Bus

(3 7vM_LPaR_Ov
3 zvm_LPAR_Ov
3 Zvm_Physical_
[ 2vm_Physical_

U

[ zvM_LPAR_Buz [T

(MAS TLDY

Create Mew...
Create Another...

dead guest relocation

b
E)

«

L2

HEHOO©

Sta&:ituatiun
Stop Situation

Delete Situation

Dissociate

Enahle Situation Overrides
LPAR

Mame
TMLP3

Cizable Situation Overrides
Remove All Owerrides

Show Groups...

al

Formula editor

Pal

Situation Formula Capacity [ 8%

PSR [ | A Y Y SO P

PR | T R

Sound State

[[] Enahle criticalway

Sampling interval

I

ddd KRh mm g2 I Play Edit...

A wliedlm e wE Al e mddailehe fe dle o

| Addconditions.. || Advanced..

& Critical -

[ Run at startup

ok | Cancel Apply

| Critical_CPU_ReE3R5AEAE1GFE4425

Group...

Help
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2] A - TIVLP3 Pok - [43 x 80]

File  Edit Miew Communication Actions Window Help
| (% B w@] %% 8 @l
Hast: | 120.33.196.112 Part: |22 LU Marme:

59 geth 9.90.0acd: Using SW checksumming on etho.

E—T— e T T O T T
ho

59 geth 0.0.0acd: Device successfully recovered!
52 Stopping certmonger
52 [ oK 1
52 Stopping rhsmcertd.
52 [ oK
52 Stopping atd:
52 [ oK 1
52 Stopping cups:
52 [ Ok 1
opplng abr
52 [ oK 1]
152 Stopping sshd:
152 [ oK 1
152 Shutting down postfix: [ OK
152 Stopping crond:
oL A oK 1
153 Stopping automount:
156 [ oK 1
:56 Stopping HAL daemon: [ oK 1
56 Stopping block device awvailability: Deactivating block dewvices:
156 [ oK 1
:56 Stopping system message bus: [ oK 1
156 Stopping rpcbhind:
156 [ oK 1
156 Stopping auditd: type=1305% audit(1483117736.099:424): audit_pid=0 old-=
:56 [ Ok 1
56 type=13605 audit(1483117736.199:425) ! audit_enabled=® old=1 auid=429496
156 Shutting down =s=ystem logger:
156 [ oK 1]
156 Shutting down interface ethd: [ oK
156 Shutting down loopback interface:
:56 [ (o] 4 1
:56 =top on panic configured.
1568 Sending all processes the TERM signal. ..
158 Sending all processes the KILL signal...
:58 Saving random =eed: [ OK i|
:58 Turning off guotas: [ OK 1
HELP PF2Z= SCROLL PFO3I= END HOLD
up PFO8= DOWN PFGO= BICHT

[Ty RITTEYIE
[SESESE ST SENTSESEEET §

|

[t e B e B B B o Y I e e B e R B B e B B B

i
1
1
i
1
i
i
1
1
1
i
i
i
i
1
1
i
i
i
1
1
1
i
i
i
i
1

TDLHEKOQ1 -TI¥LP3

| 54256  [Connected through TLS1.0to secure rermote serverfhost 129,33.196,112 using port 22
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2] A - TIVLP3 Pok - [43 x 80] I

File Edit Miew Communication Actions Window Help
Byl B E|E| = % 22 @@

Host: [129.33.198.112 Port: [ 22

:08:52 Stoppling cups:
08:52 [ oK 1
:08:52 Stopping abrt
:08:52 [ oK 1
:98:52 Stopping sshd:
:08:52 [ oK 1
:08:52 Shutting down postfix: [ OK
108:52 Stopping crond:
:08:53 [ oK 1
:@8:53 Stopping automount:
:08:56 [ OK 1
:98:56 Stopping HAL daemon: [ oK 1
:08:56 ?tnpping block dewvice awvailability: Deactiwvating block dewvices:
9856 oK
:@8:56 Stopping =s=ystem message bus: [ OK 1
:@8:56 Stopping rpcbind:
:08:56 [ OK 1
:98:56 ?tnppin? auditd: type=1305 audit(1483117736.099:424): audit_pid=0 old=
98 :56 oK
:08:56 type=1305 audit(1483117736.199:425): audit_enabled=0 old=1 auid=429496
:@8:56 Shutting down =s=ystem logger:
:08:56 [ oK 1
:98:56 Shutting down interface etho: [ OK
:98:56 Shutting down loopback interface:
:08:56 [ oK ]
:88:56 stop on panic configured.
:@8:56 Sending all processes the TERM =ignal. ..
:@8:58 Sending all processes the KILL signal. ..
; ¥ [ el 3
:08:58 Turning off guotas: [ OK 1
:08:58 init: Re-executing /=s=binsinit
:08:58 Please stand by while rebooting the suyustem. ..
:@8:58 HCPGIRA45GW CP entered; dizabled wait P5W 000Z0001 50000000 00000000 08
8 :58 CONNECT= 0901 :02 :48 YIRTCPU= 000:03 .57 TOTCPU= 000:03 .76
:98:58 LOGOFF AT 12 :08:58 EST FRIDAY 123016 AFTER SIGHAL
:08:58 * -- Operations Manager Action LNXRELO3 scheduled for execution -- *
:08:58 * -- Operations Manager Action LNXRELO4 scheduled for execution -- ¥
B8 :58 CON FILE 0689 SENT TO MAINTG&3® RDR AS 1685 RECS 060666 CPY GB1 T HNOH
:0@9:01 % -- Operations Manager Action LNXRELO0OS =s=cheduled for execution -- *x
L A T B § = = o | o ey e g ey e e ey e b ) e T =

up PFe8= DOWN PFGoO= PF1ie= LEFT PF1i= RIGHT PF12= RECHALL

12
12
12
12
12
12
12
12
12
12
12
12
12
12
12
12
12
12
12
12
12
12
12
12
12
12
12
12
12
12
12
12
12
12
12
12
12
12

TDLHXOQ1 -TI¥YLP3 (Scrnlll

Connected through TLE1.0 to secure rermote server/host 129,33,196.112 using port 22
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=] B - TIVLP32 Pok - [43 x 80]

File Edit Miew Communication Actions Window Help
B BH 2% B w6 b 2 el
Hast: ]TPu"LP32.center5.ihust.cnrr- Part; | 22 LU Marme:

6:16 Red Hat Enterprise Linux Serwver release 6.5 (Santiago)
616 Kernel ?2.6.32-431 . el6.5390x on_an =390 x
Dgln E—

IC OACE® i=s created; devices QACEP-QACZ defined

PSWS28581 TDLHX®1 connection to SYSTEM SHALLYSW has been updated by
Command complete
HCPCPL2788E HIC 9ACO not connected; already connected to ¥SWITCH SYSTE
Booting default (linux-2.6.32-431.el6.5390x]) ...
Initializing cgroup subsys cpuset
Initializing cgroup subsys cpu
Linux wversion 2.6.32-431.el6.3390x (mockbuild@=s390-012.build.bos.redha
setup: Linux is running as a z/¥M guest operating =s=ystem in 64-bit mod
ilomm melememehem -
Fone PFH ranges:

DMA OxEOQ00OEO00 -> OxO0080000
Mormal OxE0080000 -> OxO0Q00BOOOQ
Mowvable zone start PFH for each node
ear ly_node_mapl[i1] actiwve PFHN ranges
0. Ox00000000 -> OXx00040000
PERCPU: Embedded 127 pagesscpu (@G000000000Z2515000 =18944 r8192
pcpu-alloc: =18944 8192 d22016 ub5536 alloc=-16¥%4096
pcpu-alloc: 00 o1 62 03 o4 a5
pcpu-alloc: 08 99 10 11 12 13
pcpu—alloc: i6 i7 18 19 20 21
pcpu—alloc: 24 25 26 27 28 29
pcpu-—-alloc: 32 33 34 35 36 37
pcpu-—-alloc: 46 41 42 43 44 45
pcpu-alloc: 18 49 50 51 52 53

pcpu-alloc: 56 57 58 50 60 61 62 63
Built 1 zonelists in Zone order, mobility grouping on. otal pages: 2
Kernel command line: root=sdev/s/disksby-path ccw-0.0.0192-partl rd_HNHO_L
PID hash table entrie=s: 4096 (order: 3, 32768 bytes)

Dentry cache hash table entries: 131072 (order: 8, 1048576 byte=s)
Inode-cache hash table entries: 65536 (order: 7, 524288 bytes)

Memory: 1007204k 1048576k awvailable (5038Bk kernel code, Ok reserwved, 3
Write protected kernel read-only data: Ox100000 - Ox7FfFfff
Hierarchical RCU implementation.

console [ttyse] enabled

HELP PFR2= SCROLL PFG3I= END PF5= HOLD PFO6= FORMAT
up PFe8= DOWN PFGO= PFi1ii1i= RIGHT PF1i2= RECALL
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=] B - TIVLP32 Pok - [43 x 80]

File  Edit Miew Communication  Actions  Window Help

| || (| ] a|%| o] @@
Hast: ]TPJLPBE.centeri.ihu:ust.cnrr- Part: |22 LU Marme:

103 Bringing up loopback interface!: [ Ok 1
103 ?ringin? up interface etho: Determining if ip address 10.20.30.3 is a
IG5 OK

@5 Starting auditd:

:95 [ OK 1

195 Starting portreserve: [

105 Starting sustem logger: [

195 Starting rpcbind: I 0K 1

185 Star ng HNFS statd: [ OK 1

185 Starting kdump:[FAILED]

195 Starting system message bus:

06 [ oK 1

106 Starting cups:

06 [ oK 1

@6 Mounting filesystems: [ OK

@6 Starting HAL daemon: [ OK 1

196 Retrigger failed udewv events[ oK
196 Loading autofs4: [ OK 1

107 Starting automount: [ OK 1

07 Starting sshd:

07 [ 0K 1

107 Starting cpi: [ Ok

107 Starting postfix:

o7 [ oK. ]

@7 Starting crond: [ oK
187 Starting atd: [ oK 1
187 Starting rhsmcertd. . . [ OK 1
107 Starting certmonger: [ oK 1
07 cC
107 Red Hat Enterprise Linux Serwver release 6.5 (Santiago)
807 Kernel 2.6.32-431 .el6.s5390x on an s390x
- . Tnlml 1 i
104 ¥ -- Operations Manager YIEWCON session from MAINTE30 entered the foll
root
root
Password:
Last login: Fri Dec 30 10:57:02 on console
[root@TDLNXG1 "~ 1#
PF2Z= SCROLL PFO3I= END PFOo4= PFG5= HOLD PF6= FORMAT
PFO8= DOWN PFGO= PF1&= LEFT PF1ii= RIGHT PF12= RECHALL
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L] LPaR - tivip3rhel3.centersihost.com - SYSADMIN

File Edit View Help
@-w- Db EASRAURL | L @LED

4 Havigator o LPAR Busy

o LPAR Load
Wiewr: \Physical = & & | | B 2

= B tiviparhelavL
= it Linux Systems
L__J Channel

I;J CP Owned Devices | - falu it
Ll paso ﬁ

@cCcritical
gffﬁ\ Critieal CPU Relocate [(MAS TLD) tiwlp3rhelld.centers.ihost.com: VL 12/30/16 12:08:52 TIVLP3

CLrar Busy M LraR Load
B Fhysical CPU Busy

b
1

ZZd1n1L )

bdlLsaL
zrzoalz

KFWITM1011 Select workspace link bhutton to view situation event results,
T T
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} e Physical

i LPAR Weight < 2 [ B B % |llgPartition Suspension s 2 @M B B = |[]rLrarutilization T M

3 &2 |
- = T LPAR Processor |LPAR Bus
W LFPaR wreight ELFPAR Suspended Time Mame Percent

1203016 12:06112 | CF 280
12/30MB12:06:2 | CF2 Unknown 0.00]
12/30MB 120612 | DEMOMYS | CP 275|
12/301B12:06-12 | DEMOMVE | ZIIP 3.80
12/30MB 1206112 | DEMOMYSZ | CF 235
12/30MB 120612 | DEMOMYES | CF 0.50
12/30MB 120612 | DEMOZVM | CFP 38,95
12/30HB 120612 | DEMOZWM 0.00
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Scenario 19: How Do You Do That?

IP Connection in Operations Manager on first system (TIVLP3):
* Set up IP (non-SSI) connection to send requests t o TIVLP32
* for non-SSI demos
DEFIPCS NAME LP32C +
USER TCPIP +
APPL GOMRSCC +
ADDR 129.33.196.113 +
PORT 43001

IP Connection in Operations Manager on second syste  m (TIVLP32):
* Set up IP (non-SSI) connection to receive request s from TIVLP3
* for non-SSI demos
DEFIPCS NAME LP32L +
USER TCPIP +
APPL GOMRSCL +
ADDR 0.0.0.0 +
PORT 43001
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Scenario 19: How Do You Do That?

Rules in Operations Manager on first system (TIVLP3 ).
*** |[f OMEGAMON tells us CPU utilization getting hi gh, do dead guest
*** relocation of TDLNXO01 to another member (TIVLP3 2)
DEFRULE NAME RELO +
MATCH "*Dead guest relocation*' +
ACTION LNXRELO1
* Watch for shutdown complete message on Linux gues t
DEFRULE NAME LNXDOWN?2 +
MATCH *HCPGIR450%* +
USER TDLNXO1 +
ACTION LNXRELO2
* Turn off the rule in general
SUSPEND RULE LNXDOWN2
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Scenario 19: How Do You Do That?

Actions in Operations Manager on first system (TIVL  P3):
DEFACTN NAME LNXRELO1 +

COMMAND 'RESUME RULE LNXDOWN?2' +

ENV GOM +

NEXTACTN STOPLNX2
DEFACTN NAME STOPLNX2 +

COMMAND 'CP SIGNAL SHUTDOWN TDLNX01 WITHIN 90' +

ENV LVM
* Highlight the shutdown msg and tell TIVLP32 to aut olog the guest
DEFACTN NAME LNXRELO2 +

INPUT AHI +

NEXTACTN LNXRELO3
DEFACTN NAME LNXRELOS3 +

COMMAND 'SUSPEND RULE LNXDOWNZ2' +

ENV GOM +

NEXTACTN LNXRELO4
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Scenario 19: How Do You Do That?

Actions in Operations Manager on first system (TIVL
DEFACTN NAME LNXRELO4 +

COMMAND 'CP SLEEP 3 SEC' +

ENV OPMGRSL1,Y,LP32C,Y +

NEXTACTN LNXRELOS
DEFACTN NAME LNXRELOS +

COMMAND 'CP XAUTOLOG &u' +

ENV OPMGRSL1,Y,LP32C,Y
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