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S1cS Agenda

What is OpenSSL and TLS?

Prerequisites and Optional

Multiplexer: EDCTCPMC.PHASE

OpenSSL with TCP/IP for VSE" by CSI
OpenSSL with IPvE/VSEN IPv4 TCP/IP by BSI
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21CS

OpenSSL is a robust, commercial-grade, full-featured Open-
Source Toolkit for the TLS (formerly SSL), DTLS and QUIC
protocols.

— Creation of Key Parameters
— Creation of certificates

— Encryption and decryption
—and more ...

What is OpenSSL and TLS?
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S1CS Overview of TLS Communication

Client Hello
Server Hello
Server Certificate
Server Key Exchange
Server Hello Done
Client Key Exchange

Client Change Cipher Spec

Client Handshake Finished

Server Change Cipher Spec

Server Handshake Finished

Client Application Data

Server Application Data

Itirnalnnnny

Client Close Notify
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S1CS Prerequisites / Optional

Running VSEN 6.5 or newer

With functional TCP/IP Stack
. Either: 21CS TCP/IP for VSEn (“CSI"), 21CS IPv6/VSE (“BSI), or 21CS LFP for VSEN

— Functional FTP capability

— Functional TELNET capability
Certificate

— X.509

| £/ Keyman/VSEn = O ¥
| File Options Actions Help

=EE PEE fHe<EEa »» @

Optional Certificate Generation [ e 0 i == W
— With Keyman support

_Click on the red light icon to connect ... W |VSES0 -

Copyright 2025 © 21st Century Software, Inc. Unless noted, all trademarks used under license



D

21CS

Multiplexer

Allows you to use standard commands for TCP/IP operations, no matter
the stack

Skeleton ICCF.e2(EDCTCPMC)
Provided in Library
Add SSLPHASE="1JBSSLE’

EDCTCPME

Uls1ng sws1cC i =N L ey " anc 55 From OS5 {default waluseDl :
EDCTCPME =

' LSS LPHASE="IJESSLLE"
)= 1 £ S S | F i 1 [ N » =M C e I From BE=T T P Fa'D

EDCTCPME SYSID='@1l'  PHAS 'BESTTTCPG&'
EDCTCPME SYSID='®@1l' . PHAS 'BSTTTCPG6' .SSLPHASE='IJBSSLLE"

lsing sSws1ic d l=la L Sy * wia LFP amnd S55L wia=

EDCTCPME SYS "I JBELFPLE' .SSLPHAS
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21CS TCP/IP for VSEnN

21CS

Developed by CSI

INnternational OPENSSL ON
Provides IPv4 support
Provides SSL Engine CSINTSSL

Also allows to use VSEn
OpenSSL

JCL SETPARM

// SETPARM CRYSERV="0PENSSL’
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21CS TCP/IP for VSEM: Define FTPS Daemon

NON-SSL FTP Daemon

DEFINE FTP,ID=FTP50PORT,PORT=21,COUNT=2,DYNFILES=YES

SSL Enabled FTP Daemon

DEFINE FTP,ID=FTPSSL, COUNT=2,DYNFILES=YESPORT=990,
SSL=YES,SSLKEY=CRYPTO.KEYRING.VSE50,SSLVERSION=TLS12
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21CS TCP/IP for VSENn — TELNETD Daemon

21CS

DEFINE TELNETD, DEFINE TELNETD,
ID=TNNSSL, ID=TNSSL,
TERMNAME=TELNLU, TERMNAME=TELNLU,
TARGET=DBDCCICS, TARGET=DBDCCICS,
PORT=23, PORT=992,
COUNT=2, COUNT=2,
POOL=YES POOL=YES,

SSL=YES,

SSLLIBRARY=CRYPTO,
SSLSUBLIBRARY=KEYRING,
SSLMEMBER=VSE50,
SSLVERSION=TLS13
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Provides IPv4 and IPvo support

Developed by Barnard Software, Inc.

TCP/IP Applications run in their “own” stack

OpenSSL is an addition to the TCP/IP application

— The application needs more space (partition storage)

21CS |IPv6/VSE

INACTIVE,
FTPNSRVR . 2034@ _ ¢
INACTIVE,

TCPIPO1
INACT IVE,
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>1CS BSI| - Secure FTP Server
Non-SSL FTP Server SSL Enabled FTP Server
// LIBDEF * SEARCH=(PRD2.CONFIG,PRD2.TCPIPB) // LIBDEF * SEARCH=(PRD2.CONFIG,PRD2.TCPIPB)
// EXEC BSTTFTPS,SIZE=BSTTFTPS // EXEC BSTTFTPS,SIZE=BSTTFTPS
ID 01 ID 01
* *
OPEN 192.168.22.150 21 XTLS CRYPTO.KEYRING VSE50 TLSV1.3 1
* OTLS 192.168.22.150 990
SMNT LIBRARY PRD2 ¢
* SMNT LIBRARY PRD2
ATTACH SERVER-1 e
ATTACH SERVER-2 ATTACH SERVER-1
* ATTACH SERVER-2
/* *k

/*
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Non-SSL Telnet Server

// EXEC BSTTVNET,SIZE=BSTTVNET
ID 01

*

OPEN 192.168.22.150 23

3

APPLID DBDCCICS CICS/TS AND ICCF

APPLID PRODCICS CICS/TS AND ICCF

APPLID V21VTAM?2 OPTI-AUDIT VTAM Console Interface
APPLID BSTTUSST VTAM USS Table Emulation

APPLID BSTTVNET Printer Sharing Application

ES

TITLE PTHVSE50 TELNET

*

TERMINAL T001 GENERIC

TERMINAL T002 GENERIC ** POOL GP1
TERMINAL T004 GENERIC ** POOL GP1
TERMINAL T0O05 SPECIFIC DBDCCICS

E3

ATTACH TN3270E
/*

BS| — Secure Telnet Server

SSL Enabled Telnet Server

// EXEC BSTTVNET,SIZE=BSTTVNET

ID 01

k

XTLS CRYPTO.KEYRING VSE50 TLSV1.3 1 *
OTLS 192.168.22.150 992

k

APPLID DBDCCICS CICS/TS AND ICCF

APPLID PRODCICS CICS/TS AND ICCF

APPLID V21VTAM2 OPTI-AUDIT VTAM Console Interface
APPLID BSTTUSST VTAM USS Table Emulation
APPLID BSTTVNET Printer Sharing Application

ES

TITLE PTHVSE50 TELNET OVER TLS

*k

TERMINAL T001 GENERIC

TERMINAL T002 GENERIC * * POOL GP1
TERMINAL T004 GENERIC * * POOL GP1
TERMINAL T005 SPECIFIC DBDCCICS

E3

ATTACH TN3270E
/*
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S1CS JCL SETPARMSs for OpenSSL

// SETPARM SSL$MIN='[TLSV1 | TLSV1.2 | TLSV1.3]’

// SETPARM SSL$MAX='"[TLSV1 | TLSv1.2 | TLSV1.3]'

// SETPARM SSL$CPH='C027C014C013C012'

// SETPARM SSL$DBG='[YES|NO]'

// SETPARM BPX$GSK=IJBGSKOS & ENCRYPTION=STRONG in DFHSIT

p-

// SETPARM SSL$TRC='DD:lib.sublib(membername.membertype)'

// SETPARM SSL$ICA='[YES|NO]'

// SETPARM SSL$CSI='[YES|NO]’

// SETPARM SSL$SSC='[FULL|QUIET|PARTIAL]
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Thank you!
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