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IBM Spectrum Virtualize
provides Safeguarded Copy

» Logical Corruption Protection  to prevent
sensitive point in time copies of data from being modified
or deleted due to errors, destruction or ransomware

* & !

¢ )

* Not directly accessible to any server or application

» Data is accessible only after a Safeguarded copy is
recovered to a separate recovery volume

* Proactive monitoring for signs of attack
 Identify Safeguarded Volume to recover based on time
index of identified attack

* Recovery volumes are used for:
» Data validation
*  Forensic analysis
* Restoration of production data




HE& &S & &3 # *$ . &$* $ #1@'5= +7%%4 $4& &% $ $F& N &S 7$N4 $& 3 &

123 $3 $!% #4
M<$ *7$%4 & % -&*%3$&3 7 %4 ( # % 7$%4

M( & &% &$ 7$%4 $ 3 7$% 4 # 1@ 7$%4  ( 3 $# ( 7$%4

M;$&3 7 %4 &% # &% &$ 7$%4  $ & &$ "% $% o+ $& SH &P $& &S
#1@7$%4 5 $ 4 $# #&5= 7$%4

M5 &% $$ $H$% & #1 @7$%4 % *&& 3 $* ($% #3 & ($ -+
M%#* (5 $& %  %$&  %# * 7J% #' -+3$

M 4% 3$&$3%& $$7$ & & & N $ & & $ & ,

M $7 7 $& (4 $3 8 # # (3($5°'0 (

9& 9&

"/

* 0o ++ / 1>/ >@ / I/
* 0% +++-0.,/ 1"/ "/ 1/
* 0 ++, +- ./ "/ >/ t

* 0 ++ / 1/ @/ /

* 0% ++, -0./ >@/ " /
* % ++,0- ./ >/ / "/

+* % ++,0-0./ I/ @/ 1/




Oracle RMAN Merge Incremental

I"#$%

Integrating IBM Spectrum Scale st ouoest

snapshots with Oracle Recovery /, |
Manager incremental backups ~=L

o

Database

2 EE D o
BKUP
Flash Recovery Area

Source: https://www.ibm.com/support/pages/system/files/inline-files/ORA DB IBM_Z Spectrum_Scale Malige 23MAY18 final.pdf
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Cache filesets
o /fs/datal
o /fs/data2
o /fs/data3
o ..

Qocal filesets

o /fs/privil
/£s/priv2
/fs/priv3
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Spectrum Scale Cluster

Spectrum Scale Cluster
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OLTP workload on OpenShift
(OCP) with database co-location
on LinuxONE versus remote
database access from x86 Skylake Smore [N} ocr

Proxy / Workload Master PostgreSQL
Balancer instance Database

1 ms Average

Transaction G'l:eisst 1(5 SU GlrJ]e:t zé ;’3
eac Vi f eac! Vi ,

Latency 128 GB memory 16 GB memory

. ';P"ﬁ\f&l ZIVM 7.1 in LPAR 2 1'-2";:\:'?_2
Run an OLTP workload on OpenShift Workload Driver L. 30 L5, 428 GB memory 2

Container Platform 4.4 withup to  4.7x P L
lower latency co-located to the used e
database on LinuxONE using a

Hipersocket connection versus on 4.7 ms Average

. Transacation OCP Worker
compared x86 platform using a 10 Gb Latency wit OLTP oce
. Proxy / Workload Master
instal
TCP/IP connection to the same database Balancer
h 16 vCPU, ,
DISCLAIMER: This is an IBM internal study designed to replicate banking OLTP workload usage in the marketplace fzagGlBGmerzgry fchhB“n\]f;gry 10 Gb TCP/IP
deployed on OpenShift Container Platform (OCP) 4.4.12 on LinuxONE TO1 using z/VM versus on compared x86 platform connection

using KVM accessing the same PostgreSQL 12 database running in a LinuxONE TO1 LPAR. 3 OLTP workload instances
were run in parallel driven remotely from JMeter 5.2.1 with 16 parallel threads. Results may vary. LinuxONE TO1
configuration: The PostgreSQL database ran in a LPAR with 12 dedicated IFLs, 256 GB memory, 1TB FlashSystem 900
storage, RHEL 7.7 (SMT mode). The OCP Master and Worker nodes ran on z/VM 7.1 in a LPAR with 30 dedicated IFLs,
448 GB memory, DASD storage, and Hipersocket connection to the PostgreSQL LPAR. x86 configuration: The OCP
Master and Worker nodes ran on KVM on RHEL 8.2 on 30 Skylake Intel® Xeon® Gold CPU @ 2.30GHz with
Hyperthreading turned on, 448 GB memory, RAID5 local SSD storage, and 10Gbit Ethernet connection to the
PostgreSQL LPAR.

KVM on RHEL 8.1
30 cores, 448 GB memory




IBM Spectrum Scale on IBM Z components:
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The connection to RHOCP is implemented as cross-cluster mount, and in a clustered
mode with the Container Native Storage Access (CNSA) components.
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Red Hat OpenShift cluster

Control Plane (Master) Node cControl Plane

(Master) Node

Control Plane

(Master) Node

Worker Nodes Worker Nodes Worker Nodes
| CSI Driver CSl Driver CSI Driver |

Spectrum Scale (CNSA) - Compute cluster

1

<

Cross Cluster Mount

N

Network

ECKD/DASD




IBM Spectrum Scale on IBM Z components:
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RHOCP
Control

Core0OS

Hypervisor

LPAR1

RHOCP | RHOCP |
Control c | RHOCP Control RHOCP
Plane Compute Plane Compute
Node Node
pectrum Scale I
ONSA | cNSA - Compute cluster | CNSA | cnsa™ Compute cluster | CNSA
ore =
Core0S Core Core0S CoreOS
Hypervisor Hypervisor
LPAR 2 LPAR 3
I/0: FCP / FICON Network

ECKD/DASD

FCP/SCSI

Local volumes

CNSA - IBM Spectrum Scale
Container Native Storage Access

FICON

FCP

o o
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€ Safai Fle Edt View History Bookmarks Window Help S U @B Qomf (W 2 QS 0 Wedn2l 328

\ Oracle Database 19¢ Installer - Step 1of 2

Install Product

Pregress
Creating the Gold Image

Status

& Create Gold Image In Progress

@ Mail File Edit View Mailbox Message Format Window Help a U

=
\ Oracle Database 19¢ Installer - Step 2 of 2

Finish

The creation of Oracle Database Gold Image was succeasful.

Note:

Gold Image location: /scratch/aracle_software/qolden_image/19.19_galdimage/db_home_2023-06-21_03-25-57FM zip
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install_oracle_z (Public <X Pin ® Unwatch (1 ~ % Fork (0 ¢ Star 0

¥ main ~ ¥ 3 branches © 0 tags Go to file Add file ~ i About b

Ansible-automated install of Oracle
6 +$ $ £ jacobemery Delete 99_db_delete_instance.yaml 005794b last week 100 commits Database and Oracle Automatic Storage
Management (ASM) on Red Hat
handlers update with WIP changes @ last month Enterprise Linux (RHEL) for IBM °

zSystems.
library bulk commit work-in-progress changes for testing 3 weeks ago Y

. q ibl dhat laybook ) 1
roles change to regexp instead of search_string 3 weeks ago ansible redha L oracte
rhel ) (ibm oracle-database

tasks bulk commit work-in-progress changes for testing 3 weeks ago =
oracle-asm ibmz ibmzsystems

templates bulk commit work-in-progress changes for testing 3 weeks ago

Readme
.gitattributes add .gitattributes 2 months ago GPL-3.0 license
0_connect_hosts.yaml| Merge pull request #14 from jacobemery/l1bm 3 weeks ago Activity

1_oracle_prep.yaml| remove reboot, moving to 2_asm_install last week 0 stars

3 7 % J$% 7 * & $ H $% H 2_asm_install.yam| add reboot after udev rules changes last week

1 watching

0 forks

3 oracledb install.vaml create variable for hosts 3 weeks aqo



- name: Make Grandma’s white bean chili
hosts : home_kitchen
vars_files: ingredients.yaml
tasks :

- name: Gather ingredients
community.traderjoes.shop
name: "{{ item }}”
state : fresh
loop : bean_chili

- name: Wash veggies
ansible.appliances.sink
temp: cold
state : cleaned
loop : bean_chili

- name: Chop vegetables

ansible.tools.knife
name: “{{ item.veggie }}"
state : *{{ item.method }}"

with_items
- { veggie: white_onion, method: diced }
- { veggie: jalapefios, method: sliced }
- { veggie: gold_potatoes, method: chopped

- { veggie: garlic, method: minced }



Monitor Your Applications — IBM Instana

&% Robot Shop Microservices Application

229 |Jpstream / Downstream ¥ >+ Analyze Calls

Summary Dependencies Services Error Messages

Calls Per Second €,

7. 63/5 26,996 total calls

Cal IS HTTP status codes [NEE|Raeltlls

@ O 22X ®3xXX
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QOct27
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Releases
Alerts
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274" 4 .07 $/# 0C# 27

Log Messages

Infrastructure Smart Alerts Configuration

Erroneous Call Rate €,

2.00% 542 total erroneous calls

Erroneous Call Rate

@ Erroneous Call Rate
5.60%

08:18:00 08:33:00 08:48:00 09:03:00 09:18:00
Oct27
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Oct 27
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Stories/
¢— Notifications
Slack
(ChatOps)
managed-from x86
relevant Events/Metrics/Topology
links [ 1
I > IBM Cloud Pak for <
Instana
_» Watson AlOps
Red Hat Openshift| | [ Linux (RHEL) |
metrics
metrics
logs
(EFK)
managed-to LinuxONE
~AcmeAir jdbc »  OracleDB <
Microservices
Linux (RHEL)

Actions/
Runbooks

]Red Hat OpenShift

TP

[ ow ]
LinuxONE

Web Services API

ZHMC ]—I’]

»| Ansible or bash

HTTP

Linux (RHEL)

ISSH
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FICON
IBM z10™™ Expressq.

IBM z196™  FICON
IBM z10™  Express8

IBM z196™
IBM z114™ Express8S

IBM z13™ FICON
Express16S

FICON

™
IBM z14 Express165+

IBM z15™  FICON
Express165A

- FICON
(FCES)

IBM z16™ FICON
Express32S

IBMz16™ i
Express32S
(FCES)

100,000 200,000 300,000 400,000 500,000 600,000 700,000 lO/sec

60,000
84,000
92,000
110,000
390,000
390,000
@ 386,000

6(8&.9)9:;,9" 45 9 %

600,000

600,000

+52%
increase

< 4% FC-ES
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- ) « https://github.com/IBM/zDNN
' RedHat Ubuntu® SUSE * https://github.com/onnx/onnx-mlir (C/C++ or Java)
* https://github.com/IBM/onnx-mlir-serving (Nvidia Triton

S SIMD/AVX Integrated X backend )
Accelrator for Al « https://ibm.github.io/ibm-z-0ss-hub/main/main.html
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Integrated Accelerator for Al on
IBM LinuxONE vs x86 with GPU
Inferencing (Telum )
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